Project 19: RAM Capture dan Analisis 15 point

Project 19: RAM Capture dan Analisis

Kebutuhan Project

+  Komputer Windows 7, real atau virtual.

Download dan Install Mandiant Memoryze

1. Pada browser, arahkan ke
https://www.mandiant.com/resources/download /memoryze
Click link "Download Memoryze" (Bisa download juga di elerning), seperti
berikut. Verifikasi hash menggunakan HashCalc atau tool yang sama.

| €& C f G https://www.mandiant.com/resources/download/memoryze

1

NEED IMMEDIATE ASSISTANCE? CLICK HERE.

Iul ANDIANT THREAT LANDSCAPE PRODUCTS SERVICES TRAINING COMPAN

Current Version: Memoryze 2.0
Release Date: September 28, 2011

Supported Operating Systems: Windows 2000, Windows 2003, Windows XP, Windows 2008, Windows Vista,
Windows 7 (32-bit and 64-bit)

File Size: 8.37 MB

Integrity Hashes:

ZIP
MD5: OE1D6E428F025C5565BB497AA315A328
SHA-1: BEFCC31DDCC7CEAS40A3C3CA4BOE39646EBCF603

Extracted
MD5: 66e62d5¢c2ce62f9d77f139e623f7f48d
SHA-1: bf4fc70d4756ed8b654b485737f836764a72153e

Download Memoryze™

2. Klik kanan file Memoryze.zip dan click "Extract All...". Pada kotak "Extract
Compressed (Zipped) Folders", click Extract.
Jendela "Memoryze" terbuka. Double-click folder "Memoryze".
Double-click file MemoryzeSetup2.0.msi.

Install software dengan default options.

Membuat Prosess Internet Explorer dengan Data
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3. Buka Internet Explorer.
4. Arahkan ke http://wikipedia.org dan click English.

Pada bagian atas, click "log in".
Masukan nama kalian untuk user name, masukkan password
SWORDFISH123, sperti berikut.

Q{ )| W http://en.wikipedia.org/w/index.phptitle=Special 0 v 8 & X || W Legin,

WIKIPEDIA
The Free Encyclopedia
Main page

Contents

Featured content
Current events

Random article
Donate to Wikipedia

¥ |nteraction

Help
Ahnnt Wilriinadia

Special page
Log in / create account
Log in

Don't have an account? Create one.

Username: YOUR NAME

Password: geeeeeeeceee

[] Remember my login on this browser (fc

Forgotten your login details?

5. Click tombol "Log In".
Akan terlihat pesan "Login error". Tidak masalah — kita hanya ingin
meletakkan password ke RAM.

6. Biarkan Internet Explorer terbuka.

Menganalisis Live RAM

7. Kita bisa mengkopi RAM image dengan MemoryDD.bat, tapi memakan
banyak disk space, maka kita bisa analisa live RAM.

Pada real investigasi, kita harus mengcapture RAM dan setelah itu dianalisis.

Listing Semua Proses
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8. Click Start, ketikkan CMD, dan tekan Shift+Ctrl+Enter.
Pada kotak "User Account Control", click Yes.
Pada jendela Administrator Command Prompt, jalankan perintah berikut
diakhiri dengan Enter tiap barisnya:

cd \Program Files

cd MANDIANT\Memoryze

DIR

Maka akan terlihat beberapa programs yang tersedia, termasuk
MemoryDD.bat, seperti berikut:

C:\Program Files\MANDIANT >cd Memoryze

C:\Program Files\MANDIANT\Memoryze >dir
Uolume in drive C has no lahel.
Uolume Serial Number is BOA6-54CD

Directory of C:\Program Files\MANDIANT\Memoryze

N4,25,2013 04:00 <DIR> .

N4,25,2013 04:00 <DIR> -

10/14/2811 ©2:18 1,598 AcquireDriver.Batch.xml
10/14/2011 ©82:18 1,425 AcquireMemory.Batch.xml
160/14/2011 ©82:18 2,843 AcquireProcessMemory.Batch.xml
10/14/26811 ©2:18 1,844 DriverAuditModuleList.Batch.xml
10/14/26811 ©2:18 3,437 DriverAuditSignature.Batch.xml

09/28,2011 05:23 2,951 DriverDD.hat
n?/28,2811 05:24 5,993 DriverSearch.bhat
0?/28,2011 05:25 2,631 DriverWalkList.bat
160/14/2011 ©82:18 2,544 HookAudit.Batch.xml
n?/28,2811 ©5:25 4,577 HookDetection.bat
09/28,2011 0B5:26 2,995 MemoryDD.hat
10/14,/2811 066:07 8,545,608 Memoryze.exe
0?/28,/2011 0B6:42 547,478 MemoryzelserGuide.pdf
n?/28,2811 @5:27 9.681 Process.hat
10142811 ©2:24 5.578 ProcessAuditMemory.Batch.xml
09/28,2011 B5:26 3,837 ProcessDD.hat

16 Filed(s> 92.144,.212 hytes

2 Dirds)> 23.,625,.216,.00808 bhytes free

Files\MANDIANT\Memoryze >

Pada jendela Administrator Command Prompt, jalankan perintah berikut,
diakhiri Enter tiap barisnya.
Ganti "YOUR-NAME" dengan nama masing-masing, tulis tanpa spasi.

mkdir YOUR-NAME
Process.bat -output YOUR-NAME

Baris kedua jendela pops up akan tampil, memperlihatkan progress
analysis, seperti berikut.
Tunggu kotak menutup sendiri.
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# | C:\Program Files\MANDIANT\Memoryze\Memoryze.exe ‘ = H = ‘@

Service start has completed.

script from *¥YOUR-NAMENout.txt’.
Beginning local audit.
Audit started B4-25-20813 16:25:18
Checking if ’YOUR-NAMENAudits\WIN-CUTTKBE?78BP\20130425232518’ exists...
Saving batch result to *YOUR-NAMENAudits\WIN-CUTTKBE?78BP\20130425232518\’° .
Batch results written to ’YOUR-NAMENAudits\WIN-CUTTKBE78BP\20130425232518\" .
Auditing <{(w32processes—memory) started B4-25-2013 16:25:18
Executing command for internal module w32processes—memory, 1.4.37.0
KIssue number=""8" level="Info" summary=""System range BxB0000000000HRRRE — GBxBO0G00
BB0BBA?fBBB" context="EnumerateDevices'/>

KIssue number Y level="Info" summary="System range BxB000000007ff00BE — BxBH0G00
HBB8BNBNBNB" context="EnumerateDevices'/>

KIssue number=""8" level="Info" summary="System range BxB0000000000100008 — BxBOG00
000 7f eeBBBB' context="EnumerateDevices'/>

KIssue number=""17000" level="Info" summary="Internal InformationPAE is enabled"
context="FindOSUersion'/>

KIssue number=""17803" level="Info" summary="Internal InformationAlgorithm found
a major version of Windows 7." context=""FindOSUersion'/>

9. Untuk melihat hasilnya, click Start, Computer.

Arahkan ke C:\Program Files\M ANDIANT\Memoryze\YOUR-
NAME\Audits

10. Buka folder di dalam folder Audits, dengan nama komputer di dalamnya.

11. Buka folder dengan nama awalan angka yang panjang dimulai dengan tahun
ini.

Akan terlihat beberapa files XML, seperti terlihat di bawah ini:

@Uv\ <« MANDIANT » Memoryze » YOUR-NAME » Audits » WIN-CVTTKBE7SBP » 20130425232518 - ‘q\‘ Search 2013042
File Edit View Tools Help
Organize v Include in library v Share with v New folder = 1 @
Kernel Outlook PST Viewer - Name : Date modified Type Size

4 J\ MANDIANT D325 YLD .

013 4:25 PM MLD

| BatchResults.xml 4/25/2

4 Memoryze
v ] Issues.BatchResults.xml

Audits . . - ~
|2 issues.mir.w32processes-memory.253a26... 4 4:25PM ! 2
4 || YOUR-NAME .
. 2| mir.w32processes-memory.253a2611 xml 4/25 4:25PM M 4¢
4 Audits
4 | WIN-CVTTKBE78BP
20130425232518

Microsoft Calculator Plus

4 items

12. Double-click file dengan nama panjang yang berawalan mir.
Sederetan proses yang terbuka di Internet Explorer, seperti berikut ini:
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*| C:\Program Files\MANDIANT\Memoryze\YOUR-NAME\Audits\ © ~ C X || W Login/c

i) ~ B) v~ 0 @ v Pagev Safety~ Tools~ @~

<?xml version="1.0" encoding="UTF-8"?>
<itemList xsi:noNamespaceSchemalocation="http://schemas.mandiant.com/:
itemSchemalocation="http://schemas.mandiant.com/2011/07 /processiten
generator="w32processes-memory” xmins:xsi="http://www.w3.0rg/2001/
- <Processitem xmins:xsi="http://www.w3.0org/2001/XMLSchema-instan
uid="4E90D6B2-06C4-49DD-A8AF-350B5BDSFD6A" xmins:xsd="http:/ /1
<pid>5812</pid>
<parentpid>3796</parentpid>
<path>C:\Program Files\Internet Explorer</path>

<arguments>"C:\Program FilesiInternet Explorer\iexplore.exe"” </:
<Username>WIN-CVTTKBE78BP\student< /Username>
<SecurityID>8-1-5-21-2492010294-1904606464-3244937070-100C
<SecurityType>SidTypeUser</SecurityType>
<startTime>2013-04-25T723:04:46Z </startTime>
<kernelTime>PTOS</kernelTime>

<userTime>PTOS</userTime>

</Processltem>
<Processitem xmins:xsi="http://www.w3.0org/2001/XMLSchema-instan
uid="A8859071-D0OB5-497A-8D2C-91E4A8BFOFCA" xmins:ixsd="http:/ /v

<pid>4280</pid>

<parentpid>5812</parentpid>

<path>C:\Program Files\Internet Explorer</path>
<name>iexplore.exe</name:>

<arguments>"C:\Program Files\Internet Explorer\iexplore.exe" SC
<Username>WIN-CVTTKBEZ78BP\student</Username>

Cari proses dengan dengan nama iexplore.exe dan sorot baris tersebut, seperti terlihat
di atas.

Simpan Screen Image

13. Pastikan di layar terlihat iexplore.exe dipilih. Simpan screen image
dengan nama file "NamaKamu_ Proj19a".

Capture Strings dari Internet Explorer Process
Memory

14. Pada jendela Administrator Command Prompt, jalankan perintah berikut.
Ganti "YOUR-NAME" dengan nama masing-masing, tanpa spasi.

Process.bat -output YOUR-NAME -process iexplore.exe -strings true

Jendela command prompt pops up, memperlihatkan progress analysis.
Tunggu hingga kotak tertutup. Untuk melihat hasil, click Start, Computer.

15. Arahkan ke C:\Program Files\MANDIANT\Memoryze\YOUR-
NAME\Audits

16. Buka folder di dalam Audits folder, dengan nama komputer di dalamnya.

Buka folder dengan nama berupa deretan angka yang bermula dengan
tahun. Jika ada lebih dari satu folder, buka yang paling bawah.

Akan terlihat beberapa file XML, seperti berikut.
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@U" <« MANDIANT » Memoryze » YOUR-NAME » Audits » WIN-CVTTKBE78BP » 20130425235643

v | 44 ’ l Searc
File Edit View Tools Help

Organize v Include in library v Share with v New folder g== « [ (:)
. Kernel Outlook PST Viewer “  Name ‘ Date modified Type Size
4 |, MANDIANT ) i
| BatchResults.xml 4/25/2013 4:56 PM XML Document 21 KB
4 Memoryze R . i
| Issues.BatchResults.xml 4/25/2013 4:56 PM XML Document 1KB
4 | YOUR-NAME . .
Audi 2] issues.mir.w32processes-memory.07190125....  4/25 PM XML Document 2KB
4 t:
uets | mir.w32processes-memory.07190125.xml 4/25 :57 PM XML Document 30,205 KB
4 |, WIN-CVTTKBE78BP z|
20130425232518
20130425234859
20130425235040
20130425235643

Microsoft Calculator Plus

’ 4 items

17. Cari file berukuran besar (di contoh 30 MB) dengan nama panjang berawalan
dengan mir.

JANGAN DI DOUBLE-CLICK! Jika dilakukan akan membekukan Internet
Explorer.

18. Yang dilakukan, click kanan dan buka dengan Wordpad.
Click jendela Wordpad, dan tekan Ctrl+F.
Cari kata string SWORDFISH
Akan terlihat, seperti berikut.

e = | mirw32proc y07190125xm - =
Home | View

©
v - —_—

I:I & Cut | [ urier New o g (el E e = & J P| | darne
[ Copy i N =

33 Replace
Paste B I U abe X x*||&2 A~

Picture Paint Dateand Inset | ...
v drawing time object il Selectall
Clipboard Font

Insert

p;returnto=Main+Page</string>
<string>http://en.wikipedia.org/w/index.php?

title=Special:UserLogin&amp;action=submitlogin&amp; type=login&am
p;returnto=Main+Page</string>
<string>application/x-www-form-urlencoded</string>
<string>wpName=YOUR+NAME&amp; wpPassword=l o st sk

&amp; wpLoginAttempt=Log+in&amp;wpLoginToken=
134c83ee£22c£c623856£7b807065870</string>
<string>http://en.wikipedia.org/w/index.php?
title=Special:UserLogin&amp; returnto=Main+Page</string>
<string>http://en.wikipedia.org/w/index.php?
title=Special:UserLogin&amp;action=submitlogin&amp;type=login&am
p;returnto=Main+Page </string>
<string>http://en.wikipedia.org/</string>
<string>w/index.php?

: i

1

100% (= B} )

Simpan Screen Image

19. Pastikan di layar terlihat SWORDFISH123 yang disorot. Simpan screen
image dengan namafile "NamaKamu_ Proj19b".

Mengumpulkan Project

20. Kirim melalui elearning.
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Sumber
http://www.subhashdasyam.com/2011/10/mandiant-memoryze-is-free-
memory.html

Last Modified: 28-5-13
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