Project 17: NetWitness 15 point

Project 17: NetWitness (15 pts.)

Kebutuhan Project

¢  Komputer Windows. Pada tutorial ini menggunakan Windows 7 virtual machine.

Menginstal NetWitness

1. Buka browser dan arahkan ke
http://www.emc.com/security/rsa-netwitness.htm#!freeware

a. Click "Download NetWitness Investigator Freeware"

Isi form dan click Submit. Bisa di download juga di elearning
Download file NwInvestigatorSetup.exe dengan ukuran (131 MB).
Install software dengan default options.

Buka desktop, double-click icon "NetWitness Investigator 9.6".

mo oo o

Jendela "NetWitness Investigator 9" terbuka. Kotak pop up, berisi pesan "Revocation
information for the security certificate for this site is not available...".

Click Yes untuk mem-bypass pesan.

Isi form registrasi.

=

1. Check email untuk product activation code. Ikuti instruksi di email untuk
mengaktifkan NetWitness.

j-  NetWitness sekarang sudah aktif, seperti berikut:

w1 NetWitness Investigator 9 -
: Collection Edit View Bookmarks History Help
All Data || NetWitness Investigator (S ]
Collection
6 5 | @

Name Status F extge investigator
Collect Ready .

TullX e} Welcome #6§ Register @

This product has been successfully activated! Close this tab to start using
NetWitness Investigator.

K. Tutup tab Register.

Menginstal Wireshark

2. Jikadi komputer belum ada Wireshark, bisa di download di http://www .wireshark.org/

3. Jalankan Wireshark. Pilih network adapter yang terkoneksi ke Internet

Mengumpulkan Evidence
4. Open a Web browser and do these things:
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a. Go to http://id.wikipedia.org/ and log in with the user name Feef and a password of
foresec

b. Pada Wikipedia, masuk ke Portal Sumatera dan loading halaman mengenai portal
Sumatera.

C. Buka halaman: http://elearning.binadarma.ac.id.

d. Stop packet capture. Simpan file packet capture dengan nama YOURNAME dan
jenis file gunakan "Wireshark/tcpdump/ ... -libpcap (*.pcap)", seperti berikut:

i Wireshark: Save file as @
Savein: | | My Documents - 02 aE
I -
ol
Recent Places By,
Deskiop Add-in Express My Music My Pictures My Videos =
=m
Libraries
E
A | | ' )
Computer l E ‘
P t J S
NL File name: YOURNAME -
etwork
Save as type:

Mengimport Evidence ke NetWitness

5. Di NetWitness, dari menu bar, click Collection, "New Local Collection".

a. Masukkan Collection Name berupa YOURNAME (gunakan nama masing-masing,
seperti berikut:

New Local Collection @

ocal Collection

Collection Name | YOURNAME
[ override Default Location
C:\Users\student\Documents\NetWitness\Investigations

[T] Lock Collection
[ Auto Connect

oK | Cancel

b. Click OK
C. Pada panel kiri NetWitness, double-click YOURNAME seperti berikut:
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w1 NetWitness Investigator 9
: Collection Edit View Bookmarks History Help
All Data ~ | NetWitness Investigator

Collection v ax ta Welcome @ ‘

438l @21
l Name | Status |

Demo Collecti - .
T S

HODRIANE - Simply double-click int
You TUbe information on how to

channel. The NetWitne:

-

d. Status harus memperlihatkan "Connecting", dan setelah beberapa detik, berubah
menjadi "Ready".

Di NetWitness, dari menu bar, click Collection, "Import Packets".
f.  Arahkan ke file YOURNAME.pcap dan double-click it.

g. Status field memperlihatkan progress--, 1%, kemudian 99%, kemudian Done.

Menganalisis Evidence
6. Pada Collections pane NetWitness, double-click kembali YOURNAME.

a. Report muncul, memperlihatkan daftar jenis trafik, seperti berikut.

w1 MetWwitness Investigator 9
¢ Collection Edit View Bookmarks History Help

all Data = YOURNAME @0

@ 8 Welcome @ {OURNAME &

drCoooDsss@cRLESD

< 2013-05-08 00:07 2013-05-08 00:08 >

i
uoRaa|jed

[] i s - A
mm &~ Service Type (4 items) =

= HTTP(14)-SSL(2)-DNS (2) - OTHER (2)

* 4~ Hostname Aliases (6 items)
elearning.binadarma.ac.id (7) - upload.wikimedia.org (6) - microsoft secure server authority (2) - urs.microsoft.com.nsatc.net (1) - meta.wikimedia.org (1) -
id.wikipedia.org (1)

* 4~ Source IP Address (3 items)
10.0.2.15(18)-208.80.154.225 (1) - 208.80.154.224 (1)

* 4~ Destination IP address (7 items)
208.80.154.235(6)-10.237.2.9(6)-111.221.26.251 (2)-10.237.4.3(2)-10.0.2.15(2) - 208.80.154.225 (1) - 208.80.154.224 (1)

p &~ Action Event (2 items)
get (14) - put (1)

Q 4~ Content Type (5 items)
image/png (9) - image/jpeg (6) - application/x-javascript (5) - image/gif (4) - text/html (3) - text/javascript (2) - text/css (2) - text/plain (1)

| €

<
Netwitness Investigator Ready leap )

|~

b. Items memperlihatkan shown below:
¢ Tab Collections Tab
¢ Tombol Toggle Timeline memperlihatkan grafik data

¢  Drill Path memperlihatkan filters yang digunakan untuk menghilangkan data
yang tidak penting—data yang akan kita cari pada YOURNAME collection.

¢ Pada Report, pasangan entries muncul: Value diikuti dengan nomor Sessions di
parentheses, missal DHCP (2).
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Drill Path
Toggle Timeline
Collections Tab _ NetWitness Investigator 9
A\ Collection Edit View Bookmarks History elp
Value

~  YOURNAME

§ Welcome (. ||@ YOURNAME @ |

HEES =R HESELISEE

< 2013-04-17 09:25

uoia||on @

mm o Service Type (5 items)
: DNS (236) - HTTP (59) - OTHER (46) - SSL (3) - NETBIOS (2) - DHCP (2)

»- Hostname Aliases (20 of 107+ items) \

wikipedia-Ib.egiad.wikimedia.org (28) - upload.wikimedia.org (12) - bits.wikimedi SeSSionS
ytimag.l.google.com (2) - www3.l.google.com (2) - www.gstatic.com (2) - wikidata-
€5903.g.akamaiedge.net (2) - clients.l.google.com (2) - cdn.syndication.twimg.ca

C. Click tombol Toggle Timeline memperlihatkan Timeline, seperti berikut.

d. Timeline memperlihatkan traffic dalam bentuk grafik, dan bisa digunakan untuk
meperlihatkan dalam interval waktu tertentu. Dalam project ini toggle timeline tidak
digunakan, jadi click tombol Toggle Timeline lagi untuk menyembunyikannya.

u NetWitness Investigator 9

i Collection Edit View Bookmarks History Help

Al Data ~| YOURNAME =0
@ fsbwelcome (3 | @ vournane @ |

! BlEEEEEERR SRS

Time Graph of Session Traffic 2] IEI
4

uoRaa)|

7.5

H

g

o
< 2013-05-08 00:07 2013-05-08 00:08 >

Sessions

-T-‘ 4~ Service Type (4 items)
===/ HTTP (14)-SSL (2) - DNS (2) - OTHER (2)

*‘ 4 Hostname Aliases (5 items)
R elear ma.ac.id (7) - upload.
id.ikipedia.org (1)

org (6) - microsoft secure server authority (2) - urs.microsoft.com.nsatc.net (1) - meta.wikimedia.org (1) -

*‘ 4~ Source IP Address (3 items)
=) 10.0.2.15 (18) - 208.80.154.225 (1) - 208.80.154.224 (1)

L0 () nactinatinn 1P addrace (72

amc) v
L] |
Click to query for all sessions that have this meta

>

Mencari Wikipedia Login
7. Pada bagian Report, pada bagian atas berjudul "Service Type", click link biru HTTP.

a. Filter ini mengeluarkan semua non-HTTP traffic. Perhatikan Drill Path berubah
menjadi "YOURNAME > HTTP", seperti berikut:
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dNetWitness Investigator 9 - 8x
i Collection Edit View Bookmarks History Help

Al Data = YOURNAME > HTTP =0 ”
tai welcome (3 | @) vournAvE @ | 4 b x XOURNAME Logs

[WIEI“’]“’C[%[&[D]- Page 0 of 0 O|Of |« “"Em

Time Displaying 0 - 0 of 0

< 2013-05-08 00:07 2013-05-08 00:08 >

| womsajen G

~
.T- 4~ Service Type (1 item) =
: HTTP (14)

#- Hostname Aliases (4 items) L3
upload.wikimedia.org (6) -
elearning.binadarma.ac.id (6) -
meta.wikimedia.org (1) - id.wikipedia.org (1)

*|

4~ Source IP Address (1 item)
10.0.2.15(14)

»- Destination IP address (4
items)

208.80.154.235(6)-10.237.2.9 (6) -
208.80.154.225 (1) - 208.80.154.224 (1)

* ¥

o~ Action Event (2 items)
get (14) -put(1)

L]

/34 4 Content Type (8 items) v
| &

|~

capl £
b. Setengah bagian jendela sebelah kanan memperlihatkan Log panel yang kosong. Jika
kita memiliki log files di dalam collection, hal ini akan sangat membantu, akan tetapi
dalam kasus ini data hanya berisi file PCAP tanpa logs, jadi panel ini tidak
membantu.

C. Pada bagian Report, pada bagian judul kedua "Hostname Aliases", click link biru
id.wikipedia.org.

d. Filter ini membuang semua trafik ke hosts lain. Perhatikan Drill Path berubah
menjadi "YOURNAME > HTTP > id.wikipedia.org", seperti berikut:

n NetWitness Investigator 9

B I
i Collection Edt View Bookmarks History Help
Al Data = YOURNAME > HTTP > id.wikipedia.org LS % ] ”
@ 8 Welcome @ YOURNAME @ | 4 b x YOURNAME Logs
Page 0 of 0 O|O) « |«
: CEEFEEEEEEEN
= Time Displaying 0 - 0 of 0
E] < 2013-05-08 00:07 2013-05-08 00:08 >
= ~
‘lll p Service Type (1 item) =
HTTP (1)
‘* 4~ Hostname Aliases (1 item) L
id.wikipedia.org (1)
‘* 4 Source IP Address (1 item)
= 10.0.215(1)
‘* 4~ Destination IP address (1 item)
208.80.154.225(1)
‘p 4~ Action Event (2 items)
put(1)-get(1)
‘& 4~ Content Type (1 item)
— text/html (1)
¥
< | @

el s
€. Sekarang click angka biru dalam kurung di sebelah kanan id.wikipedia.org — dalam
contoh "1". Angka yang ditunjukkan bisa jadi berbeda.

f.  Bagian ini memperlihatkan sessions dengan banyak details, seperti terlihat di bawah.

Panel og di sebelah kanan hanya menghabiskan tempat — tutup dengan meng-click
tombol X.
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u:NetWitnessInvestigatorQ - B X
: Collection Edit View Bookmarks History Help

All Data ™| YOURNAME > HTTP > id.wikip ... > Sessions ... > title=Is ... > Sessions ... @ o v

&
2
=
z
8
3

| @ vournave @ 4 b x
Page 1 of 1 IOIO HEIS| =<4 0| ®

Time Service Size Events Displaying 1 - 1 of 1
. o013- P 49.28 [/ 08:00:27:A8:0F:05 -> 52:54:00:12:35:02
‘ May-08 TCP/ KB |4 10.0.2.15-> 208.80.154.225
00:07:48 HTTP
@ 1184 -> 80 (http)
03 payload: 45558
1° medium: Ethernet =
/° tcp.flags: 25
IG streams: 2
4 packets: 90
03 lifetime: 37
9 action: get
\. directory: /w

uoiajjeD

~

View

filename: index.php
1t eXxtension: php
/2 query: title=Istimewa:Masuk_log&returnto=Portal%3ASumatera
lu referer: http:/ /id.wikipedia.org/w/index.php?title=Istimewa:Keluar_log&returnto=Portal®%3ASumatera
() client: Mozilla/4.0
gk alias.ip: 208.80.154.225
;k alias.host: id.wikipedia.org
4 action: put ™

|~
v

g. Scroll down dan cari "Password=foresec", sperti berikut:

ﬁNetWitnessInvestigatovg - 58X
i Collection Edit View Bookmarks History Help

#ll Data ~ YOURNAME > HTTP > id.wikipedia.org > Sessions for * .. =0 ”

@ tsbwelcome ‘%\-‘-JUFNAI-‘WE (=] 4 b x

Page 1 of 1

uoPa|jed

2% alias.host: id.wikipedia.org D
o action: put
\ directory: /w.

filename: index.php

1t €xtension: php

/G referer: http:/ /id.wikipedia.org/w/index.phpZ?title=Istimewa:Masuk_log&returnto=Portal%3ASumatera
() client: Mozilla/4.0

2 alias.ip: 208.80.154.225

* alias.host: id.wikipedia.org

1?2 query:

title=Isti :Masuk_log&ac! ritlogin&typ gil eturnto=Por cf pl d=foresec vpn_aginAttempt=MasLi
o action: get
filename: Portal
¢t €xtension: <none>
/2 query: Sumatera
1° referer: http://id.wikipedia.org /w/index.php?title=Istimewa:Masuk_log&returnto=Portal%3ASumatera
() client: Mozilla/4.0
2 alias.ip: 208.80.154.225
2% alias.host: id.wikipedia.org
o action: get

€3

<]

v

eapl)
Simpan Screen Image

8. Pastikan "Password=foresec" terlihat.

9. Tekan PrintScrn. Simpan keseluruhan gambar desktop dengan nama "NamaKamu_Proj17a”.

Menampilkan Rekonstruksi

10. Pada bagian atas tengah jendela NetWitness, pada Drill Path, click HTTP.
a. Padabagian "Hostname Aliases", click elearning.binadarma.ac.id

b. Pada bagian "Hostname Aliases", click angka di sebelah kanan
"elearning.binadarma.ac.id "—dalam contoh, angka 6

C. Sekali lagi, Logs panel --ditutup.

d. HTTP sessions dengan server elearning.binadarma.ac.id tampil, seperti berikut:
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u MNetWitness Investigator 9
¢ Collection Edit View Bookmarks History Help

Al Data ~ | YOURNAME > HTTP > elearning.bina ... > Sessions for * .. =0

6 Welcome ‘@voummms (=]

Page 1 of 1 IOIO

Time Service Size Events
SN 2013-May-08 00:08:23 IP/ TCP / HTTP

feLesrgUrnersias Bra Darma

| uopaajoy &

Displaying 1 -6 of 6

58.27 KB E5 08:00:27:A8:0F:05 -> 52:54:00:12:35:02
A 10.0.2.15->10.237.2.9
@ 1204 -> 80 (http)
43 payload: 53193
43 medium: Ethernet

View Q tcp.flags: 26

4 streams: 2

Q packets: 119

43 iitetime: 1

9 action: get

A directory:

filename: <none>

¢ eXtension: <none>

() client: Mozilla/4.0

2 alias.ip: 10.237.2.9

2 alias.host: elearning.binadarma.ac.id

o action: get

. directory: /theme/standard
filename: styles.php

I

leapb b
€. Pada sisi kiri Report untuk tiap session, terdapat icon yang memperlihatkan
bagaimana tampilan halaman Web, dengan tombol View berwarna abu-abu.

f.  Click tombol View.

g. Maka akan terlihat "NetWitness Reconstruction" halaman dari packets, sperti berikut:

1 Netiitness Tnvestigator 9
i Colection Edt Wiew Bookmarks History Help

AllData || YOURNAME > HTTP > elearning.bina ... > elearning.bina ... > Sessions for ... 80 2

(61
£
:

‘@«oum:«n[ [%] 4 b x XOURNAME Lo > 2 x

- [rueooe | =
Page 1 of 1 0|0 m pageooro | OO |« 5)

a Time Displaying 0 -0 of 0
Time Service Size Events Displaying 1 -60f6 &
2013-May-08 00:08:23

uomaed

1P/ TCP /HTTP 58.27KB [E] 08:00:27:A8:0F:05 -> 52:54:00:12:35:02

v
YOURNAME Content - Session 12

v & x
BeCEDEEL--FL |-

NetWitness Reconstruction for session ID: 12 ( Source 10.0.2.15 : 1204, Target 10,
Time 5/08 08:24 Packet Size 59,669 bytes Payload Size 53
Protocol 2048/6/80 Flags Keep Assembled AppMeta NetworkMeta Packet Count 119

e-Learning Universitas Bina Darma You are not logged in. (Login)
English (en) =] Go|
Main Menu
Site news

x| ubd
Ruang Ngobrol

Toward International Standard

v

Simpan Screen Image

11. Pastikan header "e-learning Universitas Bina Darma " terlihat.

a. Tekan PrintScrn key. Simpan keselurhan desktop image dengan nama
"NamaKamu_Proj17b”.

b. Tutup panel "NetWitness Reconstruction" dengan meng- click tombol X.

Pencarian

12. Pada bagian atas jendela NetWitness, pada Drill Path, click tulisan biru YOURNAME.

a. Pada sebelah kanan jendela, di baris yang sama dengan "YOURNAME", click icon
kaca pembesar di sudut kanan atas, seperti berikut:
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. NetWitness Investigator 9 -/
i Collection Edit Wiew Bookmarks History Help

All Data || YOURNAME a0 .
@ fsbwelcome () | @ vournave @ || 4bx

< 2013-05-08 00:07

2013-05-08 00:08 >
- a
4~ Service Type (4 items) =
=== HTTP(14)-SSL(2)-DNS (2) - OTHER (2)
*‘ 4~ Hostname Aliases (5 items)
L elearning.binadarma.ac.id (7) - upload.wikimedia.org (6) - microsoft secure server authority (2) - urs.microsoft.com.nsatc.net (1) - meta.wikimedia.org (1) - id.wikipedia.org (1)
*‘ 4~ Source IP Address (3 items)

10.0.2.15 (18) - 208.80.154.225 (1) - 208.80.154.224 (1)

*‘ 4~ Destination IP address (7 items)
- 208.80.154.235 (6) - 10.237.2.9(6) - 111.221.26.251 (2) - 10.237.4.3 (2) - 10.0.2.15 (2) - 208.80.154.225 (1) - 208.80.154.224 (1)

o‘ 4 Action Event (2 items)
= get(14)-put (1)
&‘ - Content Type (5 items)
image/png (9) - image/jpeg (6) - application/x-javascript (5) - image/gif (4) - text/html (3) - text/javascript (2) - text/css (2) - text/plain (1)

M‘ 4 Extension (7 items)
=== png (8) - jpg (6) - js (5) - gif (4) - php (3) - <none> (3) -ico (1)

() Eilanama tanant

13. Pada kotak pencarian, ketikkan Sumatera seperti berikut. Click tombol Search.

Lf NetWitness Investigator 9

i Collection Edit View Bookmarks History Help

|l Data |=]| YOURNAME > bits.wikimedia.org > Sessions for “bits. ... > Content Search (S]]

) tebwelome ‘@voumwams (<]| 4 b x|
o |
S

:
g

g

ey

NETWITNESS

bumatera
I Regular Expression  Preferences »
Search
Donente ~ KatenpiRabacadic N

14. Maka akan tampil report, memperlihatkan hasil pencarian, dengan thumbnails halaman di sisi
kiri seperti berikut:
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I\ Netitness Investigator 9
|¢ Colection Edit View Bookmarks History Help
| AlData

1@ tiwelome (3 | @ vouruae G|

ragetor2 | O[O fushad > [ > |S[M]4|>)

mNETWlTNESS Searching For 5
0

Search Options: Search Content

930>

| uor

There may be more results. Click the next page button to continue.

F 1P/ TCP / HTTP[ A& 10.0.2.15 -> 208.80.154.234]
(compatible; MSIE 8.0; Windows NT 5.1; Trident/4.0
2013-May-08 01:11:43 -- 1.73 KB

IP/TCP/ HTTP[\U.DZ 15 ->208.80.154.234 ]
skins.vector&only=styles&skin=vector&* HTTP/1.1 Accept: */* Referer: http:
(compatible; MSIE 8.0; Windows NT 5.1; Trident/4.0

2013-May-08 01:11:43 -- 1.73 KB

*  YOURNAME > bits.wikimedia.org > Sessions for *... > Content Search > Search for "Su ...

4 b X

skins.vector&only=styles&skin=vector&* HTTP/1.1 Accept: */* Referer: http:/ /id.wikipedia.org/wiki/Sumatera Accept-Language: en-us User-Agent: Mozilla/4.0

id wikipedia.org wiki/ Sumatera Accept-Language: en-us User-Agent: Mozilla/4.0

15. Tekan tombol prinscreen untuk mengkopi seluruh desktop. Simpan dengan nama

“NamaKamu_Project17c”.

16. Click thumbnails untuk melihat Reconstruction halaman.

Mengumpulkan Project

17. Kirim melalui elearning.

Last modified 5-8-13
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