Project 15: Menggunakan FTK 25 point

Project 15: Menggunakan FTK (25 pts.)

Kebutuhan Project

¢  Komputer Windows, real atau virtual. Bisa menggunakan Windows XP /7virtual machine.

Mendownload Evidence File

1. Dowload file evidence yang ada di elearning: anon-E.7z

2. Gunakan Hashcalc (bisa di download di sini : http://www slavasoft.com/hashcalc/)
untuk menghitung nilai hash dari file yang didownload. Hasilnya harusnya sama dengan
berikut:

[l HashCalc
Data Format: ~ Data:
[N ~ | |C:\Documents and Settings\Student\Desktophanan-E. 7z J
Key Format: Key:
[ HMAC [Te: = |
v MD5 Id?5b5539f?US4eBUcede?2fb8283U1 24
v MD4 |1 9be5fe178058c811dc50fd306b04be?
vV SHA1 |832495e349ae9cab2cbbfadac8dad1 Sdd4f5hi

Lakukan Unzip dengan software 7-Zip (yang bisa didownload di : http://www.7-
zip.org/download.html).

Menginstall FTK

3. Download file yang tersedia di elearning "FTK-Forensic_Toolkit-1.81.6.exe" install software
dengan default options.

Menjalankan FTK

4. Setelah proses instalasi, jalankan FTK. Cat: Jika menggunakan Windows 7 klik kanan icon
dan pilih “Run as Administrator”.
a. Ketika ada pesan Error "No security device was found...", click No.
b. Jika ada pesan Error box "The KFF Hash library file was not found...", click OK.
c. Ketika ada kotak pops up menjelaskan keterbatasan versi demo, click OK.

Memulai Kasus Baru

5. Pada korak "AccessData FTK Startup", pilih "Start a new case" dan click OK.

a. Pada layar berjudul titled "Wizard for Creating a New Case", isi seperti berikut
seperti terlihat di gambar, rubah "YOUR_NAME" menjadi nama kalian. click Next.
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Project 15: Menggunakan FTK 25 point

New Case @

Find, Onganiaa, & Aralyzo Competer Fridancs

AccessData's
Forensic Toolkit®-FTK®
The Complete Analysis Tool

Wizard for Creating a New Case

Investigator Name: Your name v

Case Information
Case Number:  18-YOURNAME

Case Name: 18-YOURNAME

Case Path: ¢\

Case Folder: c¢:\18-YOURNAME
Case Description:

Net> | [ Cancel

b. Pada layar berjudul "Forensic Examiner Information", biarkan fields nya kosong dan
click Next.

c. Pada layar yang bagian "Case Log Options", biarkan pihan default, yang akan
mencatat semua log. click Next.

d. Pada bagian "Processes to Perform", buang pilihan "KFF Lookup" dan "Decrypt
EFS Files". click (Next Karena untuk versi demo fitur ini tidak tersedia).

. Pada bagian "Refine Case-Default", pilih default "Include All Items". click Next.
f.  Pada bagian "Refine Index - Default", click Next.

Menambahkan Evidence

6. Pada kotak "Add Evidence", click tombol "Add Evidence..."..

a. Pada bagian kotak "Add Evidence to Case", pilih "Acquired Image of Drive", dan
click Continue.

b. Pada kotak "Browse for Folder", arahkan ke Desktop, buka folder "E", dan double-
click file anonla.E01.

Pada kotak "Evidence Information", click OK.
Pada kotak "Add Evidence", click Next.
Pada kotak "New Case Setup is Now Complete", click Finish.

Kotak pesan "Processing Files..." akan muncul. Tunggu beberapa detik sampai proses
selesai.

g. Click tab Explore.

™o a0
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h. Pada kiri tengan, entang kotak "List all Descendants". Akan terlihat deretan files,
dengan "104 Listed" pada Status Bar, seperti terlihat di bawah ini.

£ AccessData FTK 1.81.6 DEMO VERSION -- C:\Program Files\AccessData\AccessData Forensic Toolkit 1.81.6\DefaultCase\ Q@S
File Edit View Tools Help
Overview Explore Graphics E-Mail Search Bookmark
\j%anonla Al o v|m, w%lﬁ[ﬁ‘@ @@
=-E3 Part_t
=] @ New Yolume-NTFS
E] $BadClus L4
(L] $Extend
[?ﬂ $Secure
(L1 [unnamed]
@ Deleted Items.dbx v
< >
List all descendants .
B8 & 30O Qo |unitered ~ || [T 4 cotumns v oz
¥ File Name Full Path Recycle Bi... Ext  File Type Category Subject CrDate 4
O ;‘7] $attrDef anonlaiPart_1'New Volume-NTFS\§attDef Unknown Fil...  Unknown 410/203° —
[ 7] $Bad anonla\Part_1\New Volume-NTFS4$BadClus\$... Unknown Fil...  Unknown 4/10/2013°
[ 2] $BadClus anonlaiPart_1'New Volume-NTFSA\$BadClus Unknown Fil...  Unknown 410/203°
[ 2] $Bitmap anonlatPart_1i\New Volume-NTFS\$Bitmap Unknawn Fil... Unknown 410/2M3°
[ 2] $Booct anonlatPart_1\New Volume-NTFS\$Boot Unknawn Fil...  Unknown 4/10/2M3°
[ (3 $Extend anonlaiPart_1'New Volume-NTFS\$E xtend Folder Folder 410/2013°
O Z $130 anonla\Part_1'New Volume-NTFSA$130 Unknown Fil...  Unknown 4/10/2013°
O [2] $130 anonlaiPart_1%New Volume-NTFS\My Docume... Unknown Fil...  Unknown 410/2013
7] $130 anonlaiPart_1%New Volume-NTFS\My Docume... Unknown Fil...  Unknawn 410/2013:
[ 2 $LogFile anonlatPart_1'New Yolume-NTFS\$LogFile Unknown Fil...  Unknown 4410/2013°
O 2] $MFT anonlatPart_1\New Volume-NTFS\EMFT Unknown Fil... - Unknown 41072013 »
< >
104 Listed 0 Checked Total 0 Highlighted

Background Kasus

7. Barang bukti diambil dari komputer yang ditemukan di ruangan yang digunakan oleh
tersangka hacker komuter dari Anonymous gang.

Prosedur Pencarian 1: File-demi-file

8. Pada panel bagian bawah FTK, click item yang pertama. Cari pada panel kanan atas apa yang
ada pada file. Tekan panah ke bawah pada keyboard untuk pindah ke file berikutnya. 20 file
yang pertama berisi sangat sedikit informasi yang berguna —bisa kita lihat, cara seperti ini
tidak efisien untuk mencari barang bukti yang relevan.

Prosedur Pencarian 2: Pencarian Keyword

9. Prosedur yang lebih baik dengan menggunakan pencarian keyword. FTK didesain untuk
bekerja dengan cara ini — dengan cara membuat index dari daftar pada file evidence. Buka
Notepad dan ketikkan keywords yang terlihat pada gambar di bawah ini. Misalnya seperti kita
ketahui pada kasu melibatkan gang Anonymous, keywords juga berasal dari slogan gang
Anonymous "Expect Us" dan "We never forgive, we never forget".

P keywords.txt - Notepad Q@@

File Edit Format Yiew Help

ANonymous
anon

expect|
forgive
forget
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a. Simpan file di desktop sebagai "keywords.txt".

b. Pada FTK, click tab Search.

c. Click tombol Import.

d. Pada kotak "Import Search Terms", arahkan ke desktop dan double-click file
keywords.txt.

e. Kotak pop up "Import Search Terms" muncul, yang mengatakan 'Do you wish to

show items that have 0 hits?". Click No.

Hasil Pencarian

10. Lima keywords ditemukan, seperti berikut pada panel atas FTK:

&< AccessData FTK 1.81.6 DEMO VERSION -- C:\Program Files\AccessData\AccessData Forensic Toolkit 1.81.6\DefaultCase}

EIE

File Edit View Tools Help
| Overview Explore Graphics E-Mail ‘ Search ‘ Bookmark
Indexed Search l Live Search
Search Term:l Add | Options
Indexed Words | Co... | [ Search Items Hits  Files
Anonymous 2 1
anon 70 19
expect 2 2
forgive 1 1 7
= E
Edittem | [Remove ftem v ltem Results
Cumulative operator: evy Cumulative Results
) Ve P e 0] &
E E 88 & Q E&’, i m All Columns v} b1z
File Name Full Path Recycle Bi... Ext File Type Category Subject Cr Date
< | >
0 Listed 0 Checked Total 0 Highlighted
a. Pada baris "Cumulative Operator", click tombol OR.
b. Pada baris "Cumulative Operator", click tombol "View Cumulative Results".
Pada kotak "Filter Search Hits", terima pilihan default "All files" dan click tombol
OK.
d. Pada panel kanan atas terlihat "81 Hits in 22 Files", seperti berikut.

£+ AccessData FTK 1.81.6 DEMO VERSION -- C:\Program Files\AccessData\AccessData Forensic Toolkit 1.81.6\DefaultCase\

Fie Edt View Tools Help

Overview Explore. Graphics E-Mail Search Bookmark

hdexed Search | Live Search @ 81 His In 22 Files - QUERY: (Anonymous) OR (anon) OR (expect) OR (forgive) OR (forget)

Search Term [ (Cimport ) Options

Indexed Words  Co... Search Items. HRs  Files

Cumvative operator: [(AND J[OR )
» v R Rme 08
|

Eemae:L ¢ TN | 44 Columns v oz

. _FieName Full Path Recycle Bi... Ext | File Type Category Subject CrDate Mod Date s
22 Listed 0 Checked Total 0 Highlighted
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Simpan Screen Image

11. Pastikan di layar terlihat "81 Hits in 22 Files". Tekan PrintScrn key untuk mengkopi seluruh
desktop.
UNTUK MENDAPAT POIN MAKSIMAL KUMPULKAN DESKTOP IMAGE
KESELURUHAN.
Simpan dengan nama file "NamaKamu_ Project15a".

Memeriksa Hits

12. Click item pertama pada panel kanan atas. Item ini berisi, label "81 Hits in 22 Files". Expand
dengan menekan panan kanan key di keyboard. Kemudian tekan panah ke bawah untuk ke
item berikutnya, yang berlabel "[7 Hits -- Message004]".

13. Di layar akan terlihat seperti pada gambar berikut. File ini merupakan email message, dan bisa
di baca pada panel bawah-tengah. File ini jelas berupa unimportant spam.

&< AccessData FTK 1.81.6 DEMO VERSION -- C:\Program Files\AccessData\AccessData Forensic Toolkit 1.81. 6\DefaultCase)
File Edit View Tools Help

Overview Explore Graphics E-Mail Search ‘ Bookmark

Indexed Search | Live Search {= 81 Hits in 22 Files - QUERY: {Anonymous) OR {anon) OR (expect) OR {forgive) OR (forget) ~

38 7 Hits - [Message0004] anonlaiPart_1\New Yolume-NTFS|Inbox.dbx > >Message0004
Search Term: £ Options

6 Hits - [Message0002] anonlaiPart_1\New Yolume-NTFS\Sent Items.dbx > >Message0002
Indexed Words  Co... Search Items Hits  Files

& Hits - [Message0001] anonlalPart_1\New Yolume-NTFS\Sent Items.dbx > >Message0001

6 Hits - [Message0002] anonlalPart_1\New Yolume-NTFS\Outbox.dbx > >Message0002

6 Hits - [Message0009] anonlalPart_1iNew Yolume-NTFS\Inbox.dbx > >Message0009

6 Hits - [Message0007] anonlalPart_1iNew Yolume-NTFS\Inbox.dbx > >Message0007

S Hits - [Attachment1] anonialPart_1{New Volume-NTFS|Inbox.dbx > »Message0009 > »Atta
5 Hits - [Message0008] anonlalPart_1{New Volume-MNTFS|Inbox.dbx > >Message0008

S Hits - [Attachment1] anonlalPart_1iNew Volume-NTFSiInbox.dbx > >Message0007 > >Atta
4 Hits - [Message0006] anonlalPart_1iNew Volume-NTFSiInbox.dbx > >Message0006

4 Hits - [Message0005] anontalPart_1\New Yolume-NTFS\Inbox.dbx > >Message000S

4 Hits - [Attachment1] anonlaiPart_1iNew Yolume-NTFS|Inbox.dbx > >Message0004 > >Atta
3 Hits - [Messagqe0001] anonlaiPart 1iNew Volume-NTFSOutbox.dbx > >Messaqe0001

B8

=+

AR SR e

EIRE

#

Cumulative operator:

&

v

[+

K va, R E @ 0] €]
by bm1-29.bo3.e-dialog.com (envelope-from <2N7HL1-TUS9Q-M1MVE-DE3R1E-HBGJH7-M-M2-20130410-e75e468eec2e18570@pchcustomerservice. pch.com>) -
(ecelerity 2.2.2.45 r(34222M)) with ESMTP
id B7/CC-29928-4E5D5615; Wed, 10 Apr 2013 17:13:08 -0400
Date: Wed, 10 Apr 2013 17:13:08 -0400
Content-Type: multipat/alternative; boundary="-_-_-_-_-_ 1234567890"

Content-Transfer-Encoding: binary

MIME-Version: 1.0

From: "Publishers Clearing House" <PublishersClearingHouse@pchcustomerservice.pch.com>

Reply-To: "Publishers Clearing House" <PublishersClearingHouse. SB207B.134597 @pchcustomerservice.pch.coms
To: fanon-sf@outlook.com

EEICLYE Mfwcomes e

| K3

¥ File Name Full Path Recycle Bi... Ext  File Type Category Subject Cr Date Mod Date »
O g Message0002 anonla‘Part_1\New Yolume-NTFS\Inbox.dbx>>... E-mail Messa... E-mail "Setupyo.. N/& NZ&
0O g Message0003 anonla‘Part_1\New Volume-NTFS\Inbox.dbx>>... E-mail Messa... E-mail "Please sig... N/& NZ&
O g Message0004 anonla\Part_1%New Volume-NTFShInbox.dbx>>... E-mail Messa... E-mail “Registrati... N/& NZA
i-l LE) MessanaNNNG annnlatPart 1\New Valume-NTFSAInhnx dhwes> F-mail Messa  F-mail “Welrame  NAA N4 5 A4
22 Listed 0 Checked Total anon1a'Part_1Hew HTFSInbox.dl M.

Prosedur

14. Berikut ini cara memeriksa hits dengan cepat. Ikuti petunjuk berikut.
a. Pada bagian HITS di kanan atas, tekan panah ke bawah untuk memilih item
berikutnya.
b. Perhatikan PREVIEW pada layar tengah.
Jika filenya penting, check kotak pada baris yang berbayang pada bagian FILES di
bawah layar.
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&% AccessData FTK 1.81.6 DEMO VERSION -- C:\Program Files\AccessData\AccessData Forensic Toolkit 1.81.6\DefaultCase\
File Edit View Tools Help

Overview Exglore Graphics E-Mai Search Bookmark
Indexed Search  Live Search = 81 Hits in 22 Files - QUERY: (Anonymous) OR (anon) OR (expect) OR (forgive) OR (Forget) A
4 - [Message0004] anonlalPart_1iNew Yolume-NTFS\Inbox.dbx > >Message0004
Search Term:[ ] _Optons_| 4 6 Hits - [Message0002] anonlalPart_1\New Volame-NTES\Sent Tbems.dbx > >Message0002
Indexed Words ~ Co... Search Items Hits  Fies 4 6 Hts - [Mess2ge0001] ancnlalPart_1iNew Yolume-NTFS\Sent Items.dbx > >Message0001
3 6 HEs - [Message00n?1 annn1alPart 11Naw Ynkme-NTFES|Outbox.dbx > >Message0002
4 6 His - [Message00! S\tnbox, dboc > >Message0009
4 6 His - [Message00! H I I S S\tnbox.dbx > >Message0007
4 S Hts - [Attachment: \Inbox,dbx > >Mess3020009 > >Arta
4 S HEs - [Message00l . S\inbox, dbx > >Message0003
4 5 His - [Attachment1] anonia\Part_1\New Yolume-NTFS Inbox, dbx > >Message0007 > >Atta
3 4 His - [Message0006] anonialPart_1\New Yolume-NTFS\Inbox, b > >Message0006
Curmdative operator. 3 4 His - [Message0005] anonlalPart_1\New Yolume-NTFS\Inbox, dbu > >Message0005
+ 4 Hts - [Attachment1] anonialPart_1\New Yolume-NTFS\Inbox,dbx » >Messape0004 > >Atta
+ 3 His - [Messaqe0001] aronlalPart 1\New Yokume-NTFS\Outbox.dbx > >Messaae0001 ™
< >
(L VA W e 08
by bm1-29.b03 e-dialog.com (envelope-from <2N7HL1-TUS9Q-MIMVE-DE3R1E-HBGJH7-M-M2-20130410-e75e46Beec2e18570@pchcustomersenice pch.com>) ~
(ecelenty 2.2 2 45 r(34222M)) vath ESMTP
1d B7/CC-29928-4E505615, Wed, 10 Apr 2013 17:13.08 -0400
Date: Wed, 10 Apr 2013 17:13.08 -0400
Content-Type: multipart/alternative; boundary="-_-_« - - 1234567690 P REVI EW
Content-Transfer-Encoding: binary
MIME-Version: 1.0
From: "Publishers Clearing House" <PublishersClearingHouse@pchcustomersenice.pch.com>
Reply-To: "Publishers Clearing House" <PublishersClearingHouse. SB207B.134597@pchcustomerservice.pch.com>
To: non-sf@outlook.com v
B BB 4@ = 9 (TN An cotumns v oz
¥ File Name Full Path Recyde B1... Ext File Type Category Subject Cr Date Mod Date N
0] (5 Message0DO2 anonla\Part_1\New Vohame N TFS\Inbowx doeo > E-mal Messa.. E-mail “Setupyo.. N/A N/A
[0 (5 Message0003 anonla\Part_1\New Volume N TFS\Inbox dbeo>.... 1al "Please sig.. N/A N/&
[m} Message0004 anonla\Part_1\New Volume N TFS\Inbox doed>... ial "Registrati.. N/A N/A
mn MazzanalNN& annnla\Part 1\Naw Vakama-N TFS\Inhox dheo > al “Welnnme  NJA N/A b
< >
22 Listed 0 Checked Total anontaPart_1llew Volume-NTFS Inbox.dbx>>Message0004

d. Proses sampai semua 22 files dengan cara ini.
e. Cari email yang berisi kejahatan kriminal, dan beberapa file yang dicurigai.

Simpan Screen Image

15. Pastikan di layar menampilkan email berisi kejahatan criminal yang ditemukan.
Tekan tombol PrintScrn key.
HARUS MENGUMPULKAN COMPLETE DESKTOP IMAGE UNTUK
MENDAPATKAN POIN MAKSIMAL.
Simpan gambar dengan nama file "NamaKamu_Proj15b".

Melihat Gambar

16. Salah satu kelemahan pencarian menggunakan pencarian keyword adalah tidak akan
menemukan kata dalam gambar. Untuk melihat gambar, click tab Graphics pada bagian atas
jendela FTK.

a. Pada kiri tengah, terdapat tiga struktur yang memperlihatkan file dan folder. Click
item teratas, Case, dan gunakan panah ke bawah untuk pindah ke item berikutnya.

b. Ketika ingin membuka folder, gunakan panah kanan untuk membukanya.
Ketika memilih folder yang berisi gambar di dalamnya, akan terlihat thumbnails pada
panel atas seperti berikut:

FCCF - Yesi Novaria Kunang, S.T., M.Kom. Page 6 of 12



25 point

Project 15: Menggunakan FTK

< AccessData FTK 1 \Program Files\AccessData\AccessData Forensic Toolkit 1.81.6\DefaultCase\

File Edit View Tools Help

Graphics E-Mail | Search | Bookmark |

Overview | Explore ‘

Cute-Kitten-kil @ happy-kitten-t @ urtitled bmp @

Al . vt R P 0]&)

= Case o
=- &) anonla
=-E3 Part_t

=g

$BadClus -
(1 $Extend
[2) $secure
([ [unnamed]
=] @ Deleted Items.dbx
@ Message0001
@ Folders.dbx
=] @ Inbox.dbx
ﬂ Message0001 ™
< >
N

[JList all descendants @ 0 [®] 3 Total Flagged tems: 0

2 000 AQ B0 Qo lUnfiﬂered v ‘ M ‘All Columns v || b1z

¥  File Name Full Path Recycle Bi... Ext  File Type Category Subject Cr Date Mod Date
[ sl Cute-Kitten-kittens-16122346-1... anonla\Part_1\New Volume-NTFS\Cute-Kitten-... ipg  JPEGAJFIF File Graphic 4410/20131215:42 ... 441072013 12:10:4:
[ il happy-kitten-kittens-5830512-1... anonla\Part_1\New Volume-NTFS\happy-kitten... ipg  JPEGAJFIF File Graphic 4410/20131215:45 .. 441072013 12:10:31
O unlltled.bmp anonlatPart_1'New Volume-NTFS\untitled.bmp bmp  Bitmap File Graphic 4410/20131215:48 .. 4410/201312:11:3

<

3 Listed 5 Checked Total 0 Highlighted

d. Kucing tersebut memang bukan bentuk kejahatan, tapi coba lihat lebih dekat untuk

meyakinkan.
Pada panel atas, click salah satu dari thumbnails. Maka gambar akan terlihat dalam

ukuran penuh pada panel kanan atas, seperti berikut:

&< AccessData FTK 1.81.6 DEMO VERSION -- C:\Program Files\AccessDatalAccessData Forensic Toolkit 1.81.6\DefaultCasel

File Edit View Tools Help

‘ E-Mail Search | Bookmark |

| Overview Explore ‘

R

Cute-Kitten-kil @

happy-kitten-t @ urttledbmp @

=] Case #
=&} anonla ul
= &3 Part_1
=@ New Volume-NTFS
|z| $BadClus -
(1 $Extend
m $5ecure
([ [unnamed]
=@ Deleted Items.dbx
@ Message0001
@ Folders.dbx
=@ Inbox.dbx
ﬂ Message0001 v
< | 3
[List all descendants 0] 0 [®| 3 Total Flagged tems: 0 | <

2 083 AQ F:EDO Qo [Unﬁneveu v ‘ m lAII Columns v | o1z

¥  File Name Full Path Recycle Bi... Ext  File Type Category
O Cule~Killen~killens~1 B122946-1... anonla\Part_1%New Volume-NTFS\Cute-Kitten-... ipa  JPEGAJFIF File Graphic 4/10/201312.15:42 ... 4/10/201312:10:4:
[ B happy-kitten-kittens-5890512-1...  anonlaPart_1%New Volume-NTFSYhappy-kitten... jpa  JPEGAJFIF File Graphic 4/10/201312:15:45 ...  4/10/2013 12:10:3f
O untlllad bmp anonlaiPart_1'New Volume-NTFSuntitled.bmp bmp  Bitmap File Graphic 4/10/201312:15:48 4/10/201312:11:3

Subject Cr Date Mod Date

< |

anonta'Part_1'Hew Volume-NTFS happy-kitten-kittens-5890512-1600-1200.jpg

3 Listed 5 Checked Total
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f.  Lanjutkan dengan memeriksa semua folder sampai ditemukan gambar yang
mencurigakan. Tandai semua gambar yang mencurigakan dengan mencentang kotak
pada panel bawah, seperti yang dilakukan pada email messages.

g. Salah satu gambar memperlihatkan halaman Web yang diserang. Pastikan
mendapatknya untuk membuktikan penyerangan.

Simpan Screen Image

17. Pastikan di layar menampilkan gambar yang berisi kejahatan criminal yang ditemukan.
Tekan tombol PrintScrn key.
HARUS MENGUMPULKAN COMPLETE DESKTOP IMAGE UNTUK
MENDAPATKAN POIN MAKSIMAL.
Simpan gambar dengan nama file "NamaKamu_Proj15c".

Membuat Report/Laporan

18. Pada FTK, dari baris menu bagian atas, click File, "Report Wizard".
a. Pada bagian "Case Information", click Next, seperti terlihat di bawabh ini.

FTK Report Wizard - Case Information

Case Information
The following information will appear on the Case Information page of the report:
Include Investigator Information in report
Agency/Company: { ‘
Investigator's Name: [VYour hame v}
Address:
Phone: [ ] Fax: [ ]
E-Mait | |
Comments:
[ Next > ] [ Cancel ]
S EEE K e TS TR e

b. Pada halaman "Bookmarks - A", click tombol "Yes, export all bookmarked files",
seperti terlihat di bawah ini. Kemudian click Next.
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FTK Report Wizard - Bookmarks

Bookmarks - A

The bookmark section is optional. It contains a listing of the bookmarks that have been
created during the investigation.
Would you like to include a bookmark section in the report?

() Yes, include all bookmarks

(O Yes. include only bookmarks marked "Include in report"

(O No, do not include a bookmark section

Would you like ta include a thumbnail image for each bookmarked graphic file? -
Include thumbnails of bookmarked graphics
Export full-size graphics and link them to the thumbnails
[ Include thumbnail summary of bookmarked graphics

Would you like to export the bookmarked files to the report?
() Yes, export all bookmarked files
(O Yes, export only files from bookmarks marked "Export to report”
(O No, do not export bookmarked files

[ < Back ][ Next > ][ Cancel ]

RALIPITR I N v TR E S ALY S evews L O ) | LI} [ Frew=vryresy mn ) L [y Frev=vryres

c. Pada halaman "Bookmarks - B", click Next.

25 point

d. Pada halaman "Graphic Thumbnails”, click "Export full-size graphics and link

them to the thumbnails", seperti berikut. Kemudian click Next.

FTK Report Wizard - Graphic Thumbnails

Graphic Thumbnails

The graphic thumbnail section is optional. This section displays a thumbnail list of graphic
1 files found in the evidence. It may optionally contain links to the full-size images.

4

Export full-size graphics and link them to the thumbnails

Would you like to include a separate section for graphic thumbnails?

(O Yes, include all graphics in the case
(3) Yes, include only graphics flagged areen in the Graphics View
(O No, do not include a graphic thumbnail section

Graphic thumbnail arrangement:
()1 per row 018 per rgw

|:| c:\myfoldersmyfilel.jpg

1. c:\myfoldersmyfilel.jpg
2. chmyfolder\myfileZjpg ... etc ...

c:\myfolder\myfile2.jpg
e (2B e Group all filenames at end of report

[ < Back ][ Next > ][ Cancel ]

Rl 3 Bt e ey o e e Lo T T
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Pada halaman "List by File Path", click Next.

Pada halaman "List File Properties - A", click Next.
Pada halaman "Supplementary Files", click Next.
Pada halaman "Report Location", click Finish.

5@ oo

—

Kotak pop up "Report Wizard" akan muncul, menanyakan "Do you wish to view the
report?".

j. Click Yes.

k. Report muncul, seperti berikut.

] FTKReport x

C' [ fle://fC:Program %20Files/AccessData/AccessData% 20Forensic %20Tookit%201.8 1.6 /DefautCasefreportinde 5.7 =

T " case Information 1

4/10/2013

FTK Version
Case Number
Case Location

Version 1.81.6, build 10.04.02
Case Summary
nformation
- -
Evidence List

C:\Program Files\AccessData\AccessData Forensic
Toolkit 1.81.6\DefaultCase\
Case Description

Report Created Wednesday, April 10, 2013 4:09:18 PM

Supplementary Files
Case Log

s

Forensic
List by File Path Examiner
- None - Agency
Address
MS Access database Phone
- None - Eanc
List File Properties E-mail
- List File Properties - Comments
ESSIITREG Investigator Your name
- None - Agency
Selected Graphic g ‘Address ) L
i L o

Simpan Screen Image

19. Pastikan di layar menampilkan report dengan nama kalian Investigator seperti terlihat di atas.
Tekan tombol PrintScrn key.

HARUS MENGUMPULKAN COMPLETE DESKTOP IMAGE UNTUK
MENDAPATKAN POIN MAKSIMAL.
Simpan gambar dengan nama file "NamaKamu_Proj15d".

Mengekspor File yang dipilih
20. Pada Report tidak menyertakan file yang dipilih —kita perlu melakukannya secara terpisah.

a. Pada FTK, dari baris menu atas, click File, "Export Files".

b. Pada kotak "Export Files", click "All checked files", seperti berikut. Kemudian click
OK.
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Export Files E]

File[s) to Export
O All highlighted files (® &ll checked files O Al currently listed files O &l files

[ Include email attachments with email messages

File Name Original Path N
$LogFile[9] anonlatPart_14New Yolume-NTFS

Deleted Items[41].dbx--Message0001[... anonla\Part_1\New Volume-NTFS

Deleted Items[41].dbx--Message0001--... anonla‘\Part_1\New Volume-NTFS

issues[82]. htm anonlatPart_1%New Yolume-NT...

Outbox[66]. dbx--Message0D02[70) anonlatPart_14New Yolume-NTFS D
Sent Items[72]. dbx--Message0002[76]  anonla\Part_1\New Volume-NTFS

Sent Items[72]. dbx--Message0002--my...  anonla\Part_1\New Volume-NTFS v

Destination Path: logram Files\&ccessD ataVAccessData Forensic Toolkit 1.81.6\DefaultCasehExporth IE]

Prepend archive name to file name
Append item number to file name to guarantee uniqueness
[] &ppend appropriate extension to file name if bad/absent

Export Options
[] Don't export R&W file when exporting HTML and/or filtered text

[] Export HTML view if available
[] Export filtered text view

[ 0K I[ Cancel ]

c.  Untuk melihat file yang diekspor, click Start, Computer, dan arahkan ke folder
C:\Program Files\AccessData\AccessData Forensic Toolkit
1.81.6\DefaultCase\Export" .

d. File-file tersebut akan terlihat seperti berikut.

& Export

File Edit View Favorites Tools Help

@Back < \) t’ /3 Search || Folders v

Address () C:\Program Files\AccessData\AccessData Farensic Toolkit 1.81.6\DefaultCase\Expart VI Go

File and Folder Task A I -
ile and Folder Tasks S N o\ 1
(Z) Make a new folder __.‘ Q!I @
e Publish this folder to the
Web
k2 share this folder $LogFile[9] Deleted Deleted issues[82].htm

Items[41].dbx--Messa... Items[41].dbx--Messa...

Outbox[66].dbx--Me. .. Sent Sent Thumbs[92].db--2588...
Items[72].dbx--Messa... Items[72].dbx--Messa...

Other Places

() DefaultCase R
() My Documents

[ Shared Documents
ig My Computer

&3 My Network Places

Details

Export

File Folder

Date Modified: Today, April 10,
2013, 4:21 PM

Thumbs[92].db--caav... Thumbs[92].db--myba... Thumbs.db
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Mengumpulkan Project

21. Kirim melalui elearning.

Last Modified: 22-5-13
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