Project 9 Memperbaiki Partition Table dengan TestDisk 25 points

Project 9: Memperbaiki Partition Table
dengan TestDisk (25 points)

Tujuan

Untuk meriksa Tabel Partisi Basic, merusaknya, dan memperbaikinya dengan TestDisk.

Kebutuhan Project

Komputer Windows virtual, bisa XP atau 7. Instruksi di sini menggunakan VirtualBox dan
Windows XP virtual machine.

¢ Jika menggunakan komputer di laboratorium Foresec gunakan komputer WinXPSP3, jangan
WinXPSP1.

Menambahkan Small Disk ke Virtual Komputer

1) Jika sudah mengerjakan project sebelumnya (project 7), seharusnya sudah ada small virtual hard
disk pada komputer Virtual. (Jika belum ada ikuti instruksi pada tutorial Project 7 langkah 1-6).

Membersihkan Disk Secara Forensic

2) Pada komputer virtual, click Start, Run.

a) Pada kotak Run, ketikkan CMD dan tekan Enter untuk membuka Command Prompt.
Pada jendela Command Prompt, ketikkan perintah berikut, diikutu dengan Enter tiap baris:

DISKPART
LIST DISK

et C:\WINDOWS\system32\cmd.exe - DISKPART .

Microsoft Windows XP [Uersion 5.1.260801]
(C> Copyright 1985-2801 Microsoft Corp.

C:\Documents and Settings\Student>DISKPART
Microsoft DiskPart version 5.1.3565

Copyright (C> 1999-2083 Microsoft Corporation.
On computer: XP-YOURNAME

DISKPART> LIST DISK
Disk #i#tft Status

Online 7162 MB 659 MB
Online 161 MB 6B

DISKPART > SELECT DISK 1
Disk 1 is now the selected disk.
DISKPART > CLEAN ALL

DiskPart succeeded in cleaning the disk.

DISKPART >

b) Lihat output untuk mencari 100 MB disk yang akan dibersihkan.

C) Pada jendela Command Prompt, masukkan perintah berikut, pastikan untuk memilih disk yang
benar pada perintah yang pertama:
SELECT DISK 1
CLEAN ALL
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Project 9 Memperbaiki Partition Table dengan TestDisk 25 points

Mengenali Disk %F;.;”;ﬁ;n

yang Baru e ‘ @ X B Initialize and Convert Disk Wizard
@ Computer Management {Local)
= m System Tools

- [g] Event Viewer

Welcome to the Initialize and

3) Pada komputer virtual, click Convert Disk Wizard

Start. g Shared Folders
[+ Local Users and Groups This wizan_:l hglps you'to inilializg new disks and to convert
a) th kanan "My @ g Performance Logs and Alert: empty basic disks to dynamic disks.
. =4 Device Manager
Computer " dan click o &g Storage ? ‘You can use dynamic disks to create software-based RAID
TS 9 volumes that can be mirrored, or they can be striped or
Manage . L ¢ Removable Storage spanned across multiple disks. You can also expand
. i Disk Defragmenter single-disk and spanned volumes without having to restart
b) Pada panel kiri Disk Management the computer.
Computer @ @ Services and Applications After you convert a disk to dynamic, you can only use

Windows 2000 and later versions of Windows on any
volume of that disk.

Management, click
"Disk Management” . To continue, click Next.
€) ‘"Initialize and Convert
Disk Wizard” terbuka,
seperti berikut. Click

Next.

d) Pada menu "Select
Disks to Initialize", click Next.

e) Pada menu "Select Disks to Convert", click Next.

Next > ][ Cancel J

f) Pada menu "Completing the Initialize and Convert Disk Wizard", click Finish.

Q File Action View Window Help & x|
= m @ & &

@ Computer Management {Local) volume | Layout | Type | File System | Status | capacity | Free Space | ¢
= m System Tools =) (C:) Partition Basic MNTFS Healthy (System) 6.35GB 723 MB

#-{f]] Event Viewer
#- -] Shared Folders
g Local Users and Groups
Performance Logs and Alert:
&) Device Manager
Storage
=3 Removable Storage
Disk Defragmenter
Disk Management
@ @ Services and Applications

+

+

()

>

£ >

~
Z9Disk 0 I

Basic (C:)
6-9? GB 6.35 GB NTFS 659 MB
Online Healthy (System) Unallocated
&PDisk 1 I
Basic
101 MB 101 MB MNew Partition. ..
Online Unallocated v
- .. Properties
< 5 || Il Unallocated il Primary partition i
Help
a2

Membuat Partisi NTFS 16 MB

4) Pada Computer Management, di sisi kanan bawah, klik kanan space "Unallocated" pada new hard
disk.

a) Pada context menu, click "New Partition...", seperti terlihat di bawah.
b) "New Partition Wizard" terbuka, seperti terlihat berikut.
€) Click Next.
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Project 9 Memperbaiki Partition Table dengan TestDisk 25 points

d) Pada menu "Select : ' ' ‘m
Partition Type",
biarkan pilihan
default "Primary
partition" dan click
Next.

e) Pada menu "Specify
Partition Size",
pilih ukuran 16
MB, seperti terlihat g
di bawabh ini, dan
click Next.

f) Pada menu "Assign
Drive Letter or |
Path", pilih accept
the default selectiony
and click Next.

g) Pada menu "Format
Partition", terima
pilihan default dan
click Next.

5) Pada menu "Completing the New Partition Wizard", click Finish.

Welcome to the New Partition
Wizard

This wizard helps you create a partition on a basic disk.

A basic disk is a physical disk that contains primary partitions,
extended partitions, and logical drives. You can use any
version of Windows or MS-D0S to gain access to partitions
on basic disks.

To continue, click Next.

Next > ][ Cancel

Membuat Partisi 16 MB NTFS yang Lain

6) Ulangi proses untuk membuat 16 MB partisi yang kedua.

a) Computer Management seharusnya menjadi seperti berikut ini:

Q File Action View Window Help ;[i,_,
& 2 &
@ Computer Management (Local) Volume I Layout I Type I File System I Status I Capacity | Free Space | % Free | Fault Tolerance | Overhead
= m System Tools =2(C) Partition Basic MNTFS Healthy {System) 6.35GB 410 MB 6% Mo 0%
#-{£] Event Viewer SINew Volume (E:) Partition Basic NTFS Healthy 16 MB 14 MB 87% Mo 0%
® 5 Shared Folders SInew Yolume (F:) Partition Basic  NTFS Healthy 16MB  14MB 87%  No 0%
@ Local Users and Groups
+ Performance Logs and Alert:
g Device Manager
= @ Storage
+ g Removable Storage
S Disk Defragmenter
Disk Management A
- Services and Appications &Ppisk 0 I R
Basic (C:)
6.99 GB 6.35 GB NTFS 659 MB
Online Healthy {System) Unallocated
ZPDisk 1 . ! |
Basic New Yolume (I |New Yolume (I
101 MB 16 MB NTFS 16 MB NTFS 69 MB
Online Healthy Healthy Unallocated 7
< 5 || Il Unallocated il Primary partition

Mendapatkan WinHex

7) Seharusnya sudah ada WinHex dari project sebelumnya. Jika belum ada bisa di download di sini:
http://winhex.com
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Melihat Tabel Partisi pada WinHex

8) Dari menu WinHex menu, click Tools, "Open Disk...".

File Edit Search Mavigation View WMGEEN Specialist Options Window Help

DS & | o HYoedk. QhempO Krn@ | @
Disk Tools
File Edit G OpenBAM..  Al+F9
Viey Shift+F9
External Programs >
figfl Calculator Al+F8
Hex Converter... F8
Compu ash... Chil+F2
Hash Database >
Start Center.... Enter

& winhex = winHex

") start

~ eV a9

= New Yolume (E:)

BEE|

Pada kotak "Edit Disk" box, click "HD1: VBOXHARDDISK (100 MB)", seperti terlihat di
bawah ini, kemudian click tombol OK.

Pada panel atas tengah memperlihatkan dua partisi, dengan ukurannya nilai "1st sector",

seperti terlihat di gambar bawah.
C) Pada panel bawah tengah, scroll ke bawah hingga akhir Master Boot Record. Pilih 64 bytes
n n
sebelum "55 AA" endmark.
d) Bagian ini merupakan Partition Table.
= WinHex - [Hard disk 1]
g File Edit Search Mavigation View Tools Specialist Options Window Help
D@EHEEE | - B@mmn | a8y - REs Q5@ 0  HdrOE | &
Hard disk 1 |
" 0 Pattitioning style: MBR
File Edit
Name & [Ext | Size | Created | Modified | Accessed (At [ 1st sector|
| Pattiion 1 NTFS  16.0MB 63
-~ Pattiion 2 NTFS  16.0MB 32,760 T
] Start sectors 315KB LR patalnierptetese, (X
:j Unpartitionable space 120KB 208,656 3
j Unpartitioned space £9.9MB 65,520 !
32 Bit [+): 65792
Offset 01 2 3 45 6 7 8 9 4 BCDEF - ~
000000BO 43 F7 E3 8B D1 86 D6 Bl 06 D2 EE 42 F7 E2 39 56 C:&I1N10+ 0iB+a9v Hard disk 1
000000CO DA 77 23 72 05 39 46 08 73 1C B8 01 02 BB 00 7C  w#r 9F s , » | Modet Whdwar
000000D0 8B 4E 02 8B 56 00 CD 13 73 61 4F 74 4E 32 E4 84 IN IV I sQOtN2&l Serial No.: 07
000000E0  G6 00 CD 13 EB E4 8A S6 00 60 BB Ad G5 B4 41 CD V I 281V “»2U’Al Fimware Rev.:
000000F0 13 72 36 81 FB S5 AA 75 30 F6 C1 01 74 2B 61 60 r610U2uls4 t+a’ Bus:
00000100 64 00 6A 00 FF 76 OA FF 76 08 64 00 68 00 7C 64 3 j v ¥v 3 h |3 )
00000110 01 6A 10 B4 42 8B F4 CD 13 61 61 73 OE 4F 74 0B j ‘B1al aas Ot DEEY BT
00000120 32 E4 8A 56 00 CD 13 EB D6 61 F9 C3 49 6E 76 61 251V I &0aukInva Sk
00000130  6C 69 64 20 70 61 72 74 69 74 69 6F 6E 20 74 61 lid partition ta Undo level:
00000140 62 6C 65 00 45 72 72 6F 72 20 6C 6F 61 64 69 6E ble Error loadin Undo reverses:
00000150 67 20 6F 70 65 72 61 74 69 6E 67 20 73 79 73 74 g cperating syst .
00000160 65 6D 00 4D 69 73 73 69 6E 67 20 6F 70 65 72 61 em Missing opera Total capacity:
00000170 74 69 6E 67 20 73 79 73 74 65 6D 00 00 00 00 00 ting system
00000180 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Number of cylinders:
00000190 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Number of heads:
00000140 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O Sectors per track:
000001B0 00 00 00 00 00 2C 44 63 3E D7 Bl 00 00 00 00 01 . Deoxt teroests
000001CO 01 00 07 03 3F 81 3F 00 00 00 B9 7F 00 00 00 00 wr G ess R e
000001D0 01 82 07 03 7F 03 F8 7F 00 00 F8 7F 00 00 00 00 1 1 el ol
000001E0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Cylinder No.:
000001F0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 55 A U2 Head No.:
00000200 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Sector No.:
00000210 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Patiion:
00000220 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Relative sector No.:
v
Sector 0 of 208836 | Offset: 1BE | =0 Block: 1BE - 1FD | Size:
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e) Sorot seperti di bawah, 32 bytes Partition Table yang digunakan.

Off=et 01
Q000D0O0OBO 43 F7
goopooco o0& 77
0oooooDo | 8B 4E
Q00ODODODED  S6 00
QD0O0O0DFOD 13 72
gooooi100 eA OO0
0oooo110 01 eA
gooooilzo 32 E4
goopo13o0 eC 69
goopo1l4o0 e2 6C
gooooiso 67 20
goopole0 65 6D
goopoi7o 74 69
goopoiso 00 00
goopoiso 00 o0
Qoopo1A0 00 0O
Q0000O1BO 00 00
goopoico 01 o0
gooooiDpo 01 82
Q00O0DOD1ED 00 00
Q000D0O1FO 00 00
goooozoo 00 00
goopozio 00 o0
goopozzo 00 00

2

E3
23
02
CcD
36
6
10
84
64
65
6F
0o
6E
0o
0o
00
0o
07
07
00
0o
00
0o
00

3

8B
72
8B
13
81
0o
B4
56
20
0o
70
4D
67
0o
0o
0o
0o
03
03
0o
0o
0o
0o
0o

4

D1
0s
56
EB
FB
FF
42
00
70
45
65
69
20
0o
00
00
00
3F
7F
00
00
00
00
00

39
00
E4
41
61
7C
74
76
74
69
73
72
00
0o
0o
00
0o
00
00
0o
55
00
0o

56
7C
84
CD
60
64
0B
61
61
6E
74
61
0o
0o
0o
0o
01
0o
0o
0o
Ah
0o
0o

5 6 7 8 9 A B C D E F
86 D6 Bl 06 D2 EE 42 F7 E2
39 46 08 73 1C B8 01 02 BB
00 CD 13 73 51 4F 74 4E 32
E4 84 56 00 60 BB A4 55 B4
55 AA 75 30 Fe C1 01 74 2B
76 DA FF 76 08 64 00 68 00
8B F4 CD 13 61 61 73 0E 4F
CD 13 EBE D6 61 F9 C3 49 6E
61 72 74 69 74 69 6F 6E 20
72 72 6F 72 20 6C 6F 61 64
72 61 74 69 6E 67 20 73 79
73 73 69 6E 67 20 6F 70 65
73 79 73 74 65 6D 00 00 00
0o 00 0O 00 00 0O 0O 00 00
0o 00 0O 00 00 0O 0O 0O 00
0o 00 0O 00 00 0O 0O 0O 00
2C 44 63 3E D7 B1 00 00 00
81 3F 00 00 00 B9 7F 00 00
03 Fg8 7F 00 00 F8 7F 00 00
0o 00 0O 00 00 0O 0O 0O 00
00 00 0O 00 00 00O 0O 0O 00
0o 00 0O 00 00 0O 0O 0O 00
0o 00 0O 00 00 0O 0O 0O 00
0o 00 0O 00 00 00 0O 0O 00

00

0o

25 points

V4
Cc=31M 10+ OiB-a9Vv
witr 9F = ., » |
IN v I =QOtN2:51
v I 51V "»2U AL
r6al2ulcd t+a”
i3 % ¥vih |3
i ‘Bral aas Ot
251V I 80audInva
lid partition ta
ble Error loadin
g operating syst

emn Missing opera
ting systen
,Desxt
77 bl |
1 1 a1 ol

f) WinHex help entry untuk Master Boot Record menjelaskan Partition Table record structure

dengan jelas:
E? WinHex & X-Ways Forensics E]@@
CERC o & o
Hide  Back Home  Print  Options
— ~
Contents | Index | Search | Fa ¢ » =
Type in the keyword to find: M a Ste r B OOt Rec O rd
|partitior] ‘ The Master Boot Record is located at the physical beginning of a hard disk
editable using the Disk Editor. It consists of a master bootstrap loader
e°°'d & code (446 bytes) and four subsequent, identically structured partition
Paste records. Finally, the hexadecimal signature 55AA completes a valid Master
physical Boot Record
Pasition Manager LJ
Precision The format of a partition record is as follows
Primary Memory
Printing
Process Offset | Size |Description
Project - - - -
PROM 0 8 bit |A value of 80 designates an active partition
Properties P P
Pukall Cipher 1 1 8 bit [Partition start head
Pukall Stream Cipher 2 8 bit |Partition start sector (bits 0-5)
Sg‘,ﬁ"g’d‘i’fg‘{”e Snapshots 3 8 bit |Partition start track (bits 8.9 in “start sector” as bits 6.7)
RaAM Editor/analysis - i i P indi ;
Random Numbars 4 8 bf‘ Ope‘ra.mng system indicator, see below
Raw Data 5 8 bit [Partition end head
Read-only . . —
Reconstuct RAID System 6 8 bit |Partition end sector (bits 0-5)
Record ) 7 8 bit |Partition end track (bits 8.9 in “end sector” as hits 6.7)
Record Presentation v - - —
Flocoiee. — 8 32 bit [Sectors preceding partition
Display C 32 bit |Length of partition in sectors

| €

g) Ada dua indicator start-of-partition pada Partition Table.
Yang pertama asalah "CHS" format, berisi Cylinder, Head, dan Sector (tidak berurutan),
seperti disorot di bawah ini:
(Cylinder juga disebut Track.)
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Project 9 Memperbaiki Partition Table dengan TestDisk 25 points
Of fset o 1 2 3 4 5 6 7 8 9 4B CDEF - A
00000180 00 00 00 00 00 00 00 00 0O 00 00 00 00 OO0 OO0 OO E|
00000190 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O
000001A0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
000001BO 00 00 00 00 00 2C 44 63 3E D7 Bl 00 00 00 00 01 .Des>xt
000001CO 01 00 07 03 3F 81 3F 00 00 00 B9 7F 00 00 00 00 27
000001D0 01 82 07 03 7F 03 F8 7F 00 00 F8 7F 00 00 00 00 1 1 @l ol
000001EQ 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
000001F0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 55 AA uz

oooooz200 00 OO OO OO OO OO OO OO OO OO OO OO OO OO 0O OO0

Cukup jelas untuk hard disk controller, tapi tidak sederhana untuk digambarkan

h) Untuk memudahkannya, pada panel atas tengah, klik kanan "Start section" dan click

Template, seperti di bawah ini:

5= winHex - [Hard disk 1]

i File Edit Search Mavigation Yiew Tools Specialist Options Window Help

DFLEEE - BARLDR AJ/LETHA - BEs QS

Case Data Hard disk 1 ‘
Fie Edit Partitioning style: MER

[Ext. | Size | Created | Modified
----- it NTFS  16.0MB
. Partition 2 NTFS  16.0MB
Start sectors 31 8 KB ——
[:] Unpartitionable space Open B
’_] Unpartitioned space Recover/Copy... 1B
Of fset 01 7Hide N 8 9 4 B C D E F
00000180 00 00 O . ool 00 00 00 OO 00 00 0O OO0
gooooiso 00 00 O . 00 00 00 OO0 00 OO0 0O OO0
00000140 00 00 0 Copy"Start sectors” 00 00 00 OO OO0 OO0 0O OO0

000001EBO0 00 00 0070000 2CT44763 3E D7 B1 00 00 00 00 01
opoooico 01 00 07 03 3F 81 3F 00 00 00 B9 7F 00 00 00 0O
0ooooipo 01 82 07 03 7F 03 F8 7F 00 00 F8 7F 00 00 00 0O
0000O0O1ED 0O OO OO OO OO OO OO OO OO0 OO OO OO OO OO OO0 0O
0000O0O1FO 0O 0O OO OO OO OO OO OO OO0 OO OO OO 0O 0O 55 AA
0oooozoo 0O 0O OO OO OO OO OO OO OO OO OO OO OO OO OO OO

i) Master Boot Record dan Partition Table terlihat dengan format yang lebih mudah dipahami,

seprti di bawah ini:
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Project 9 Memperbaiki Partition Table dengan TestDisk

%= Master Boot Record, Base Offset: 0

Offset Title Value A
0 Master bootstrap loader code [33C0OSE DOBCOO7CFE 500750 1FFCBE 1B 7
1B8 Windows disk sighature 3EDYE100
1B8 Same reversed B1D73E
Partition T able Entry #1
1BE 80 = active partition 0o
1BF Start head 1
1C0 Start sector 1
1C0 Start cylinder 0
1C2 Partition type indicator (hex) 07
1C3 End head 3
1C4 End sector 63 b
1C4 End cylinder 129
1CE Sectors preceding partition 1 63 ]
1CA Sectors in partition 1 32697
Partition T able Entry #2
1CE 80 = active partition uli]
1CF Start head 0 | ]
100 Start sector 1 g
1D0 Start cylinder 130
1D2 Partition type indicator (hex) 07
103 End head 3
104 End sector 63
1D4 End cylinder 259
1D6 Sectors preceding partition 2 32760
1DA Sectors in partition 2 32760

v
L L
Simpan Test File

9) Buka Notepad dan masukan nama kalian dalam file. Gunakan nama sendiri.

25 points

a) Simpan file di drive F:, yang merupakan partisi kedua dari partisi 16 MB NTFS yang dibuat.

b) Gunakan nama file YOURNAME .txt, seperti terlihat di bawah ini. Gunakan nama masing-
masing.

€) Tutup Notepad.

Delete Table Partition Table

10)Pada Computer Management, klik kanan partisi 16 MB yang dibuat dan click "Delete

Partition...", seperti terlihat di bawah ini:
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Project 9 Memperbaiki Partition Table dengan TestDisk

O Computer Management

. Disk Defragmenter

Q File Action VYiew Window Help
e OE2E BXES e E
Q Computer Management (Local) Volume I Layout I Type I File System I Status I Capacity | Free Space
& ﬁe System Tools [=N{] Partition Basic NTFS Healthy (System) 6.35GB 410 MB
- {g] Event Viewer SDNew volume (E:) Partition Basic NTFS Healthy 16MB 14 MB
® g Shared Folders EInew Volume (F:) Partition Basic NTFS Healthy 16MB 14 MB
@ Local Users and Groups
=] Performance Logs and Alert:
g Device Manager
= @ Storage
[+ g Removable Storage

Disk Management

Services and Applications
g ZPpisk 0 I

d)

Basic (c)

6-9? GB 6,35 GB NTFS

Onling Healthy {System)

Z9pisk 1 . ( ! |

Basic New Yolume (I | New Yolume (I

101' MB 16 MB NTFS 16 MB NTFS 69 MB

Online Healthy Healthy ZA N inallocatad

= = © Open
< | 5 || W Unallocated |l Primary partition Explore

Mark Partition as Active 3
Change Drive Letter and Paths...
Format...
Delete Partition...
Properties
Help

Kotak pesan akan muncul yang menampilkan peringatan "All data on this volume will be
lost".

Click Yes.
Ulangi untuk men-delete partisi 16 MB yang lain.
Sekarang terlihat "Unallocated" pada Disk Management, seperti terlihat di bawah ini:

LI Computer Management

Q File  Action View Window Help
- AE2E B EB
g Computer Management {Local) Yolume I Layout I Type I File System I Status I Capacity | Free Space I i
= m System Tools =N {a}] Partition Basic MTFS Healthy (System) 6.35GE 410 MB i
= [ﬂl Event Viewer
E3) Shared Folders
] g Local Users and Groups
= Performance Logs and alert:
Device Manager
g torage
Removable Storage
S Disk Defragmenter
Disk Management
& @ Services and Applications @pisk 0 ]
Basic C:)
6.99 GB 6.35 GB NTFS
Online Healthy (System)
ZPDisk 1 |
Basic
101 MB 101 MB
Online Unallocated
< 5 || Il Unallocated | Primary partition
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Melihat Disk yang Rusak pada Windows Explorer

11)Click Start, "My Computer"
Drive F: sudah hilang, seperti
terlihat di bawah ini, dan file
dengan nama kalian juga
menghilang.

2 My Computer
File Edit View Favorites Tools Help

\\) Bach .\_) L’; /‘:_) Search u? Folders v

Address | 19 My Computer

Files Stored on This Computer
System Tasks

View system information ‘lﬁ Shared Documents "j Student's Documents
;D Add or remove programs
° . 9 Change a setting P —~—
MEllhat DlSk ‘lﬁ TopSecret's Documents "j YOUR_NAME's Documents
yang Rusak Other Places
.
dengan WinHex

@ Local Disk (C:)
12)Pada WinHex, cari pada sudut
kanan atas jendela. Terdapat : Devices with Removable Storage
dua tombol X, seperti terlihat [ <" H
dl sam in . 314 Floppy (A:)
ping =
Network Drives

Hard Disk Drives

id My MNetwork Places
() My Documents
[ Shared Documents
[ Control Panel

My Computer
System Folder

a) Click yang bawah,
tombol X abu-abu,
jangan yang tombol
merah.

i ?;za)red Folders on 'vmware-hos U+U+3 ﬁ'es' 2 parlil

b) Cara ini untuk menutup
disk tanpa menutup
WinHex, dan ini cara yang paling mudah untuk melakukan refresh untuk melihat disk.
Sayangnya, "View", "Refresh" tidak berjalan di WinHex.

C) Dari menu WinHex, click Tools, "Open Disk...".

File Edit Search Navigation View REREN Specislist Options Window Help

D&M & E g | o F S OpenDisk. FS g éh > PREs | SFem O &4 raoBE @
— —— Disk Tools [
Case Data File Tools >
File Edt G OpenBAM..  AlF9
View ShiftsFg
Extemal Programs >
fif Calculator Al+F8
Hex Converter... 8
53 Analyze B F
Compute Hash... Ctil+F2
Hash Database »
Start Center, Enter

+J start - € © gk = New Volume (E:) & winhex B S, % 2:20PM

d) Pada kotak "Edit Disk" box, click "HD1:
VBOXHARDDISK (100 MB)", kemudian
click tombol OK.

e) Pada panel bawah, scroll down sampai ke

%= WinHex - [Hard disk 1]
i File Edt Search MNavigation View Tools Specialist Options Window Help

DFLEEFE BB R ANEN - BEs 9Fe=EO
| Hard disk 1 |

Pattitioning style: MBR

akhir Master Boot Record dan sorot Partition Name « [E | See[Cesied [Modiied [hco
. . . . Partition 1 NTFS  16.0MB
Table, seperti terlihat di bawah ini. Partin? NTFS  160Me
- . ] Start sectors 315K8
f) Partition Table sudah dihapus dan hanya ) Unpationable space 120K8
O ] Unpartoned space 63.9M8
berisi nol.
Offset 0 1 2 3 45 6 7?7 8 9 4B CUDEF
000000A0 00 B4 08 CD 13 72 23 84 C1 24 3F 98 8A DE 84 FC “1rs

000000B0 43 F7 E3 8B D1 86 D6 Bl 06 D2 EE 42 F7 E2 39 S6 C=31Ni0
000000C0O  0A 77 23 72 05 39 46 08 73 1C B8 01 02 BB 00 7C w#r SF

g) Perhatikan panel atas pada WinHex masih 000000D0 8B 4E 02 8B 56 00 CD 13 73 51 4F 74 4E 32 E4 834 IN v 1
. .. . 000000E0 | 56 00 CD 13 EB E4 8A 56 00 60 BB AA 55 B4 41 CD V 1 &a1
memperhhatkan dua partlSI mesklpun abu- 000000F0 |13 72 36 81 FB 55 AA 75 30 F6 C1 01 74 2B 61 60 xr6laU?
00000100 | 6A 00 6A 00 FF 76 0A FF 76 08 6A 00 68 00 7C 64 3 j yv

abu. 00000110 01 6A 10 B4 42 8B F4 CD 13 61 61 73 OE 4F 74 0B j 'B1o
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Project 9 Memperbaiki Partition Table dengan TestDisk 25 points

h) Hal ini terjadi karena partisi masih berisi Volume Boot Records yang bisa digunakan untuk
rebuild partition table.

Simpan Screen Image
13)Pastikan screen yang memperlihatkan "Partition 1" dan "Partition 2" dengan icon kuning samar,
terlihat seperti di atas.

a) Tekan PrintScrn untuk mengkopi seluruh desktop ke clipboard.
SUBMIT FULL DESKTOP UNTUK MENDAPATKAN POIN MAKSIMAL!

b) Simpan image dengan nama file "NAMAKAMU_ Proj10a".

Memeriksa Volume Boot Record

14)Untuk melihat Volume Boot Record, pada bagian atas tengah, klik kanan "Partition 1" dan click
Template, seperti berikut:

%= WinHex - [Hard disk 1]
g File Edit Search MNavigation VYiew Tools Specialist Options Window Help
DELHEdE - Bahny  4M8408 5% M E=
Hard disk 1 |

Partitioning style: MBR
MName &
Partition 1

File Edit

Size | Created

Partition 2 Explore x 16.0 ME
D Start sectors 31.5KB
| Unpartitionable sp.  Hide » | 120KB
| Unpartitioned spac ~ Copy "Partition 1" £9.9 MBE

a) Partition Boot Sector akan terlihat, seperti di bawah ini:
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Project 9 Memperbaiki Partition Table dengan TestDisk 25 points

; %= Boot Sector NTES, Base Offset: 7E0O

Offset Title Value
7EOD JMP instruction EB 5290
| 7E03 File system D NTFS
7EOB Bytes per sector 512
7EOD Sectors per cluster 1
7EOE Reserved sectors 0
7E10 [always zero) 000000
7E13 [unused) 0000
7E15 Media descriptor F8
7E16 [unused) 0000
7E18 Sectors per track 63
TE14 Heads 4
7E1C Hidden sectors 63
7E20 [unused) 00000000
7TE24 [always 80 00 80 00) 80008000
7E28 Total sectors 32696
7E30 Start C# $MFT 10833
7E38 Start C# $MFTMirr 16348
7E40 FILE record size indicator 2
7EH [unused) 0
7E44 INDX buffer size indicator 8
7E45 [unused) 0
7E48 32-bit serial number [hex) 1CC1F202
7E48 32-bit SN [hex, reversed) 2F2C11C
7E48 64-bit serial number [hex) 1CC1F202EEF202E8
7ES0 Checksum 0
7FFE Signature (55 A4) 55 A,

- o= =a = e o

b) Sangat mungkin menggunkan alamat Partition Boot Sector dan data pada komputer dengan
nilai yang ada pada Partition Table.

C) Tapi kita tidak melakukannya secara manual — kita akan menggunakan recovery tool.

Download TestDisk

15)Buka browser dan arahkan ke http://www.cgsecurity .org/wiki/TestDisk_Download . Click tombol

hijau besar untuk mendownload TestDisk, seperti berikut (sebelumnya sudah pernah kita gunakan
pada Project 6):

TestDisk Download - CGSecu %

- = C M [ www.cgsecurity.org/wiki/TestDisk_Dowrload o=
Lk 4

H ~
— Beta: TestDisk & PhotoRec 6.14-WIP, Data Recovery o
Lilo Password For more information, read the £.14 release notes preview .
chntpw for dos and git histary &. TestDlsk 6_14 '

Select your operating system to download the latest Free download
Security version of TestDisk & PhotoRec data recovery tools.
Publications o % Dos/Windx &
o @ Windows &

a) Unzip TestDisk dan jalankan.
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b) first screen akan menanyakan tempat file log.

C) Tekan Enter untuk menerima pilihan default.

Bsmncwwisoinee T WER
B

TestDisk 6.14-WIP, Data Recovery Utility, December 20012
Christophe GRENIER <grenierfcgsecurity.org>
http://wuu.cgsecurity.org

TestDisk is free data recovery software designed to help recover lost
partitions and/or make non—hooting disks bhootable again when these symptoms
are caused by faulty software, certain types of viruses or human error.

It can also bhe used to repair some filesystem errors.

Information gathered during TestDisk use can be recorded for later
review. If you choose to create the text file, testdisk.log . it
will contain TestDisk options, technical information and various

outputs; including any folder/file names TestDisk was used to find and
list onscreen.

lUse arrow keys to select, then press Enter key:
HEET T Create a new log file

[ Append 1 Append information to log file

[ No Log 1 Don’t record anything

d) Pada next screen, tekan panah ke bawah untuk memilih 106 MB disk yang akan direpair.
e) Kemudian tekan Enter.

& Shortcut to testdisk_win.exe .

TestDisk 6.14-UIP, Data Recovery Utility, Decembher 2012
Christophe GRENIER <grenierfcgsecurity.org>
thttp://uwuu.cgsecurity.org

TestDisk is free software, and
comes with ABSOLUTELY NO WARRANTY.

Select a media {use Arrow keys, then press Enterd:

Disk /dev/sda — 7515 MB ~/ 7167 MiB — UMuware Uirtual IDE Hard Drive
>Disk s/dev/sdb — 186 MB ~ 181 MiB — UMware Uirtual IDE Hard Drive

>[Proceed 1 SEENTTE R -S|

Note: Disk capacity must be correctly detected for a successful recovery.
If a disk listed above has incorrect size, check HD jumper settings,. BIOS
detection, and install the latest 0S patches and disk drivers.

f) Pada screen berikutnya, tekan Enter untuk menerima default option Intel.
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TestDisk 6.14-UWIP, Data Recovery Utility, December 20812
Christophe GRENIER <grenierlfcgsecurity.org>
http://uuwuw.cgsecurity.org

&3 Shortcut to testdisk_win.exe . | ﬂ
[« |

Disk /devs/sdb — 166 MB ~ 181 MiB — UMware Uirtual IDE Hard Drive

Please select the partition table type. press Enter when done.
(T3] Intel/PC partition
LEFI GPT1 EFI GPT partition map (Mac i386, some x86_64...>
[Humax Humax partition table
[Mac Apple partition map
[None Non partitioned media
[Sun Sun Solaris partition
[¥Box XBox partition
[Return Return to disk selection

Note: Do NOT select ’None’ for media with only a single partition. It’s very
rare for a drive to be ’Non—partitioned’.

g) Pada screen berikutnya, tekan Enter untuk menerima default option Analyze.

&3 Shortcut to testdisk_win.exe

TestDisk 6.14-WIP, Data Recovery Utility, December 2012
Christophe GRENIER <{grenierlfcgsecurity.org>
http://wwu.cgsecurity.oryg

Disk /dev/sdb — 186 MB ~ 181 MiB — UMware Uirtual IDE Hard Drive
CHS 828 4 63 — sector size=512

NI Analyse current partition structure and search for lost partitions
[ Advanced 1 Filesystem Utils

Geometry 1 Change disk geometry

Options 1 Modify options

MBR Code 1 Urite TestDisk MBR code to first sector

Delete 1 Delete all data in the partition table

Quit ] Return to disk selection

Note: Correct disk geometry is required for a successful recovery. ’Analyse’
process may give some warnings if it thinks the logical geometry is mismatched.

h) Pada screen berikutnya, tekan Enter untuk menerima default option "Quick Search".

&3 Shortcut to testdisk_win.exe

TestDisk 6.14-WIP, Data Recovery Utility, December 2012
Christophe GRENIER <grenierlfcgsecurity.org>
http://wuu.cgsecurity.oryg

Disk /dev/sdbh — 186 MB ~ 181 MiB — CHS 828 4 63
Current partition structure:
Partition Start End Size in sectors

No partition is bootabhle

*=Primary hootable P=Primary L=Logical E=Extended D=Deleted
>[Quick Searchl
Try to locate partition

i) Pada menu berikutnya, Tekan Enter untuk menerima default option Continue.
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Project 9 Memperbaiki Partition Table dengan TestDisk 25 points

t to testdisk_win.exe = lDlEI
4 |

TestDisk 6.14—-WIP, Data Recovery Utility,. December 2012
Christophe GRENIER <grenierlfcgsecurity.org>
http://uuwuw.cgsecurity.oryg

Disk /dev/sdb — 166 MB ~ 181 MiB — CHS 828 4 63

Warning: the current number of heads per cylinder is 4
but the correct value may be 8.
You can use the Geometry menu to change this value.
something to try if
me partitions are not found by TestDisk
the partition table can not be written because partitions overlaps.

[ Continue 1

j) Pada menu berikutnya meperlihatkan parisi yang direcover berwarna hijau. Berarti benar,
tekan Enter untuk melanjutkan.

&3 Shortcut to testdisk_win.exe '

TestDisk 6.14-WIP, Data Recovery Utility,. December 2012
Christophe GRENIER <{grenierlcgsecurity.org>
http://wuwu.cgsecurity.org

Disk /devs/sdb — 186 MB ~ 161 MiB - CHS 828 4 63
Partition Start End Size in sectors

Structure: Ok. Use Up/Down Arrow keys to select partition.

Use Left/Right Arrow keys to CHANGE partition characteristics:

<=Primary hootable P=Primary L=Logical E=Extended D=Deleted

Keys A: add partition, L: load backup,. T: change type,. P: list files.
Enter: to continue

NTFS, blocksize=512, 16 MB ~ 15 MiB

Simpan Screen Image

16)Pastikan dua baris teks berwarna hijau, terlihat seperti di atas.

a) Tekan PrintScrn untuk mengkopi seluruh desktop ke clipboard.
SUBMIT FULL DESKTOP UNTUK MENDAPATKAN POIN MAKSIMAL!

b) Simpan image dengan nama file "NAMAKAMU_ Proj10b".

Menyelesaikan Recovery

17)Layar berikutnya memperlihatkan detail partition table yang baru.
a) Tekan W untuk menulis table partition yang baru.
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&3 Shortcut to testdisk_win.exe i ﬂ
B

TestDisk 6.14-WIP, Data Recovery Utility, December 2012

Christophe GRENIER <grenierfcgsecurity.org>

thttp://uwuww.cgsecurity.org

Disk /dev/sdb — 186 MB ~ 181 MiB — CHS 828 4 63
Partition Start End

1 » HPFS — NIFS a 1

Size in sectors

129 3 63 32697 [New Uolumel

1
2 P HPFS — NTFS 138 8 1 259 3 63 32768 [New Uolumel

[T A > [ De e pe » Searc?] [ Urite 1

ry to find more

b) Pada next screen, tekan Y untuk Write partition table yang baru.

&3 Shortcut to testdisk_win.exe

TestDisk 6.14-WIP, Data Recovery Utility, December 20012
Christophe GRENIER <grenierfcgsecurity.org>
http://wuwu.cgsecurity.ory

Write partition table, confirm ? (¥Y/N)

C) Pada next screen, tekan Enter.
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&9 Shortcut to testdisk_win.exe

TestDisk 6.14-WIP,. Data Recovery Utility.

December 2612

Christophe GRENIER <grenierfcgsecurity.org>
http://wuw.cgsecurity.ory

You will have to rehoot for the change to take effect.

18)Tutup semua windows dan restart virtual machine.

Melihat File yang di Recovered

19)Click Start, "My Computer".

a) Buka drive F:. File yang sudah direcovered pasti terlihat, seperti berikut ini:

= New Volume (F:)

File Edit View Favorites Tools Help
O Back ~ 1,? Search
Address | < F:\
A e
File and Folder Tasks A F_;:

J Make a new folder
Publish this Folder to

the Web

&d Share this folder

»

Other Places

_é My Computer
My Documents
Shared Documents

«J My Network Places
-

3
<

Details

Folders

5]~

YOURNAME. bxt
Text Document
1 KB

Mengumpulkan Project
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Kirim melalui elearning

Last modified: 19-4-2013
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