Project 8 : NTFS Data Run 25 Point

Project 8: NTFS Data Runs (25 points)

Tujuan

Untuk mempelejari struktur direktori pada level biner.

Kebutuhan Project
Komputer Windows machine, jenis apa saja. Tutorial di sini menggunakan Virtualbox dan
Windows XP 3 sebagai guest OS.

¢ Jika di laboratorium Foresec gunakan komputer WinXPSP3, Jangan WinXPSP1, karena
WinXPSP1 digunakan hanya untuk target penyerangan di Ethikal Hacking.

* Bisa juga mengerjakan project ini menggunakan komputer single physical machine dan gunakan
USB flash drive sebagai target drive.

Menambahkan Small Hard Disk ke Komputer Virtual
1. Jalankan Virtualbox. Klik kanan pada | windows XP_1 - Storage

icon Windows XP-SP3 dalam keadaan: @ @ él @ {; @ @ l‘]

" " : . :
Powered Off ) Sepertl terhhat dl Audio  Network  Ports  Shared Folders

General System Display | Storage

sebelah kanan.
2. Click "Settings". Pada kotak "Virtual Storage Tres _ | Avributes

Machine Settings", click icon & Controller: IDE Contr... @'fa REe IDE Controller

Storage.... Kemudian klik icon hardisk S windowsxp-disk1.vmdk

di pojok kanan untuk menambah © Empty

hardisk sperti di gambar.

Type: | PlIX4
121 Use host 1/0 cache

klik untuk
menambah
hdisk

3. Kemudian akan muncul pesan untuk
menambabh disk. Pilih Tab “Create new
disk”. Pilih “VDI (VirtualBox Disk
Image”. Kemudian klik Tombol
“Continue” di pojok kiri bawah.

4. Selanjutnya pilih “Dynamically
allocated”. Kemudian klik Tombol @ @ @
“Continue” di pojok kiri bawah.

5. Pada jendela File location and size,
pada bagian ukuran hardisk, geser/isikan menjadi 100 MB, seperti gambar di bawah.

6 006 Create Virtual Hard Drive

File location and size
Please type the name of the new virtual hard drive file into the box below
or click on the folder icon to select a different folder to create the file in.
NewVirtualDisk1 7]
Select the size of the virtual hard drive in megabytes. This size is the

limit on the amount of file data that a virtual machine will be able to
store on the hard drive.

100|MB
4.00 MB 2.00TB

Go Back ~ Create

6. Klik tombol Create. Maka akan kembali ke jendela setingan Windows-XP-SP3. Klik tombol OK
di pojok kanan bawah. Maka jendela akan kembali ke jendela VirtualBox.
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Membersihkan Disk Secara Forensic

7. Jalankan Komputer WindowsXP SP3 virtual.

8. Windows bisa mengakses disk. Tapi jangan anggap disk yang baru dibuat tersebut clean—disk
kadang-kadang masih berisi data lama (ingat hasil di Project 1).

9. Jadi kita lakukan pembersihan dengan cara forensic, menulis 00 pada tiap byte.

10.
11
12.

Pada komputer virtual, click Start, Run.

DISKPART
LIST DISK

13.

dicontoh, terlihat Disk 1. Hati-hati jangan salah disk!

14.

pada perintah pertama:
SELECT DISK 1
CLEAN ALL

Mengenali Disk Baru

15. Pada komputer virtual, click Start.

16. Klik kanan "My Computer" dan click Manage.

17. Pada panel sebelah kiri dari
Computer Management,
click "Disk Management".

18. "Initialize and Convert Disk
Wizard” akan terbuka,
seperti pada gambar.

19. Click Next.

20. Pada menu "Select Disks to
Initialize" screen, click
Next.

21. Pada menu"Select Disks to
Convert", click Next.

22.Pada menu "Completing the
Initialize and Convert Disk
Wizard", click Finish.

Mempartisi dan

=
i,] File Action View Window Help
© = X g

i-! Computer Management {Local) vd
= JG, System Tools =i
+ |g1] Event Viewer
+ Shared Folders
o g Local Users and Groups
@ @] Performance Logs and Alert:
.._%ﬂ Device Manager
= (5 Storage
& Removable Storage
; Disk Defragmenter
Disk Management
+ _;:-5 Services and Applications

. Pada kotak Run, ketikkan CMD dan tekan Enter untuk membuka Command Prompt.

Pada jendela Command Prompt, ketikkan perintah berikut diikuti dengan Enter tiap baris:

Lihat output untuk mencari disk baru dengan ukuran 101 MB disk yang akan kita clean—seperti

Pada jendela Command Prompt, masukkan perintah berikut, pastikan memilih disk yang tepat

Initialize and Convert Disk Wizard

Welcome to the Initialize and
Convert Disk Wizard

This wizard helps you to initialize new disks and to convert
empty basic disks to dynamic disks.

‘You can use dynamic disks to create software-based RAID
volumes that can be mirrored, or they can be striped or
spanned across multiple disks. You can also expand
single-disk and spanned volumes without having to restart
the computer.

Alfter you convert a disk to dynamic, you can only use
‘Windows 2000 and later versions of Windows on any
volume of that disk.

To continue, click Next.

Memformat Drive Baru
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@ File Action View Window Help =l=|x]
& 2 =)

‘g Computer Management (Local) Volume | Layout | Type | File System | Status | Capacity | Free Space | g
=] m System Tools =D (C:) Partition Basic NTFS Healthy (System) 6.35GB 723 MB

o3

[£2] Event Viewer

£ Shared Folders
® 5 Local Users and Groups
® Performance Logs and Alert:
g Device Manager
=] @ Storage
+ &) Removable Storage
. Disk Defragmenter <
Disk Management ;
@ @ Services and Applications BPisk 0 I A
Basic (C)
6.99GB 6.35 GB NTFS 659 MB
Online Healthy (System) Unallocated
ZPDisk 1 I
Basic
101 e 101 e
Online Unallocated i 3
< 5 || W Unallocated |l Primary partition Properties
Help

klik right "Unallocated" space pada hard disk
Format Partition
yang baru . To store data on this partition, you must format it first.

24, Pada context menu, click "New Partition...",

Seperti terlihat dl g amb ar. Choose whether you want to format this partition, and if so, what settings you want to use.
2 5 . "New Partition Wizard" terbuka. O Do not format this partition
2 6 . Ch Ck N ext. () Format this partition with the following settings:
File system: NTFS v

27.Pada menu "Select Partition Type", biarkan

il : sgs . Allocation unit size:
pilihan default "Primary partition" dan click o » |
Next Wolume label: New Yolume

[] Perform a quick farmat

28. Pada menu "Specify Partition Size", biarkan
pilihan default dan click Next.

[C] Enable file and folder compression

29. Pada menu "Assign Drive Letter or Path",
biarkan pilihan default dan click Next. [ <Back J[ New> | [ Ccancel

30. Pada menu "Format Partition", rubah "Allocation
unit size" menjadi 512, seperti terlihat di sisi kanan, dan click Next.

Ukuran tersebut membuat tiap cluster sama dengan sector (1 sector= 512 byte), sama seperti cara kerja
floppy disks. Untuk disk yang berukuran besar hal ini tidak efisien karena memperlambat proses
pembacaan disk, tapi untuk disk ukuran kecil tidak bermasalah hanya untuk menyederhanakan project.

31. Pada menu "Completing the New Partition Wizard", click Finish.
32. Tutup Computer Management.

JRT=TET

File Edit Format View Help

Mendownload File Test 1111111311313113113131131311313113133131111311 4]

33.Pada komputer virtual, di browser, klik
kanan FILE1.TXT pada link di di
elearning simpan ke desktop.

<] |
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34. Ulangi proses untuk FILE2 TXT.

35. Pada desktop, double-click FILE1.TXT untuk membuka file dengan Notepad.

36. Seperti yang bisa di lihat, file tersebut berisikan 1000 karakter "1" dalam satu baris.
37. Buka FILE2.TXT, maka terlihat isinya --1000 karakter "2".

38. Tutup semua Notepad.

MengkOpi Test Files ke

File Edit View Favorites Tools Help

QBack v ﬁ y Search Folders E]v PartlSl Baru
Address e E:\ v a Go
e ——— 39. Click Start, "My Computer".
File and Folder Tasks & p— - me
] Revamo ths i = 1k 40. Double-click icon "New Volume".
g v F; 41. Drag file FILE1.TXT dari desktop ke
@ ;ub\lsr'x this file to the 8 o jendela "NCW VOlume” dan drop'
Web
&) E-mailths fie 42. Drag file FILE2.TXT dari desktop ke
; E“"‘“_’»rt“:; f_"; jendela "New Volume" dan drop.
s 43. Kedua file tersebut sekarang seharusnya
terlihat pada drive yang baru, seperti terlihat di
gambar.

Install WinHex

4.4, Buka browser dan arahkan ke

http://winhex.com , atau bisa ' , Je SEiis Sogiucare Leclaslog AG
di download di elearning. lnH ex 1 6. 8

Simpan di desktop.

45. Pada jendela desktop, atau
dimanapun file di simpan, klik
kanan file winhex.zip dan
click "Extract AllL..".

4.6. Pada kotak "Welcome to the

Compressed (zipped) Folders ’ C\Progiam Festwinker | |
Extraction Wizard" box, click s o Cance
NeXt, NeXt, Finish - English Deutsch Frangais
47. Folder dengan beberapa files eims 3t the ==
terbuka. Double-click file atks/annotations N

setup.exe.

4.8. Pada menu "WinHex 16.8", di
kanan bawah seperti terlihat di gambar, click tombol English.

49, Kemudian click tombol OK.
50. Pada kotak "Setup", click Yes. Pada kotak "WinHex" box, click Yes
51. WinHex akan terbuka , seperti pada gambar.

Melihat Data menggunakan WinHex

52. Dari menu WinHex, click Tools, "Open Disk...".
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Inl=3 & =} Open Disk... F3 & By o fras] &

Disk Tools »
¥ se Data File Tools »
File Edit < Open RAM... Alt+F3
Extemal Programs »

Ll Calculator Al+F8

Hex Converter... F8

Hash Database 4

Start Center... Enter

':',' start e va ["= Newvolume (E) | f winhex BB winHex BW &9, % 2:20PM
53. Pada kotak "Edit Disk", click "New Volume", seperti terlihat di bawah, dan click tombol OK.
Edipisk x|

-t Logical Volumes/Partitions
=5 Removable medium (A7)
=4 (C).HDO
=50
- ume (E:), HD1

=45 Physical Media
= Floppy disk 0
— HDO: Whware Virtual IDE Hard Drive (7.0 GB)
9 HD1: VYMware Virtual IDE Hard Drive (102 MB)
5 Optical drive 0

oK Cancel | Help

54. Dari menu WinHex menu, click View, Show, "Directory Browser", seperti terlihat di bawabh ini.

EWinHex - [Drive E:]

e File Edit Search Mavigation | View Tools Specialist Options Window Help
DE W&y | o [ TestDisplayOnly F?l;}in | s Re=s | 9F

Character Set 4

ok [~ Hex Display Only Al+F7 2 & ¢ 2 - &8 0 E
File Edit 000 Record Presentation... 46 53 20 20 20 20 00 02 01 00
ooo T 00 00 OO 80 00 80 00 F4 25 03

Show 4 [V CaseData 0 08 00 00

ggg Template Manager... Alt+F12 [ 1= e Z ?E 23 Eg

000 Tables » [V Data Interpreter 2 86 CD CO

000 4 One Column Less [V Toolbar D 13 72 OF

gpo P One Column More [~ Tab Control & 07 06 1C

000 I Synchronize Windows I LioBce 0 3E 14 00

DODI— Synchronize & Compare 42 84 16 24 00 16 1F 8B F4 CD

o0 ——— OE 18 00 66 F? F1 FE C2 84 CA

poo  Refresh View ES CO E4 06 0A CC BS 01 02 CD
00000150 | FF 06 10 00 FF OE OE 00 OF 85 6F FF 07 1F 66

55. Panel Browser direktori akan muncul di bagian tengah atas jendela.
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56. Gulung layar ke bawah untuk mencari FILE1. TXT dan FILE2.TXT, seperti terlihat di bawah.

B wintie: 1ol x|
“w Fle Edt Search MNavigstion View Tooks Specalst Options Window Help _18x]
NESEHE&EE | -B@E MmN | Al - ReEs OhemO | HAroE | &

: : 12fies, 3 di.
e Edit Name Ext Size [ Created [ Modified [Accessed [Atr._[1st sectar -
== ) semDet 25K8 01/27/2013 1219... 01727/2013 121%... 0172742013 121%.... SH 58,753

. $BadClus 0B 01/27/2013 1219... 01/27/2013 1219... 01/27/2013 1219... SH
| $Bimep 25.2KB 01/27/2013 1219... 01/27/2013 1219... 01/27/2013 1219, SH 103258
| $Boot BOKE 01/27/2013 1219... 01/27/2013 1219... 01/27/2013 1213 SH
) $LogFie 20MB 01/27/2013 1219 01/27/2013 1213... 01/27/2013 1213 SH 64,683
LSMFT 320KB 01/27/2013 1218... 01/27/2013 1219... 01/27/2013 1213... SH 83,775
) SMFTMin 40KB 01/27/2013 1219 01/27/2013 1219 01/27/2013 1213 SH 103,162
| L$Securs 0B 01/27/2013 1218... 01/27/2013 1218... 01/27/2013 1213... SH
] $UpCase 128KB 01/27/2013 121... 01/27/2013 121... 01/27/2013 1218.. SH 103303
) $volume 0B 01/27/2013 1218... 01/27/2013 1218... 01/27/2013 1219... 1SH
| FILET TXT TXT  1.0KB 01/27/2013 1221:.. 01/27/2013 11:14:... 01/27/2013 14:45.... I 68,764
| FLE2TXT TXT 10K 01/27/2013 1221 01/27/2013 1116, 01/27/2013 1221 & 65,766 =
Offset | 0 1 2 3 4 § 6 7 8 9 A B C D E F 10 11 12 13 14 16 16 17 18 19 14 1B| ~ [ &) i]
00000000 BB 52 90 4E 54 46 53 20 20 20 20 00 02 01 00 00 00 00 00 00 00 F8 00 00 3F 00 04 00 ERINTFS > ?
0000001C | 3F 00 00 00 00 00 00 00 80 00 80 00 F4 25 03 00 00 00 00 00 A7 OC Ga55..22.22 270 7 1o s
00000033 FA 92 01 00 00 00 00 00 02 00 00 00 03 00 00 00 A7 53 BO 5C 73 BO L o RNV
00000054 FA 33 CO 8E DO BC 00 7C FB B8 CO 07 8E D8 E8 16 00 B8 00 0D 8E co BBt 21 0 . 1A30%
00000070 | 10 E8 53 00 68 00 OD 68 6A 02 CB 8A 16 24 00 B4 08 CD 13 73 05 B9 éggiﬁiﬂfﬁﬂms F © 1 sy
0000008C | B6 C6 40 66 OF B6 D1 80 E2 3F F7 E2 86 CD C0 ED 06 41 66 OF B7 C3 0 1AL Af -Ef
00000043 00 C3 B4 41 BB A4 55 8A 16 24 00 CD 13 72 OF 81 FB 55 AA 75 03 F6 Cl 01 74 04 FE 06 K A»2U1 & T r 1aU2u 64 t b
000000C4 | 14 DO C3 66 60 1E 06 66 AL 10 D0 66 03 06 1C 00 €6 3B 06 20 00 OF 82 3A 00 1E 66 64  AE° £i £ £ 1: f£j
0000D0ED | 00 66 50 06 53 66 68 10 00 01 00 80 3E 14 00 00 OF 85 OC 00 ES B3 FF 80 3E 14 00 00 £P Sth 1> 1 &7¥0>
0D00DOFC | OF 84 61 00 B4 42 8A 16 24 00 16 IF 8B F4 CD 13 66 58 SB 07 66 58 66 58 1F EB 2D 66 I1a 'BI & 161 £X[ XX &f
00000118 33 D2 66 OF B7 OE 18 00 €6 F7 F1 FE C2 8A CA 66 8B DO 66 Cl EA 10 F7 36 1A 00 86 D6  30f f-RBAIEE IDEAS <6 10
00000134 8 16 24 00 8A E8 CO E4 06 DA CC B8 01 02 CD 13 OF 82 13 00 8C CO 05 20 00 8E CO 66 I & #2As I, T 1 1A 1At
00000150 FF 06 10 00 FF OE OE 00 OF 85 6F FF 07 IF 66 61 C3 A0 F8 01 E2 03 00 &40 FBOLES 03 § ¥ loy fakes @& 5l
Sector 0of 206324 | Offset 0] =235 Block: na | Siee nia |
57.Pada Directory Browser, click FILE1.TXT.
58. Pada panel bawah memperlihatkan raw hex data pada cluster pertama yang berisi data
FILE1.TXT, seperti terlihat di bawah.
Drive E: =10 x|
e File Edt Search Navigation View Tools Specialist Options Window Help =18 x|
DBHEGEE | ~BEhip ALMLEA | > REs Q500  &d4roE | &
Dat. \ 12 files, 3 dir.
Ty Neme = [Ew [ See[Cienied [Modied [Accessed [ [Tstsector]
= = || $atDef 25KB 01/27/2013 1219.... 01/27/2013 12:19.... 01/27/2013 1219.... SH 68,759
jjBadClus 0B 01/27/2013 121%.... 01/27/2013 1219.... 01/27/2013 1219.... SH [Data Inte X
_] $Bitmap 25.2KB 01/27/2013 1218.... 01/27/2013 1219.... 01/27/2013 1219.... SH 103,258 8
] $Boot 8.0KB 01/27/2013 1219.... 01/27/2013 1219.... 01/27/2013 0 16 Bit (x): 12533
] $LogFile 20MB 01/27/2013 1219.. 01/27/2013 1218.... 01/27/2013 . 64663 32Bit [#): 825307441
Q_SMFT 32.0KB 01/27/2013 1218.... 01/27/2013 1219.... 01/27/2013 1219... SH 68,775
J $MFTMin 4.0KB 01/27/2013 1219.... 01/27/2013 1219.... 01/27/2013 1219.... SH 103,162
.. $Secure. 0B 01/27/2013 1219.... 01/27/2013 12:19.... 01/27/2013 1219.... SH
_] $UpCase 128KB 01/27/2013 1219.... 01/27/2013 1219.... 01/27/2013 1219.... SH 103,309
_] $Volume 0B 01/27/2013 121%.... 01/27/2013 12:19.... 01/27/2013 12:19.... ISH
R [ WIS I EE 5
) FILE2TXT TXT 1.0KB 01/27/2013 12:21:... 01/27/2013 11:15... 01/27/2013 12:21:... A | | -
Of fset 01 2 3 4 5 6 7 8 9 A B C D E F 10 11 12 13 14 15 16 17 18 19 14 1B < I ! ,:_l
02193800 @1 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 @11 1111111111111111111
0219381C 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111111111111111
02193838 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111111111111111
02193854 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111111111111111
02193870 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111111111111111 _I
0219388C 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111111111111111
02193848 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111111111111111
021938C4 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111111111111111
021938E0 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111111111111111
021938FC 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111111111111111
02193918 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111111111111111
02193934 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111111111111111
02193950 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111111111111111
Sector 68764 of 206324 | Offset: 2193800 =43 | Block: n/a | Size: n/a

59. Perhatikan tanda icon kuning yang ditandai dengan kotak hijau pada gambar. (Memperlihatkan
magnifying glass pada folder). Icon toggles memperlihatkan Directory Browser. Click.

60. Directory Browser menghilang, maka kita bisa melihat lebih jelas hex view, seperti di bawah.

61. Gulung ke atas beberapa baris pada hex view sehingga bisa terlihat dimana karakter "1" bermula,
seperti terlihat di bawah.

62. Karakter 1 bermula pada sector. Nomor sector number terlihat pada kiri bawah —pada contoh,
bermula pada Sector 68764.
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B winHex - [Drive E:] B I [=] 53]
e File Edit Search MNavigation View Tools Specialist Options Window Help =& x|
DELSEYE  -BELN  AANEHA | »BReE=  9homp  KSrOE | ©
Of fset 01 2 3 4 5 6 7 8 9 4 B C D E F 10 11 12 13 14 15 16 17 18 19 14 1B < 3]‘ ;I
02193790 00 00 00 00O OO OO OO OO 0O OO OO OO OO OO OO OO OO OO OO OO OO OO OO OO OO OO OO 0O
021937AC 00 00 00 00 0O OO OO OO 00 0O 0O OO OO 0O OO OO 0O OO OO 0O OO OO 0O OO 0O OO 00 0O
021937C8 00 00 00 00 0O OO 00 OO 00 0O 0O OO OO 0O OO OO 0O OO OO 0O OO OO 0O OO 0O OO 00 0O
021937E4 00 00 00 00O OO OO OO OO 0O OO OO OO OO OO OO OO OO OO OO OO OO OO OO OO 0O 00 OO 0O
02193800 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 [111111111111111111111111111
0219381C 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111111111111111
02193838 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111111111111111
32 Bit (): 825307441 02193854 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111111111111111
02193870 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111111111111111
0219388C 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111111111111111 J
02193848 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111111111111111
021938C4 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111111111111111
021938E0 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111111111111111
021938FC 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111111111111111
02193918 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111111111111111
02193934 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111111111111111
02193950 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111111111111111
0219396C 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111111111111111
02193988 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111111111111111
02193944 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111111111111111
021939C0 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111111111111111
021939DC 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111111111111111
021939F8 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111111111111111
02193414 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111111111111111
02193430 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111111111111111
0219344C 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111111111111111
02193468 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111111111111111
02193484 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111111111111111 _I
&
Sector 68764 of 206324 | Dffset 2193800 =49 | Block: n/a | Size: n/a |
63. Gulung ke bawah Hex view sampai ketemu akhir karakter "1".
64. Seperti terlihat di bawah, karakter 1 memenuhi satu sector seluruhnya, dan hamper mengisi next
sector (68765 pada contoh).
=lojx|
‘e Flle Edt Search Navigation View Tools Specialst Options Window Help =8| x|
DEEHSEE [~ D@Ehn AANEA | 2 ReEy 9heomO  HroD | @
ta Of fset 01 2 3 4 5 6 7 8 9 A B C D E F 10 11 12 13 14 15 16 17 18 =y ﬂ
File Edt 021939A4 |31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111111111111111
021939C0 |31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111111111111111
021939DC 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111111111111111
021939F8 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111111111111111
02193A14 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 3131 31 1111111111111111111111111111
8Bit (2} 43 02193430 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 3131 31 31 31313131 1111111111111111111111111111
16 Bit (2] 49 0219344C 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111111111111111
32Bit (2] 49 02193468 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 313131 1111111111111111111111111111
02193484 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111111111111111
02193440 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 111111111111111111111
31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111111
31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31313131 31313131 1111111111111111111
31 31 31 31 31 31 31 31 31 31 31 31 313131 31313131 31313131 1111111111111111111
31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111111
31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111111
31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111111
. 193864 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111111
02193B80 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111111
02193B9C 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 3131 31 31 3131 31313131 1111111111111111111
02193BBE 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111111
02193BD4 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 00000000 00 00 00 00 111111111111111111
02193BF0 00 00 00 00 0O 00 00 00 00 00 00 00 00 32 32 32 32 32 32 32 32 32 32 32 32
02193C0C |32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 2222222222222222222222222222
02193C28 |32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 2222222222222222222222222222
02193C44 |32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 2222222222222222222222222222
02193C60 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32323232 32323232 2222222222222222222222222222
02193C7C |32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 2222222222222222222222222222
02193C98 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 2222222222222222222222222222 _I
Sector 68765 of 205324 Offset: 2193BE7 =49 | Block: n/a See n/a‘

Simpan Screen Image

65. Pastikan screen memperlihatkan hex view yang menampilkan akhir dari karakter "1", beberapa

bytes nol, dan awal dari karakter "2", sepereti di atas.

66. Tekan tombol PrintScrn untuk mengkopi seluruh desktop ke clipboard.
HARUS SUBMIT FULL-SCREEN IMAGE UNTUK MENDAPATKAN POIN MAKSIMAL!

67. Simpan dengan nama "NamaKamu_ Proj8a".

Melihat FILE2.TXT menggunakan WinHex

68. Gulung layar ke bawah untuk mencari akhir karakter "2".

69. Maka akan terlihat pola yang sama, memenuhi satu sector, dan hamper mengisi sector berikutnya,

seperti berikut.

FCCF - Yesi Novaria Kunang, S.T., M.Kom. Page 7 of 18
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B8l winHex - [Drive E:] -(0f x|
< Flle Edit Search Navigation View Tools Specialist Options Window Help =& x|
DBLHEEE  ~BEhin ALY ES o REs 9wl  K4P)oE | &

[Case D Offset 0 1 2 3 45 6 7 8 9 ABCDEF 101112131415 16 17 18 19 1A 1B| ~ | &) Al

File Edt 02193E04 | 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32

02193E20 | 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32| 2222222222222222222222222222

02193E3C |32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32

02193ES8 | 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32323232

X 02193E74 |32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 2222222222222222222222222222

8Bit (+]: 50 02193ES0 | 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32
16 Bit [+]: 50 02193EAC | 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32| 2222222222222222222222222222
32 Bit (): 50 02193EC8 |32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 3232 32

02193EE4 | 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32| 2222222222222222222222222222

02193F00 |32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 3232 32

02193F1C | 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32323232

02193F38 |32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32

02193F54 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32323232

02193F70 | 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32| 2222222222222222222222222222

02193F8C | 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32

02193FA8 | 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32| 2222222222222222222222222222

02193FC4 |32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 3232 32
02193FE0 | 32 32 32 32 32 32 32 32 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 22222222
02193FFC | 00 00 00 0O 00 00 00 0O 00 0O 0O OO OO0 OO 0O OO OO 0O OO OO0 OO 0O OO OO 0O OO 00 OO
02194018 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 00 00
02194034 | 00 00 00 0O 0O 00 0O 0O 00 0O 0O OO OO0 OO 0O OO OO 0O OO OO OO 0O OO OO OO OO 00 OO
02194050 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O 00 0O 00 00 00 00 0O 00 00 00
0219406C 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O OO0 00 00 00 00 00 00 00
02194088 |00 00 00 0O 0O OO0 OO OO 00 0O 0O 0O OO0 OO 0O OO OO0 0O OO OO0 OO 0O OO OO 0O OO 00 OO
02194044 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
021940C0 | 00 00 00 0O 0O 00 OO OO 00 OO 0O OO OO0 OO 0O OO OO 0O OO OO0 OO0 0O OO OO 0O OO OO0 OO
021940DC | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
021940F8 | 00 00 00 0O 0O 00 OO 0O 00 OO 0O OO OO0 OO 0O OO OO 0O OO OO OO 0O OO OO 0O OO 00 OO

Sector 68767 of 206324 | Offset: 2193FE7 | =50 | Block: n/a | Size:

70. Berikut ringkasan data layout:
Sector Contents

68764 1s
68765 1ls and Os
68766 2s

68767 2s and Os

Pada kanan atas WinHex terdapat tombol X, seperti terlihat di gambar.
Click tombol X bagian bawah. Tutup "New Volume" drive. Click tombol X yang lain. Untuk
menutup WinHex.

Menambah File FILE1.TXT

71. Pada komputer virtual, click Start, "My Computer".

72. Double-click icon "New Volume" untuk membuka volume.

73. Double-click icon FILE1.TXT untuk membuka file di Notepad.
74. Pada Notepad, click Edit, "Select All", seperti di gambar.

75. Di Notepad, click Edit, Copy.

76. Di Notepad, click Edit, Paste.

77.Di Notepad, click Edit, Paste lagi.

78. Di Notepad, click File, Save.

79. Tutup Notepad.

Melihat File Fragmen di WinHex

80. Pada komputer virtual, click Start, "All Programs", WinHex.
81. Dari menu WinHex, click Tools, "Open Disk...".

FCCF - Yesi Novaria Kunang, S.T., M.Kom. Page 8 of 18
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"H? Winklex

File Edit Search MNavigation View WILSN Specialist Options Window Help

~

=

& &

File Edit

is start

ISR SN .|

=2 Open Disk...
Disk Tools
File Tools

G Open BAM...

Extemal Programs
[ Calculator
Hex Converter...

Hash Database

Start Center...

4

Alt+F3

>

Alt+F8

F8

»

Enter

[ New Volume (E:)

=
& winhex

S8 &

W

it

B3 winHex

25 Point

FEX)

82. Pada kotak "Edit Disk", click "New Volume", dan click tombol OK.
83. Dari menu WinHex, click View, Show, "Directory Browser".

84. Kotak pops up yang menampilkan snapshot sudah digunakan, seperti pada gambar. Directory
Browser sebenarnya bekerja dari copy data yang disebut Snapshot, bukan dari original disk.

85. Kita barusan merubah disk, sehingga snapshot yang lama menjadi tidak akurat.

86. Jadi click "Take a new one".

87. Panel Directory Browser muncul di taengah atas jendela.

88. Gulung ke bawah untuk mencari FILE1 . TXT dan FILE2.TXT.
89. Pada Directory Browser, click FILE1.TXT.
90. Perhatikan FILE1 sekarang berukuran 2.0 KB, seperti berikut.

o
e File Edit Search Navigation View Tools Specialist Options Window Help =8 ‘5,
DELHEEE  cB@LHR ALY YA -BREs 9FaompO  HAroE | &
4\ 12 files, 3 dir.
e Edt Name a [Ext [ Size | Created [ Modified [Accessed [atr_ [t sector| -
- — \j $attDef 25KB 01/27/2013 121 01/27/2013 12 01/27/2013 12 68,759
.. $BadClus 0B 01/27/2013 1 01/27/2013 12 01/27/2013 12
] $Bitmap 25.2KB 01/27/2013 121 01/27/2013 1218:... 01/27/2013 12 103,258
| ) $Boot B.0KB 01/27/2013 12:19... 01/27/2013 1218... 01/27/2013 12 0
i ] $LogFile 20MB 01/27/2013 12:19.... 01/27/2013 12:19... 01/27/2013 12:13: 64,663
L MFT 32.0KB 01/27/2013 121 01/27/2013 1218:... 01/27/2013 12 68775
\_] $MFTMir 4.0KB 01/27/2013 12:19.... 01/27/2013 12 01/27/2013 12 103,162
.. $5ecure .. 01/27/2013 1219.... 01/27/2013 1219... SH
| $UpCase 128KB 01/27/2013 121 01/27/2013 1218.... 01/27/2013 12 SH 103,309
\_] $Volume 0B 01/27/2013 1 01/27/2013 1 01/27/2013 12
F|LE1 TXT TXT 0 [ NERE 0 3 15:
|_] FILE2TXT TXT 1.0KB 01/27/2013 12:21.... 01/27/2013 11:15... 01/27/2013 12:21:... 2 -
Offset 01 2 3 4 5 6 7 8 9 A B C D E F 10 11 12 13 14 15 16 17 18 19 14 1B 7 | &) ;J
02193800 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 [111111111111111111111111111
0219381C |31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111111111111111
02193838 |31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111111111111111
02193854 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111111111111111
02193870 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111111111111111
0219388C |31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111111111111111
02193848 |31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111111111111111
021938C4 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111111111111111
021938E0 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111111111111111
021938FC | 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111111111111111
02193918 |31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111111111111111
02193934 |31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111111111111111
02193950 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 1111111111111111111111111111 _I
-
Sector 68764 of 206324 | Offset 2193800 | - 43 Block: wa | Sis na |

FCCF - Yesi Novaria Kunang, S.T., M.Kom. Page 9 of 18
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91. Click icon kuning untuk menyembunyikan Directory Browser, seperti yang dilakukan
sebelumnya.

92. Gulung ke bawah melewati dua sectors karakter "1".

93. Gulung ke bawah melewati dua sectors karakter "2".

94, Seharusnya ada dua sectors karakter "1" yang lain di bawah karakter "2" seperti terlihat di bawah

mi.

95. Ringkasan data layout:

Sector

Contents

2s
2s and Os
1s
1ls and Os

Melihat MFT Record

96. Click icon kuning kecil untuk melihat Directory Browser lain.
97. Gulung ke bawah.
98. Klik kanan FILE2.TXT.
99. Pada context menu, click Navigation, "Go To FILE Record", sperti di gambar berikut ini.

B winHex - [Drive E:] =10 x|
< File Edit Search Navigation View Tools Specialist Options Window Help =8|
D& | cB@hn AXL KA >RNEs QG0  H)OE | &
= \ 12 files, 3 di.
Fie Edt Nare « [Ext | Size | Created [ Modified [Accessed [ttt sector| -
— ) s4uDef 25KB 01/27/2013 1219.... 01/27/2013 1219.... 01/27/2013 12:15.... SH 68,759
... $BadClus 08B 01/27/2013 12119.... 01/27/2013 12:19... 01/27/2013 121%.... SH
] $Bitmap 25.2KB 01/27/2013 12:1%... 01/27/2013 12:19.... 01/27/2013 12:19.... SH 103,258
[Data x| ) $Boot 8.0KB 01/27/2013 12:19.... 01/27/2013 12:19.... 01/27/2013 12119... SH [
8 Bit (+}: 50 ] $LogFile 20MB 01/27/2013 1219.... 01/27/2013 12:19.... 01/27/2013 1219... SH 64,663
16 Bit (+]: 12850 L SMFT 32.0KB 01/27/2013 1219 01/27/2013 1218.... 01/27/2013 1219.... SH 68,775
32 Bit (+]; 842150450 ] SMFTMin 4.0KB 01/27/2013 12:19.... 01/27/2013 12:19.... 01/27/2013 1219... SH 103,162
T | .L.$Secure 08 01/27/2013 12119... 01/27/2013 12:19... 01/27/2013 12:1%:... SH
] $UpCase 128KB 01/27/2013 12:19... 01/27/2013 121%:... 01/27/2013 1219.... SH 103,303
] $Volume 0B 01/27/2013 1219.... 01/27/2013 1219.... 01/27/2013 1219.... ISH
] FILEL.TXT TXT 2.0KB 01/27/2013 3 1559... 01/27/2013 1559.. 14 68,764
N 5 WS ) 22 N —= -
Offset 0 1 2 3 45 6 7 8 9 A BCDE F 1011 yeerProgams v 12 18] 2 [Q) Al
02193C00 |32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 | Open 32 32
02193C1C |32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32
02193C38 |32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 : Recover/Copy.. 32 32 2222222222222222222222222222
02193C54 |32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 : Hide >b 2o 2o ?
02193C70 | 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 Go To beginning of file 2222222222 _|
02193CBC |32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 List Clusters 2222222222
02193CA8 |32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 Go To FILE Record 2222222222
02193CC4 |32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 Find parent object 2222222222
02193CE0 | 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 ! Copy'01/27/2013 12:2L:..." Sem selected item from volame roet_|2222222222
02193CFC | 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 2222222222
02193D18 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 3 lumptoitem#... 2222222222
02193D34 | 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 3 Sort by record offset 2222222222
02193D50 |32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 3 ponotsortlist 2222222222 -
Sector 68766 of 206324 Offset 2193C00 | =50 | Block: n/a | Sice: n/a

100.
101.
102.
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Master File Table (MFT) record berisi informasi tentang FILE2.TXT.
Tiap MFT record berawal dengan text ASCII "FILEQ".

Arahkan ke text, sehingga tampilan menjadi seperti pada gambar berikut.
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L)

o REs G emO  KH4rOE | &

3
45
oo
oo
01
oo
oo
i)
01
oo
i)
00
00
FF
00
00
00
00
00
00
oo
oo
oo
oo
oo
oo
i)
oo
i)

4
k0]
oo
60
FB
oo
oo
18
84
oo
58
00
E8
82
00
00
00
00
00
00
oo
oo
oo
oo
oo
oo
oo
oo
oo

S 6 7 8
00 03 Fé
00 0o oo
00 0o oo
89 81 c2
00 00 oo
00 00 oo
00 01 0s
37 A4 CB

9 4 B C D E F
20 10 00 00 00 0O 0O
00 00 00 04 00 0O 0O
00 00 00 00 00 0O 0O
FC CD 01 13 SC 1D D8
00 00 00 00 0O 0O 0O
00 00 00 30 00 0O 0O
00 00 00 00 00 0S5 0O
FC CD 01 84 37 A4 DE
00 00 00 00 00 0O 0O
00 00 00 80 00 0O 0O
00 00 00 00 00 00 00
00 00 00 E8 03 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 0O 0O
00 00 00 00 00 0O 0O
00 00 00 00 00 0O 0O
00 00 00 00 0O 0O 0O
00 00 00 00 00 0O 0O
00 00 00 00 0O 0O OO
00 00 00 00 0O 0O 0O
00 00 00 00 00 0O 0O
00 00 00 00 00 0O 0O

i)
i)
00
03
79
00
00
00
00
00
00
oo
oo
oo
oo

0o
54
00
00
47
00
00
00
00
00
09
0o
0o
oo
oo
oo
oo
ih)
oo
i)

0o
oo
oo
0o
oo

B winHex - [Drive E:]
“w File Edt Search Navigation View Tools Specialist Options Window Help
D& | - Ba DR
Offset 01 2
File Edit 0219C600 | 46 49 4C
— 0219C61C | 00 04 00
0219C638 | 10 00 00
0219C654 | CB FC CD
[Data Interp X 0219C670 | 20 00 00
8Bt (¢] 48 0219C68C | 00 00 00
16 Bit (+]; 48 0219C648 | 54 00 00
32 Bit (£): 196656 0219C6C4 | CB FC CD
0219C6E0 | 00 00 00
0219C6FC | 2E 00 54
0219C718 | 00 00 00
0219C734 | 00 00 00
0219C750 | FF FF FF
0219C76C | 00 00 00
0219C788 | 00 00 00
0219C744 | 00 00 00
0219C7C0 | 00 00 00
0219C7DC | 00 00 00
0219C7F8 | 00 00 00
0219C814 | 00 00 00
0219C830 | 00 00 00
0219C84C | 00 00 00
0219C868 | 00 00 00
0219C884 | 00 00 00
0219C8A0 | 00 00 00
0219C8BC | 00 00 00
0219C8D8 | 00 00 00
0219C8F4 | 00 00 00
Sector 63835 of 206324

| Offset: 2190604 |

10
01
1E
48
cs
oo
70
8h
CB

11
oo
oo
oo
FC
oo
oo
37
FC
03
oo
00
00
00
00
00
00
00
00
00
oo
oo
oo
oo
oo
oo
oo
oo
oo

12
01
oo
oo
CD
i)
oo
Ad
CD
46
oo
00
00
00
00
00
00
00
00
00
oo
oo
oo
oo
oo
oo
oo
oo
oo

13
oo
oo
oo
01
00 04
00 00
DE CB
01 00
00 49
00 01
00 00
00 31
00 00
00 00
00 00
00 00
00 00
00 00
00 00
[li]
00 oo
00 oo
00 oo
00 00
00 00
00 00
00 00
00 00

14
38
09
18
84

15
0o
0o
oo
37
01 00
a0 00
FC CD
00 00
00 4C
00 00
00 00
02 SE
00 00
00 00
00 00
00 00
00 00
00 00
00 00
00 00
00 00
a0 00
a0 00
a0 00
a0 00
00 00
00 00
00 00

16
01
oo
oo
A4

17
0o
0o
0o
DE
0o
oo
01
oo
0o
0o
00
oc
00
00
00
00
00
00
00
0o
0o
0o
0o
0o
oo
oo
0o
oo

19
01
oo
37
FC
oo
oo
37
oo
oo
0o
04
00
00
00
00
00
00
00
00
oo
oo
oo
oo
oo
oo
oo
oo
oo

12
oo
oo
A4
CD
oo
02
A4
oo
32
03
00
01
00
00
00
00
00
00
00
oo
oo
oo
oo
oo
oo
oo
ih)
oo

1B
0o
oo
DE
01
oo
oo
DE
oo
oo
oo
00
00
00
00
00
00
00
00
00
0o
0o
oo
oo
oo
oo
oo
oo
oo

FILEO

TXT

- 48 Block:

||

=]

N H
Edl arnedil N oEuf 178pEil

T
Eill 17HpEdl 1 78pEif

179p

P
178pEHT 178p

FILE?Z2
1

& 11

213C600 - 213CE04 | Size:

|

MEFT Record Header
MFT Record dimulai dengan 56-byte header.
Yang kita butuhkan menghitung 56 bytes dari titik ini. Akan lebih mudah dengan hanya

103.
104.

menampilkan 16 bytes tiap baris

105.
106.

bawah.

107.

General Options

[V Restore last window arangement *
[T recent documents in list

[ Items in Windows context menu’
[ Allow multiple program instances >
[~ Do not update file time

Open data windows maximized
WinHex context menu

Show file icons *

Save program settings in .cfg file®

Number partitions by disk location
Auto-detect deleted partitions
Sector reading cache

[~ Check for surplus sectors

[~ Alemative disk access method*

Click OK.

Substitute pattem for urreadable sectors:

JUNREADABLESECTOR
—
Cancel

Folder for temporary files:
[CADOCUME “1\Student\LOC .. |
Folder for images and backup files:
|C:ADDCUME ~1\Student\LOC

[T Default when adding images
Folder for cases and projects:

|

Folder for templates and scripts:

|

[V Gallery: Show pictures in archives
v Gallery: Allow auxilary thumbnails
Prefened thumbnail size:  [30

|

Dari menu WinHex, click Options, General.

[~ Generate Ox [T00%  with Enter
[T Generate Tabs with Tab key

[V <0x20 substitute character. [~
[~ Display bytes as text one by one
[V Hexadecimal offsets

[V Vitual addiesses in RAM editor
[¥ Display page separators ?

g bytes per line

[8~ -byte groups

21 2] <] ] ialog window stye

[V Search hit highlighting in File mode *
r T e ot
Block background color: [ | ...
Record backgmd color: [ | .|
Annotation color: ] .
[V Highl modified bytes: [l ...

Font Courier !

Help

Notation...

—

2

108.

pada baris "Offset" di atas menu, seperti terlihat di gambar bawah.

109.
110.

Click pada byte: 46 pertama.

tiga baris dari 16 bytes dari total of 48 bytes.

111.

tersebut.

FCCF - Yesi Novaria Kunang, S.T., M.Kom. Page 11 of 18

Tekan dan tahan Shift key, tekan panah kanan sampai bytes O hingga 7 pada baris

Pada sisi kanan, di tengah, masukkan 16 pada kotak "bytes per line", seperti terlihat di

WinHex sekarang menampilkan hanya 16 bytes tiap baris, di beri label 0 meskipun F

Tekan Shift key dan tekan panah ke bawah di keyboard tiga kali. Perintah ini memilih
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112. Perintah ini memilih 56 bytes dari MFT record header, seperti terlihat di bawah.
e Flle Edt Search Navigation View Tools Specialst Options Window Help
DI ® o lR@mBR | MBS EMN | o PeEs | oL | B4 OB
Of fzat 0 1 2 3 465 6 7 89 ABCDEF ~|a] A
File Edt 0219C600 | 46 49 4C 4S5 30 00 03 00 Fé 20 10 00 0O OO 00 00 FILED o
0219C610 |01 00 01 00 38 00 01 OO S8 01 00 0O OO 04 00 0O 8 X
0219C620 |00 00 00 00 00 00 00 00 04 00 00 00 1E 00 00 00
0219C630 09 00 00 00 00 00 00 00 10 00 00 00 60 00 00 0D
[Data Interpestil | | 0219ce40 00 00 00 00 0O 00 00 00 48 0O 00 00 18 00 00 00 ~H
8BR (1.0 0219C650 | 8A 37 A4 DE CB FC CD 01 FB 89 81 A2 C2 FC CD 01 178bEut annodiit
16 Bit (2] 4036 0219C660 |13 SC 1D D8 C8 FC CD 01 8A 37 A4 DE CB FC CD 01 ~ @Eul §7¢bEiil
32 Bit (2} 409 0219C670 |20 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
0219C680 |00 00 00 00 04 01 00 00 00 00 00 00 00 00 00 0O
0219C6%0 |00 00 00 00 00 OO OO OO 30 00 00 0O 70 OO0 OO0 0O 0 P _j
0219C6A0 |00 00 00 00 00 00 02 00 54 00 00 00 18 00 01 00 T
0219C6BO0 | 05 00 00 00 00 00 05 00 8A 37 A4 DE CB FC CD 01 175pEit
0219C6CO | 8A 37 A4 DE CB FC CD 01 8A 37 A4 DE CB FC CD 01 §7=bEil §7¢bEiil
0219C6D0 | 8A 37 A4 DE CB FC CD 01 00 00 00 00 00 00 00 00 §7=pEut
0219C6E0 | 00 00 00 00 00 00 00 00 20 00 00 00 00 00 00 0D
0219CEF0 | 09 03 46 00 49 00 4C 00 45 00 32 00 2E 00 S4 00 FILE2 . T
0219C700 S8 00 S4 00 00 00 00 00 80 00 00 00 48 00 00 00 X T 1 H
0219C710 |01 00 00 00 0O 0O 03 OO OO OO OO OO OO OO OO 0O
0219C720 |01 00 00 00 00 0O OO OO0 40 0O 00 0O OO OO OO0 0O @
0219C730 |00 04 00 00 00 OO OO OO E8 03 00 00 OO OO0 OO0 0O @
0219C740 E8 03 00 00 00 00 00 00 31 02 9E OC 01 00 01 00 & 11
0219C750 |FF FF FF FF 82 79 47 11 00 00 00 00 00 00 00 00 §y951yG
0219C760 |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
0219C770 |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O
0219C780 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
0219C790 |00 00 00 00 00 0O OO OO OO OO OO OO OO OO OO 0O
0219C740 |00 00 00 00 00 OO OO OO OO OO 0O OO OO OO OO0 0O
0219C7B0 | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .
»
Sector 68835 of 206324 Offset: 219C637 =0

Informasi Standard (10$nbsp;00$nbsp;00$nbsp;00)

113. Pada next section merupakan bagian "Standard Information".
114. Tiap section dari MFT dimulai dengan empat-byte identifier—pada contoh 10 00 00 00.
115. Jenis MFT attribute bisa dilihat di sini, from http://grayscale-

research.org/new/pdfs/NTES %20forensics.pdf
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Figure 2.7 MFT Record Attribute Type Table

Attribute Name Hexidecimal Value
Unused 0x00
Standard Information 0x10
File Name 0x30
Object ID 0x40
Security Descriptor 0x50
Volume Name 0x60
Volume Information 0x70
Data 0x80
Index Root 0x90
Index Allocation 0xal
Bitmap 0xb0
Reparse Point 0xc0
EA Information 0xdo
EA Oxe0
Property Set 0xf0
Logged Utility Stream 0x100
116. Pada empat bytes berikutnya mengindikasikan panjang section, dalam hexadecimal,
dimulai dengan least significant byte.
117. Selanjutnya delapan bytes yang disorot di bawah ini memperlihatkan Standard

Information section panjang 60 bytes.

1
lex - [Drive E:]
Edit Search Navigation View Tools Specialist Options Window Help
L34
HEX  “-p

DFHESGEE - B@ATR ALLEN -PNeEes  gFo@mp0  H4rpOo@m

Of fset 01 2 3 4 S 6 7 8 9 A B CDEF ]3] ;‘
File Edit 0219C600 46 49 4C 45 30 00 03 00 F6 20 10 00 0O 00 00 00 FILEOD =}
————| 0219%Cé10 01 00 01 00 38 00 01 00 58 01 00 00 00 04 00 00 8 X

0219C620 |00 00 00 00 0O 0O 00 OO 04 00 00 OO 1E 00 00 OO
0219C630 09 00 00 00 00 00 0O OO 10 00 00 00 &0 00 00 0O

[Data Interp o 0219C640 00 00 00 00 00 00 00 OO 48 00 00 00 18 00 00 00 H
8Bit () 0219C650 | 8A 37 A4 DE CB FC CD 01 FB 89 81 A2 C2 FC CD 01 17=bEul appcdil
16Bit (¢} 0 0219C660 13 SC 1D D8 C8 FC CD 01 8A 37 A4 DE CB FC CD 01 \ @Eul §7¢bEil
32Bit (2} 0 0219Ce70 20 00 00 0O 00 00 0O OO 0O OO 00 00 0O 00 00 0O
0219C680 00 00 00 0O 04 01 00 OO 0O OO 00 00 0O 00 00 0O
0219C6%0 00 00 00 0O 00 00 0O OO 30 00 00 00 70 00 00 0O 0 P |
0219CeA0 00 00 00 00 00 00 02 00 54 00 00 00 18 00 01 0O T
0219C6BO | 0S5 00 00 00 00 00 0S5 00 B8A 37 A4 DE CB FC CD 01 178pEiT

0219C6C0 | 8A 37 44 DE CB FC CD 01 8A 37 44 DE CB FC CD 01 7=bEul §7¢bEiil
0219C6D0 | 8A 37 A4 DE CB FC CD 01 00 00 00 00 00 00 00 00 p7%pEul
0219C6E0 00 00 00 00 00 00 0O 00O 20 00 00 00 0O 00 00 0O

0219C6F0 09 03 46 00 49 00 4C 00 4S5 00 32 00 2E 00 S4 00 FILE?2 T
0219C700 | S8 00 S4 00 00 00 00 OO 80 0O 00O OO0 48 00 00 00 X T 1 H
0219C710 01 00 00 00 00 00 03 00 0O 0O 00 00 0O 00 00 0O
0219C720 01 00 00 0O 00 00 00 OO 40 00 00 00 0O 00 00 0O
0219C730 00 04 00 00 00 00 0O OO E8 03 00 00 0O 00 00 0O
0219C740 E8 03 00 00 00 00 00 00 31 02 9E OC 01 00 01 00 e
0219C750 FF FF FF FF 82 79 47 11 00 00 00 00 00 00 00 00 yyyylyG
0219C760 |00 00 00 00 0O 00O 0O OO 0O 0O 00O 0O OO OO OO OO
0219C770 00 00 00 0O 00 00 0O OO 0O 0O 00 00 0O 00 00 0O
0219C780 00 00 00 0O 00 00 0O OO 0O 0O 00 00 0O 00 00 0O
0219C790 00 00 00 0O 00 00 0O OO 0O 0O 00 0O 0O 00 OO OO
0219C740 00 00 00 0O 00 00 0O OO 0O OO 00 00 0O 00 00 0O
0219C7B0 00 00 00 00 00 00 0O OO 0O 0O 00 00 0O 00 00 0O

-0e

=
-0

Sector 68835 of 206324 | Offset: 219CB3F |

118. Sorot seluruh Standard Information section. Terdiri dari enam baris 16 bytes, seperti
terlihat di bawah.
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&3 winHex - [Drive E:]

e File Edit Search Navigation View Tools Specialist Options Window Help

DEFEHSEFE  ~h@RR ALNIEN -NEes FomO  HPaDd
Of fset 0 1 2 3 45 6 7 8 9 A BCDEF| ~|3&| |
Fie Edt 0219C600 | 46 49 4C 45 30 00 03 00 F6 20 10 00 00 00 00 00 FILED &
0219C610 |01 00 01 00 38 00 01 00 58 01 00 00 00 04 00 00 8 X
0219C620 00 00 00 0O 00 0O 0O OO 04 00 0O 00 1E 00 0O 0O
0219C630 | 09 00 00 00 00 00 00 00 10 00 00 00 60 0O 00 00
«| | 0219ce40 |00 00 00 00 00 00 00 00 48 00 0O 00 18 00 00 00 H
8B (2} 0 0219C650 | 8A 37 A4 DE CB FC CD 01 FB 89 81 A2 C2 FC CD 01 178bEul annodiit
168t (2] 12288 0219C660 |13 5C 1D D8 C8 FC CD 01 8A 37 A4 DE CB FC CD 01 \ @Eul 17qbEiit
32Bit (s} 12283 0219C670 |20 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
0219C680 | 00 00 00 00 04 01 00 00 00 00 00 00 00 00 00 00
0219C630 | 00 00 00 00 00 00 00 O 30 00 00 00 70 00 00 00 o p o
0219C6A0 | 00 00 00 00 00 00 02 00 54 00 00 00 18 00 01 00 T
0219C6B0 | 0S5 00 00 00 00 00 0S 00 8A 37 A4 DE CB FC CD 01 170pEit
0219C6CO | 84 37 A4 DE CB FC CD 01 8A 37 A4 DE CB FC CD 01 17¢bEul 178bEiil
0219C6D0 | 8A 37 A4 DE CB FC CD 01 00 00 00 00 00 00 00 00 #7%bEit
0219C6E0 | 00 00 00 00 00 00 00 00 20 00 00 00 00 00 00 00
0219C6F0 | 09 03 46 00 49 00 4C 00 45 00 32 00 2E 00 54 00 FILE2 . T
0219C700 | S8 00 S4 00 00 00 00 00 80 00 00 00 48 00 00 00 X T 1oH
0219C710 | 01 00 00 00 00 00 03 00 00 00 00 00 00 00 00 00
0219C720 |01 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 @
0219C730 | 00 04 00 00 00 00 00 00 E8 03 00 00 00 00 00 00 -
0219C740 E8 03 00 00 00 00 00 00 31 02 9E OC 01 00 01 00 & 11
0219C750 |FF FF FF FF 82 79 47 11 00 00 00 00 00 00 00 00 yyyylyG
0219C760 | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
0219C770 | 00 00 00 00 00 0O 00 00 00 00 00 00 00 0O 00 0O
0219C780 | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
0219C790 | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
0219C7A0 | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
0219C7B0 | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 o
. |
Sector BE335 of 206324 Dffset: 2190657 -0

File Name section

1109.

Section berikutnya dimulai dengan 30 00 00 00 dan panjang 70 bytes, seperti terlihat di

bawah.

120.
121.
122.

Pilih section tersebut.
Perhatikan nama file yang terbaca di akhir section: FILE2. TXT.
Karakter ini merupakan karakter Unicode, terdapat 00 byte setelah setiap karakter yang

terbaca.
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Data Section

\Hex - [Drive E:]
e Edt Search Navigation View Tools Specialist Options Window Help
DL - @BHhHR ALV EA -PEs  QF50o@m0 K4 ram
Of fset 0123456789ABCDEFLJ&J :l
File Edit 0219C600 46 49 4C 45 30 00 03 00 Fé 20 10 00 00 0O 00 00 FILED o
0219C610 01 00 01 00 38 00 01 00 58 01 00 00 0O 04 00 0O 8 X
0219C620 00 00 00 00 00 0O 00O OO 04 00 00 OO 1E 0O 00 0O
0219C630 09 00 00 00 0O 0O 0O OO 10 0O 0O 0O &0 OO OO OO
x| 0219C640 00 00 00 00 00 00 00 OO 48 00 00 00 18 00 00 0O - H
8Bit () 0 0219C650 | 8A 37 A4 DE CB FC CD 01 FB 89 81 A2 C2 FC CD 01 17¢bEil \lllcéul
16 Bit (£} 32768 0219C660 13 SC 1D D8 C8 FC CD 01 84 37 A4 DE CB FC CD 01 N @Eul 178pEit
32 Bit (2} 32768 0219C670 20 00 00 00 00 00 00 OO 0O 0O 00 0O 00 OO 00 0O
0219C680 00 00 00 0O 04 01 00 OO 0O 00 0O OO OO OO OO OO
0219C690 00 00 00 00 OO0 00 OO OO 30 0O 0O OO 70 0O 0O OO 0 P _l
0219Ce6A0 00 00 00 00 00 00 02 00 S4 00 00 00 18 00 01 0O T
0219C6B0O 0S5 00 00 00 00 00 0S 00 8A 37 A4 DE CB FC CD 01 179pEi L
0219C6C0 | 8A 37 A4 DE CB FC CD 01 8A 37 A4 DE CB FC CD 01 17®bEiul 17=bEiil
0219C6D0 | 8A 37 A4 DE CB FC CD 01 00 00 00 00 00 00 00 00 g7®pEut
0219C6E0 00 00 00 00 00 00 0O OO 20 0O 0O OO 0O OO 0O OO
0219C6F0 09 03 46 00 49 00 4C 00 45 00 32 00 2E 00 54 00 FILE2 . T
0219C700 S8 00 S4 00 00 00 00 OO0 80 00 0O OO 48 00 00 00 X T 1 H
0219C710 01 00 00 00 00 00 03 00O 0O 00 0O 0O OO 0O 0O OO
0219C720 01 00 00 00 00 00 00 OO 40 00 00 00 00 0O 00 0O @
0219C730 00 04 00 00 0O 0O OO OO E8 03 00 00 0O OO 0O OO ]
0219C740 E8 03 00 00 00 00 00 00 31 02 S9E OC 01 00 01 00 & 11
0219C750 FF FF FF FF 82 79 47 11 00 00 00 00 00 00 00 00 wyyylyG
0219C760 00 00 00 0O 0O 0O OO OO OO 0O 0O OO OO OO OO OO
0219C770 00 00 00 00 0O 0O 0O OO OO 0O 0O 0O 0O 0O OO 0O
0219C780 00 00 00 00 0O 0O 00 OO OO 00 0O 0O OO 0O 00 OO
0219C790 00 00 00 0O 0O 0O OO OO OO 0O 0O OO OO OO OO OO
0219C740 00 00 00 00 0O 0O OO OO 0O 0O 0O OO 0O OO 00 0O
0219C7B0O 00 00 00 00 00 00 00 OO OO0 00 00 0O 0O 0O 0O 0O _]
=
Sector 68835 of 206324 Offset: 218C707 =0 |

123. Section berikutnya dimulai sengan 80 00 00 00 dan panjang 48 bytes, seperti terlihat di
bawah.

124. Section ini menunjukkan dimana data sebenarnya disimpan di disk.

125. Pilih section tersebut.

FCCF - Yesi Novaria Kunang, S.T., M.Kom. Page 15 of 18



Project 8 : NTFS Data Run 25 Point

&3 winHex - [Drive E:]
e File Edit Search Navigation View Tools Specialist Options Window Help
DFLHEETE @R ALLEA -NEs  gFomO Hdrnoa@

Offset | 0 1 2 3 4 5 6 7 8 9 A B CDE F 2|4l |
Fie Egt 0213C600 | 46 49 4C 45 30 00 03 00 F6 20 10 00 00 00 00 00 FILED o
0213C610 |01 00 01 00 38 00 01 00 58 01 00 00 00 04 00 00 8 X
0219620 | 00 00 00 00 00 00 00 00 04 00 00 00 1E 00 00 00
0213C630 | 09 00 00 00 00 00 00 00 10 00 00 00 60 00 00 0O
| | 0219ce40 |00 00 00 00 00 00 00 00 48 00 00 0O 18 00 00 00 H
TT T 0219C650 | 8A 37 A4 DE CB FC CD 01 FB 89 81 A2 C2 FC CD 01 178bEul aldohiil
16BR (2} 256 0213C660 |13 5C 1D D8 C8 FC CD 01 8A 37 A4 DE CB FC CD 01 ~ @Eul §7mbEit
2Bit 2} 256 0219C670 |20 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
0213C680 | 00 00 00 00 04 01 00 00 00 00 00 00 00 00 00 0O
0213C630 | 00 00 00 00 00 00 00 00 30 00 00 00 70 00 00 0O o p
0213C6A0 | 00 00 00 00 00 00 02 00 54 00 00 00 18 00 01 0O T
0213C6B0 | 05 00 00 00 00 00 05 00 BA 37 A4 DE CB FC CD 01 17EBET
0213C6CO | 8A 37 A4 DE CB FC CD 01 8A 37 A4 DE CB FC CD 01 §7qbEut §7mbEit
0219C6D0 | 8A 37 A4 DE CB FC CD 01 00 00 00 00 00 00 00 00 §7:bEut
0213C6E0 | 00 00 00 00 00 00 00 00 20 00 00 00 00 00 00 0O
0213C6F0 | 09 03 46 00 49 00 4C 00 45 00 32 00 2E 00 54 00, FILE2 . T
0219C700 |58 00 54 00 00 00 00 00 80 00 00 00 48 00 00 00 XT # H
0213C710 |01 00 00 00 00 00 03 00 00 00 00 00 00 00 00 0O
0213C720 |01 00 00 00 00 00 00 00 40 00 00 00 00 00 00 0O o
0213C730 | 00 04 00 00 00 00 00 00 E8 03 00 00 00 00 00 00 &
0213C740 E8 03 00 00 00 00 00 00 31 02 9E OC 01 00 01 00 & 11
0219C750 | FF FF FF FF 82 79 47 11 00 00 00 00 00 00 00 00 §9591yG
0213C760 | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
0213C770 | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O
0213C780 | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O
0213C730 | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O
0213C7A0 | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O
0213C7B0 | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O =
=
Sector 68335 of 206324 Offset 215074 -0
N
126. Delapan bytes terakhir berisi "Data Run", seperti ditunjukkan di bawah ini.

&3 winHex - [Drive E:]

< Fle Edt Search Navigation View Tools Speciaist Options Window Help
DFLHUESETE -~ ADLR AL ENA -BDeEs  gFhompO ' H4POd

Of fset 01 2 3 4 S 6 7 8 9 A B CDEF «|3) _‘_l
Fie Edt 0219C600 | 46 49 4C 45 30 00 03 00 F6 20 10 00 OO OO 00 OO0 FILED o
0219C610 01 00 01 00 38 00 01 00 S8 01 00 0O 0O 04 00 00 8 X

0219C620 |00 00 00 0O 0O 0O OO OO 04 00 0O OO 1E 00 00 0O
0219C630 |09 00 00 00 0O 0O OO OO 10 0O 0O 0O 60 0O 00 0O

x| 0219C640 |00 00 00 00 0O 0O OO OO 48 00 0O 0O 18 00 00 00 H

8Bit (] 1 0219C650 | 8A 37 A4 DE CB FC CD 01 FB 89 81 A2 C2 FC CD 01 178pEul Qllcéﬁl

16 Bit (¢} 1 0219C660 13 SC 1D D8 C8 FC CD 01 8A 37 44 DE CB FC CD 01 \ @Eul §7¢bEiil

32 Bit (£} 65537 0219Ce70 | 20 00 00 00 0O 0O 0O OO 0O 0O 0O 0O OO 0O 00 00
0219C680 00 00 00 00O 04 01 00 OO 0O 0O OO OO OO OO OO OO
0219C690 | 00 00 00 00 0O 0O 0O OO 30 00 0O 0O 70 0O 00 0O 0 p _I
0219C6A0 | 00 00 00 00 00 00 02 00 S4 00 0O 0O 18 00 01 00 T
0219C6B0 | 0S 00 00 00 0O 0O 0S 00 8A 37 A4 DE CB FC CD 01 178pEu

0219C6C0 | 8A 37 44 DE CB FC CD 01 8A 37 44 DE CB FC CD 01 179pEul §7¢bEiil
0219C6D0 | 8A 37 A4 DE CB FC CD 01 00 00 00 00 00 00 00 00 g7=bEut
0219C6E0 | 00 00 00 00 0O 0O OO OO 20 00 0O 0O OO OO OO0 0O

0219C6F0 | 09 03 46 00 49 00 4C 00 45 00 32 00 2E 00 S4 00 FILE2.T
0219C700 S8 00 S4 00 00 0O 0O OO 80 00 0O OO 48 00D 00D OO0 X T 1 H
0219C710 |01 00 00 0O 0O 0O 03 00O 0O 0O 0O 0O OO OO OO0 OO

0219C720 |01 00 00 00 0O 0O OO OO 40 00 0O 0O 0O 0O 00 00 @

0219C730 00 04 00 00 0O 0O OO OO E® 03 00 0O 0O 0O 00 0O &

0219C740 | E8 03 00 00 00 00 00 00 31 02 S9E OC 01 00 01 00 e 11

0219C750 |FF FF FF FF 82 79 47 11 00 00 00 00 00 00 00 00 wyyylyG

0219C760 00 00 00 0O OO 0O 0O OO 0O 0O OO OO OO OO OO OO

0219C770 |00 00 00 0O 0O 0O OO OO 0O 0O 0O 0O OO OO 00 0O

0219C780 | 00 00 00 00 0O 0O OO OO 0O 0O 0O 0O OO OO 00 00

0219C790 |00 00 0O 0O 0O 0O OO OO 0O 0O OO OO OO OO OO OO

0219C740 | 00 00 00 0O 0O 0O OO OO 0O 0O 0O 0O OO OO 00 0O

0219C7B0O 00 00 00 0O 0O 0O 00 OO 0O 0O OO 0O 0O OO OO 0O J
. 1

Sector 68935 of 206324 Offset: 219C74C =1

127. Dalam contoh ini, Data Run adalah
31 02 9E OC 01
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128. Byte pertama seharusnya terbaca sebagai dua nilai individual hexadecimal:
3: 3 bytes terakhir berisi starting cluster number
1: 1 byte pertama berisi panjang bagian file, pada clusters.

Terdapat 2 clusters di baris sini, tiap cluster # 9E 0C 01.
cluster # bytes merupakan notasi "Little Endian", sehingga harus dibalik urutannya, menghasilkan
Cluster number 01 Oc 9E.

Berarti 1x65536 + 12x256 + 9x16 + 14 = 68766, yang merupakan sector number untuk awalan
FILE2.TXT, seperti terlihat pada Directory Browser berikut:

=D
“w Fle Edt Search Navigation View Tools Specialist Options Window Help

DEHE&EE - @ADL AL LA - NeEs 500  HAPraop &
v

Fie Edt Name & [Ex. [ Size | Created | Modified [Accessed (At | 15t sector |
| ] $AMDet 25KB 01/27/2013 1219, 01/27/2013 121... 01/27/2013 1219.... SH 68,759
_..:J.SBedCIus 0B 01/27/2013 1219.... 01/27/2013 121%... 01/27/2013 1219.... SH
) $8itmap 252KB 01/27/2013 1219... 01/27/2013 121%.... 01/27/2013 1219.... SH 103258
[Data Intél x| | s8oot 80KB 01/27/2013 1219, 01/27/2013 1219... 01/27/2013 1219.... SH 0
8Bit (£} 50 _] $LogFie 20MB 01/27/2013 1219... 01/27/2013 1213 01/27/2013 1213.... SH 64,663
16Bit (2} 12850 LLSMFT 320KB 01/27/2013 1219 01/27/2013 1213 01/27/2013 1213... SH 68,775
32 Bit (2} 842150450 ] SMFTMin 40KB 01/27/2013 1219 01/27/2013 1219... 01/27/2013 1219.... SH 103162
L.}.SSecue 0B 01/27/2013 1219.... 01/27/2013 121%... 01/27/2013 1219.... SH
] $UpCase 128KB 01/27/2013 1219... 01/27/2013 1219... 01/27/2013 121%.... SH 103,309
] $Volume 0B 01/27/2013 1219 01/27/2013 121%... 01/27/2013 1219.... ISH
_J FILEL.TXT T 20KB 01/27/2013 12.21:... 01/727/2013 15:53.... 01/27/2013 1559.... 1A 68,764
_] FILE2TXT 13 1221 12772 72013 1221 L 68,766

Offset | 0 1 2 3 4 : < Jar Al
02193C00 |32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 2222222222222222
02193C10 |32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32| 2222222222222222
02193C20 |32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 2222222222222222
02193C30 |32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32| 2222222222222222
02193C40 |32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32| 2222222222222222
02193CS0 |32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 2222222222222222
02193C60 |32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32| 2222222222222222
02193C70 |32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32| 2222222222222222
02193C80 |32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 2222222222222222
02193C90 |32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32| 2222222222222222
02193CA0 |32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32| 2222222222222222
02193CBO |32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 2222222222222222
02193CCO |32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32| 2222222222222222

Sector 68766 of 206324 | Offset 2193000 | 55]0 Block:
Data Run untuk FILE1.TXT

129. Click icon kuning kecil untuk menampilkan kembali Directory Browser.

130. Klik kanan FILE1.TXT.

131. Pada context menu, click Navigation, "Go To FILE Record".

132. Cari MFT record seperti yang dilakukan sebelumnya, untuk mencari Data section dan
File Run.

133. Kali ini File Run berisi dua sections: satu dimulai dengan dengan 31 dan satu lainnya
dimulai dengan 11, seperti terlihat di bawah.

134. Porsi yang kedua lebih simple karena sector numbers bersifat relatif.

135. 11 02 04, yang berarti "dua lebih sectors, dimulai dengan empat sectors setelah previous
block of data".

136. Pilih Data Run, termasuk delapan bytes, seperti berikut.
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<e* File Edt Search Navigation WView Tools Specialist Options Window Help
DFHESTE - @R AL IEN -BNEs 25030 H4rad
Of fset 0133456789ABCDEF/J_U_‘ 3
File Egt 0219C200 46 49 4C 45 30 00 03 00 AC SB 10 00 00 00 OO0 00 FILED ~[
0215C210 |01 00 01 00 38 00 01 00O &8 01 00 00 OO0 04 00 0O 8 1
0219C220 00 00 00 00 00 0O 0O OO OS 0O 00 OO0 1D OO0 OO OO
0219C230 09 00 00 00 00 00 00 OO0 10 00 00 00 60 OO OO OO
n 0219C240 00 00 00 00 00 00 00 00 48 00 00 00 18 00 00 0O H
% 2 0219C250 | 1A CS5 20 D9 CB FC CD 01 8C BO 4D 4D EA FC CD 01 A UEul n°MM&il
16Bit () 4 0219C260 | 8C BO 4D 4D EA FC CD 01 8C BO 4D 4D EA FC CD 01 | MMéul 1°MMeul
32 Bit (2} 1671708164 0219C270 |20 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
219C280 00 00 00 00 04 01 00 OO OO 0O 0O OO OO OO OO OO
0219C290 00 00 00 00 00 00 00 OO 30 00 0O OO 70 OO0 OO OO 0 P _]
0219C240 |00 00 00 00 00 00 02 OO 5S4 00 00 OO 18 00 01 OO T
219C2BO 0S5 00 00 0O 0O 00 0S 00 1A CS 20 D9 CB FC CD 01 A UEut
0219C2C0 |1A CS5 20 D9 CB FC CD 01 1A CS 20 D9 CB FC CD 01 A UEul A OEut
0219C2D0 1A CS 20 D9 CB FC CD 01 00 00 00 00 00 00 00 00 A UEut
0219C2E0 00 00 00 00 00 00 00 OO 20 0O 0O OO OO OO OO OO
0D219C2F0 09 03 46 00 49 00 4C 00 45 00 31 00 2E 00 S4 00 FILEI1 T
0219C300 'S8 00 S4 00 00 00 00 OO0 40 00 OO 0D 28 OO 0D OO X T @ (
0219C310 00 00 00 00 00 0O 04 OO 10 00 0O OO 18 00 0O OO
0219C320 | CF 87 BE 99 D2 68 E2 11 83 86 00 OC 29 57 FB A9 I1%10ha 11 )Wia®
0219C330 80 00 00 00 SO 00 00 OO O01 0O 0O OO OO OO 03 00 1 P
0219C340 00 00 00 00 00 00 00 OO0 03 00 00 00 00 OO OO0 0O
0219C350 40 00 00 00 00 00 00 OO 0O 08 00 OO0 0O OO OO OO @
. 0219C360 | DO 07 00 00 0O 00 00 OO DO 07 0O OO OO OO OO OO P b
0219C370 31 02 9C 0C 01 11 02 04 00 90 6F E1 0OC S9 C3 ED 1 1 104 YAi
0219C380 FF FF FF FF 82 79 47 11 00 00 00 00 00 00 00 00 yyyylyG
0219C3%0 00 00 00 00 00 00 0O OO OO 0O 0O OO OO OO OO OO
0219C3A0 00 00 00 00 00 00 00 OO0 0O 00 OO 0O OO OO OO OO
0215C3B0 00 00 00 00 00 00 00 OO 0O 00 0O OO0 OO0 OO 00 0O
Sector 68933 of 206324 | Offset 219C377 | -4

Simpan Screen Image

137.
138.

Pastikan delapan bytes dipilih, dengan byte pertama 31 dan byte ke-enam 11.
Tekan PrintScrn untuk mengkopi seluruh desktop ke clipboard.

HARUS SUBMIT FULL-SCREEN IMAGE UNTUK MENDAPATKAN POIN PENUH!

139.

Mengumpulkan Project

Kirim melalui elearning

Sources

http://www .epyxforensics.com/node/37

Simpan dengan nama file "NamaKamu_Proj8b".

http://stam.blogs.com/8bits/2009/10/lab-ftk-imager-file-carving-using-the-mft- .html
http://grayscale-research.org/new/pdfs/NTFS %20forensics.pdf
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