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Chapter 2: Objectives

After completing this chapter, students will be able to:
e Explain how rules are used to facilitate communication.

e Explain the role of protocols and standards organizations in
facilitating interoperability in network communications.

e Explain how devices on a LAN access resources in a small to
medium-sized business network.
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Chapter 2:

e 2.1 Rules of Communication
e 2.2 Network Protocols and Standards
e 2.3 Moving Data in the Network
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2.1 Rules of Communication
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What is Communication?

Human Communication

Message signal signal Message

Message ~ ®  Transmitter »  Transmission *  Receiver *  Message
Medium

T
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Establishing the Rules

An identified sender and receiver

Agreed upon method of communicating (face-to-face, telephone,
letter, photograph)

Common language and grammar

Speed and timing of delivery

Confirmation or acknowledgment requirements
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Message Encoding

Message Signal Signal Message
Message ® Encoder * Transmitter ® Transmission ® Receiver ™ Decoder »
Source Medium m

“The Channel*

[
Source
Encoded

Destination
Decoded
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Message Size
An overview of the segmenting process:

e The size restrictions of frames require the source host to break a
long message into individual pieces (or segments) that meet both
the minimum and maximum size requirements.

e Each segment is encapsulated in a separate frame with the
address information, and is sent over the network.

e At the receiving host, the messages are de-encapsulated and put
back together to be processed and interpreted.
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Message Timing

e Access Method The set of rules that defines how a computer
puts data onto the network cable and takes data from the cable
is called an access method. Once data is moving on the network,
access methods help to regulate the flow of network traffic.

o Carrier-sense multiple-access with collision detection (CSMA/CD)

o Carrier-sense multiple-access with collision avoidance (CSMA/CA)
e Token passing

e Demand priority
e Flow Control

e Response Timeout
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Features of Different Access Methods

Type of Broadcast-  |Broadcast-

Token-based |Hub-based
Based Based

Communication

Type of access

Contention |Contention Noncontention|Contention
method

Token Ring 100V G-

Type of network [Ethernet LocalTalk
ARCNet Anylan
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Message Delivery Options
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2.2 Network Protocols and Standards
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Network Protocols

How the message is formatted or structured

The process by which networking devices share information about
pathways with other networks

How and when error and system messages are passed between
devices

The setup and termination of data transfer sessions
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Interaction of Protocols
Application Protocol Hypertext Transfer Protocol (HTTP)

Transport Protocol Transmission Control Protocol (TCP)

Internet Protocol Internet Protocol (IP)

Network Access Protocols Data link & physical layers
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Protocol Hierarchies

Host 1 Host 2

Layer 5 protocol
Layer 5 |-——-=-—-——=————— - =| Layer5
Layer 4/5 interface

Layer 4 protocol

Layer 3/4 interface

s
Layer 2/3 interface

!

Physical medium
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Protocol Hierarchies

Layer 5 protocol

S A R TR B AT
Layer 2 l {
t |

% % % I 8 2 Y e 1 ) A CA G Y Y

1

Source machine Destination machine

Example information flow supporting virtual
communication in layer 5.
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Protocol Suites and Industry Standards

AppleTalk

-
L
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Novell
Netware

HTTP
DNS

DHCP

FTP

ROSE
TRSE

AFP

NDS

TCP
UDP

TPO TP1
TP2
TP3 TP4

ATP AEP
NBP RTMP

SPX

IPv4 IPv6
ICMPv4
ICMPv6

CONP/CMNS
CLNP/CLNS

AARP

IPX

Ethernet

PPP

Frame Relay

ATM

International Standard
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TCP/IP Protocol Suite and Communication

| DNS | BOOTP

] EEEE 000 |
e | NAT I| ICMP I

ARP
B el ~ N - -]

EIGRP BGP
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Standards Organizations Open Standards

The Internet Society (1ISOC)

The Internet Architecture Board (IAB)

The Internet Engineering Task Force (IETF)
Institute of Electrical and Electronics Engineers (IEEE)
The International Organization for Standards (ISO)
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Open Standards

< IEEE
= /-8
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Standards Organizations IEEE

Number Topic

802.1 Overview and architecture of LANs

802.2 Logical link control

802.3 Ethernet

802.4 Token bus (was briefly used in manufacturing plants)
802.5 Token ring (IBM’s entry into the LAN world)

802.6 Dual queue dual bus (early metropolitan area network)

802.7 Technical advisory group on broadband technologies
802.8 Technical advisory group on fiber optic technologies
802.9 L | Isochronous LANs (for real-time applications)
802.10 L | Virtual LANs and security

802.11* | Wireless LANs (WiFi)

802.12 L | Demand priority (Hewlett-Packard's AnyLAN)
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Standards Organizations IEEE

802.13

Unlucky number; nobody wanted it

802.14 |

Cable modems (defunct: an industry consortium got there first)

802.15*

Personal area networks (Bluetooth, Zigbee)

802.16 *

Broadband wireless (WiMAX)

802.17

Resilient packet ring

802.18

Technical advisory group on radio regulatory issues

802.19

Technical advisory group on coexistence of all these standards

802.20

Mobile broadband wireless (similar to 802.16e)

802.21

Media independent handoff (for roaming over technologies)

802.22

Wireless regional area network
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Other Standards Organization

The Electronic Industries Alliance (EIA)

The Telecommunications Industry Association (TIA)

The International Telecommunications Union
Telecommunications Standardization Sector (ITU-T)

The Internet Corporation for Assigned Names and Numbers
(ICANN)

e The Internet Assigned Numbers Authority (IANA)
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The OSI

Reference Model

Name of unit
exchanged

— Application protocol
7 | Application Application | APDU
Interface

Layer

6 Presentation protocol PPDU
5 [ session Session protocol Sesson | SPDU

4 | Transport Transport prefocol Transport | TRDU
Communication subnet boundary

Intemal subnet protocol

A

Packet

‘ Data link |.--

Frame

Physical |.. Physical }-—7‘| Physical ‘._ __-‘ Physical ‘

Router Router Host B

Host A

Network layer host-router protocol
Data link layer host-router protecol
Physical layer host-router protocol
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2.3 Moving Data in the Network
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Protocol Data Units (PDUs)

Encapsulation

ﬁ| ———
Transport

header -2

Transport
header

header

Transport
‘header

header
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Protocol Encapsulation

Protocol Encapsulation Terms

Dal!

]Uw Data
TCP B.gmlnl
IP Packet
Ethernet Frame

Web

Client
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Network Addresses and Data Link Addresses
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Physical Data Link [ Network ] [ Transport ] Upper Layers
Timing and g:gtg‘:l}'rgg E:Sga:éo?c:{‘d Destination and | Encoded
synchronization physical e 9 source process | application
bits addresses addresses number (ports) | data
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Communicating with Device / Same Network

Data Link

Network Layer

|/ Ethernet Frame Header —Ili IP Packet Header —’

Destination

Source

Source

Destination

Cc-cc-cc-Cc-
cc-cc

AA-AA-AA-AA-
AA-AA

Metwork © Host
192.168.1. 1 110

Network © Host
192.1681.: 9

PC1
192.168.1.110

AA-AA-AA-AA-AA-AA

FTP Server

192.1

68.1.9

cc-ce-ce-ce-ce-ce
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MAC and IP Addresses

R1
192 168.1.1
1-11-A1-11-11-11

PC1
192.168.1.110
AA-AAAAAAAAAA

PC2
192168111
BE-BB-BB-BE-BE-BB

FTP Server
192.168.1.2
CC-CC-CC-CC-CC-CC
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Communicating Device / Remote Network

Data Link Network Layer

I— Ethernet Frame Header —”— |P Packet Header —I

Destination Source

Source Destination

11-11-11-11- | AA-AA-AA-AA- | Network : Device | Network : Device
11-11 AA-AA 192168.1. 1 110 | 17216.1. 99

PC1 R1 R2 Web Server
192.168.1.110 192.168.1.1 172.16.1.99 172.16.1.99

AA-AA-AA-AA-AA-AA - 11-11-11-11-11-11 22-22-22-22-22-22  AB-CD-EF-12-34-56

N\ ¥
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