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Abstract: In recent years, with the rapid development and popularization of e-commerce, the
applications of e-coupons have become a market trend. As a typical bar code
technique, QR codes can be well adopted in e-coupon-based payment
services. However, there are many security threats to QR codes, including the QR
code tempering, forgery, privacy information leakage and so on. To address these
security problems for real situations, in this paper, we introduce a novel fragment
coding-based approach for QR codes using the idea of visual cryptography. Then, we
propose a QR code scheme with high security by combining the fragment coding with
the commitment technique. Finally, an enhanced QR code-based secure e-coupon
transaction framework is presented, which has a triple-verification feature and supports
both online and offline scenarios. The following properties are provided: high
information confidentiality, difficult to tamper with and forge, and the ability to resist
against collusion attacks. Furthermore, the performance evaluation of computing and
communication overhead is given to show the efficiency of the proposed framework.

Response to Reviewers: Thanks a lot for all the professional and constructive suggestions from the reviewers.
We are grateful for their time and efforts in reviewing our manuscript titled “EQRC: A
Secure QR Code-based E-coupon Framework Supporting Online and Offline
Transactions”. The detailed comments and suggestions are helpful for us to further
improve the paper. We have carefully studied the comments and revised our
manuscript accordingly.
The major revisions in this paper are as follows:
1. We have introduced new research development of e-coupons, as well as several
secure e-coupon systems in Section 2 Related Work.
2. We have further introduced the cryptographic techniques to make it clearer for
readers in Section 3.1 Cryptographic Techniques.
3. We have illustrated some typical situations to show how the proposed framework
resists the threats in practice and achieves the security goals in Section 5.7 Defense
Against the Typical Attacks.
4. We have compared our work with other related secure e-coupon protocols in
security properties, computation overhead and communication overhead. Details can
be found in Section 6.4 Comparison with Related Protocols.
5. We have further discussed the possible generalization, remaining problems and
poten- tial solutions of the proposed framework in Section 7 Further Discussion.
6. We have further explained Table 2, 3, and Fig. 5, 6, 9 and 10. We have also revised
Table 3 and made two new tables, i.e., Table 6 and 7.
7. We have made the code we used in the work public. The code can be found at:
https://github.com/RuiLiu-Uvic/EQRC.
8. We have rearranged the structure of the paper to make it more reasonable and
logical.
9. We have revised the sentences to improve the quality of the paper. Unclear
notations and points have been further explained. Spelling and grammatical errors
have been corrected.
We provide detailed point-by-point replies in the attacked response letter.
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Reviewer 1

We appreciate the time and efforts that the reviewer has dedicated to providing the valuable
feedback.

Reviewer Point P 1.1 — Need further investigation to evaluate the security threats per-
formance of the proposed Secure QR codes. The performance evaluations are too limited.
The author only evaluate the efficiency side of the running time overhead and delay.

Reply: Thanks for your valuable suggestions. To explain the security performance on
threats clearly, we have done more work and added a subsection, Section 5.7. In this sub-
section, some specific situations are illustrated. We consider an adversary and show how
the proposed framework can defend against the typical attacks, including the eavesdropping,
data leakage, e-coupon forgery and modification, collusion attack, message forgery and mod-
ification and replay attack.
However, there are many uncertain factors and difficulties to simulate attacks directly in the
current work. The reasons are as follows. There are many kinds of attacks mentioned in this
paper, such as data leakage attacks, e-coupon forgery and modification attacks, and mes-
sage forgery and modification attacks. These attacks are only patterns rather than specific
techniques. To be specific, each attack has many different possible approaches to implement,
which are composed of a series of steps. For example, to simulate the eavesdropping attack,
we need to first point out which technique an adversary will use to intercept the message. If
we suppose the adversary uses data sniffing, then different kinds of sniffing methods should
be considered, including application-level sniffing, LAN sniffing, TCP session stealing and
so on. Different techniques and methods produce different results. Other attacks mentioned
in this paper also have such problems.
Overall, to simulate all the threats, we need to implement all the attack techniques with
all possible situations first. Due to the epidemic situation, it is difficult for us to carry out
comprehensive experiments in a short time.
We have also done our best to investigate a large amount of related literatures. We could
not find a proper and reasonable way to simulate these threats. Most of authors analyze the
security theoretically and evaluate the overhead with simulations. Thus we also used the
similar methods to evaluate these attacks. Thanks a lot for the reviewer’s suggestions.

Corresponding contents: (Section 5.7)“We suppose that Â is an adversary. Considering
the similarity of the attack principles and solutions in practice, we only choose some typical
situations for deep analysis. For example, we only discuss the eavesdropping on messages
sent from C to S because that from M to S is similar. The mechanism to defend against
the typical attacks are described as follows.

1. Eavesdropping and data leakage: 1) Suppose Â can intercept the message msg =

((SQR1)pkS
‖ σ) sent from C to S . Â wants to get SQR1 or the identity of C from

2



msg . However, without sk s, it is infeasible for Â to break the ciphertext (SQR1)pkS
,

which is guaranteed by the hardness of the Decisional Diffie-Hellman (DDH) As-
sumption, as described in Section 5.2. The true identity f and the true credential
(A,B ,C ) of C cannot be revealed with the anonymous signature σ. Thus, the data
confidentiality and identity anonymity are provided to defend against the eavesdrop-

ping attack. 2) Furthermore, suppose Â can get the e-coupon SQR1 and wants to

guess SQR2 and then recover QR. Because of the pseudorandomness property of the
QRFC approach, the probability of Â to succeed is only 0.5n where n is the number of

blocks in QR. Details can be found in Section 5.5. 3) Even if Â gets SQR1 and SQR2

in the same time, he can open the commitment in QR with a negligible probability
without the security parameter r, which is guaranteed by the Pedersen commitment as
described in Section 5.3. Thus, the confidentiality of the sensitive information data0
can be provided.

2. E-coupon forgery and modification: 1) Suppose Â gets the e-coupon SQR1 and tampers
or forges it. However, he cannot generate a valid h(QR1) stored in CQR without key ,
which is guaranteed by the soundness of the Merkle-Damg̊ad Structure. As the
first verification of EQRC, the details are introduced in Section 5.4. 2) Suppose Â

gets the e-coupon SQR2 and tampers or forges it. The server can also figure it out

by stacking SQR1 and SQR2. To be specific, anomaly in CQR appears according to

the security properties of the QRFC approach when SQR1 passes the first verification,

which means that SQR2 is modified or fake. Detailed analysis is shown in Section 5.6.
Overall, the authenticity and integrity of e-coupons are provided in EQRC.

3. Collusion attack : Suppose Â is registered as a legal merchant. Suppose another adver-

sary,
ˆ̂
A, is a legal customer and has collusion with Â. The advantage of them is that

they have pairs of e-coupons (SQR1, SQR2) and know the rule to recover QR. How-
ever, they can obtain data0 from QR with a negligible probability which is guaranteed
by the Perfect Hiding Property provided by the Pedersen commitment. Thus, it is
infeasible to deploy the collusion attack on EQRC.

4. Message forgery, modification and replay : 1) Suppose Â can intercept the message msg
sent from C to S and wants to modify or forge it. However, it is infeasible because
msg is protected by encryption, whose security is guaranteed by the hardness of the
Decisional Diffie-Hellman (DDH) Assumption, as described in Section 5.2. Any
modification on msg can be detected by the signature σ. In addition, σ is constructed
with the secret key skC and the credential (R, S ,T ). Thus, without skC and (A,B ,C ),
Â cannot forge a valid anonymous signature due to the hardness of the Blind Bilinear
LRSW Assumption. Details can be found in Section 5.1. With the mechanisms
above, the authenticity and integrity of messages, and the identity anonymity are
guaranteed in EQRC. 2) Suppose Â can intercept the message msg sent from C to
S and wants to resend it to S . However, it is infeasible because the signature σ
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is constructed with a timestamp nt as shown in Algorithm 2. That is, the replay
attack can be detected by checking nt and the time threshold, which is guaranteed
by the hardness of the Blind Bilinear LRSW Assumption. Therefore, EQRC can
effectively resist the attack of message replay.

”

Reviewer Point P 1.2 — In the description of Figure 5, it would be helpful to give detail
explanation why at the computing phase of the QR code version has a significant effect on
running time overhead.

Reply: Thanks for the helpful suggestion. We have revised the corresponding paragraphs
to explain Fig. 5 clearer. Compared with the preprocessing stage, the overhead for the
computing stage is trivial. The reason can be described intuitively: the handling of pictures
is generally slower than computation on given arrays or integers in the experiments. More
details are given on page 19.

Corresponding contents: (Section 6.2) “The preprocessing stage includes the processes
such as reading the QR codes and building Bitmap objects with C#. Thus, we can see that
the version of QR codes has little effect on the preprocessing time but the size of QR codes
affects a lot. In contrast, the computing is on blocks instead of pixels, as described in Section
4.2.2. Thus, as shown in Fig. 5(b), the version of QR codes has effect on the computing
time but the size does not. Compared with the preprocessing stage (around 40 to 380 ms in
the experiments), the overhead for the computing stage (less than 6 ms in the experiments)
is trivial. The reason can be described intuitively: the handling of pictures is slower than
computation on given arrays or integers in the experiments. Overall, the encoding time is
mainly determined by the preprocessing stage, which is the same for all schemes regardless
security. ”

Reviewer Point P 1.3 — Further Discussion in Figure 6, it would be helpful to explain
why the decoding process more efficient.

Reply: Thanks for this point. Further discussion has been added to the corresponding
paragraph. In short, pseudo-random numbers should be generated for each block in the
encoding process but only a modulo-2 addition in the decoding process. Thus, the decoding
process is more efficient, which is a beneficial property for e-coupon transactions.

Corresponding contents: (Section 6.2) “On the other hand, the decoding process for
QRFC also contains two parts: the preprocessing stage and the computing stage. The over-
head of the preprocessing stage is shown in Fig. 6(a). The overhead of the computing stage
which includes the processes of decoding computation and original QR codes recovery is
shown in Fig. 6(b). It is clear that the computing stage (less than 0.25 ms in the experi-
ments) costs less time than the preprocessing stage (about 13 to 35 ms in the experiments).
Comparing the decoding process with the encoding process, we can find that the decoding
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process is more efficient, costing less time than the encoding process. The result is reason-
able. As described in Section 4.2.2, pseudo-random numbers are generated for each block
to split a QR code in the encoding process. However, only a modulo-2 addition operation is
necessary for each block in the decoding process due to the attribute of QRFC. The quicker
decoding is a beneficial property for e-coupon transactions, because users concern more about
the successful transaction time than the generation time of e-coupons.”

Reviewer Point P 1.4 — The statements in figures 9 and 10 describe the end to end
delay for EQRC-I or EQRC- II or both of them?

Reply: We are sorry for the misunderstanding we made to readers. Thanks a lot for
pointing this out. EQRC-I and EQRC-II are not simulated separately for Fig. 9 and Fig. 10.
Because we only consider the end-to-end process from users, i.e., merchants or customers,
to a server. The only difference for EQRC-I and EQRC-II in an end-to-end communication
is the possible length of messages. Thanks for the question. We have added sentences in
Section 6.3 to make it clearer for readers.

Corresponding contents: (Section 6.3) “To evaluate the communication overhead, we
implemented a simulation on the end-to-end delay from users to a server. Because the trans-
actions in both EQRC-I and EQRC-II are composed of several communication rounds and
every rounds are similar, the experiment focuses on one round is reasonable and representa-
tive.”
“Note that we only consider the end-to-end process from users, i.e., merchants or customers,
to a server. The only difference for EQRC-I and EQRC-II is the possible length of messages.
That is why we choose 4-KB messages in this experiment, which is probable for both EQRC-I
and EQRC-II as shown in Table 5.”

Reviewer 2

We are grateful to the reviewer for the detailed and insightful comments.

Reviewer Point P 2.1 — The problem addressed by the paper is interesting and it is of
practical interest. The proposed solution seems reasonable and effective in practice. However,
the paper proposes no new theoretical contributions or insights and focuses only on solving the
e-coupon problem relying on well established mechanisms and tools from the literature. The
proposed solution seems to come out only by a careful application of well known cryptographic
techniques. It is not clear to me if the proposed solution could be generalized and used in
other settings. Please, add a discussion explaining whether the proposed approach could be
generalized and applied to solve other similar problems.

Reply: This is a great point. Thanks for your valuable suggestions. We have discussed
the corresponding contents in a new section, Section 7. The main contributions of this work
are the enhanced QR code scheme and the secure e-coupon transaction framework EQRC.
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Although this work is proposed to address the security problems for e-coupon transactions, it
can also be extended and generalized. Some possible applications, including payment cards
for relatives, certificates and health barcodes, are described in detail on page 25. In addition,
we have discussed the remaining problems and open questions in our work.

Corresponding contents: (Section 7) “EQRC has the ability to satisfy the essential se-
curity requirements, including data confidentiality, authentication, integrity and anonymity.
Although it is proposed for e-coupon transactions, EQRC can be generalized for other sce-
narios easily. Some possible applications are described as follows.

1. Generalized e-coupons : The proposed enhanced QR codes can be used as the general-
ized e-coupons, i.e., not only the common coupons with discounts, but also the cash
coupons, gift cards, pre-paid membership cards, and rechargeable cards. The only task
is to update the QR codes after redemption. For example, the server can update the
amount of money in a rechargeable card after consumption or recharging by issuing a

new pair of (SQR1, SQR2).

2. Payment cards for relatives : Considering users are family members, we can apply
the proposed framework to payment tasks. For example, the parents and their child

hold one of the enhanced QR code pair (SQR1, SQR2), respectively, as fingerprints for
transactions. To complete the payment, i.e., to recover QR, the server needs to collect
both of the QR codes. Thus, the child must get permission from the parents when
paying. The fingerprints can defend against attacks such as forgery and modification
by the triple-verification. As an additional payment method, it protects relatives,
especially children and elders, from fraud and economic losses.

3. Certificates : The enhanced QR codes can also be used as an aided verification of
certificates, or even certificates directly. Compared with classic certificates, enhanced
QR codes have more advantages. For example, a paper certificate only with a stamp is
easy to forge. However, the necessary information such as the name of the awardee and
the awards can be stored in the enhanced QR codes, which satisfy the requirements
of integrity and authenticity. In addition, the holders of certificates may not trust
the issuing institutions. With the enhanced QR codes, each of the holder and the

institution only keep one of (SQR1, SQR2), respectively. Any tampering or forgery can
be figured out and traced by the server.

4. Health barcodes : As a special case of certificates, health barcodes can be well used
when citizens are exposed to infectious disease seriously, such as COVID-19. People
with different health codes have different access to community activities. The design of
enhanced QR codes and the triple verification guarantee that it is infeasible to tamper
or forge the health barcodes. It provides a social safety guarantee in difficult time.

Although EQRC satisfies the security goals with good performance, there are still some
remaining problems. Some of the problems are open questions in related research. The
detailed discussions are as follows.
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1. The embedding position: Based on the Reed-Solomon error correction code, QR1 and

QR2 can be embedded into CQR. However, the process should be considered more
carefully because there are functional elements in a QR code. These functional elements
ensure that a scanning device can correctly identify and decode QR codes. For example,
the three position patterns placed at corners are used to define the location of the QR
code. Thus, the embedding must avoid destroying the functional elements.
Because the elements have fixed shapes, colors and positions in standard QR codes,
the detection is not a problem. In fact, the elements are first detected after scanning,
easily, quickly and accurately [46]. In addition, a recently developed QR code called
Frame QR has a region where the arbitrary altering of figures and contents will not
affect other regions. Combining Frame QR into the design of our EQRC can make the
generation and merging of enhanced QR codes more standardized and concise.

2. The size of enhanced QR codes : Comparing with some classic e-coupon systems, which
only use a bit string as e-coupons, EQRC has larger e-coupons in size. This is also a
problem for other QR code-based innovative applications [9,11].
Considering the network performance nowadays, it is not a significant limitation. A
possible solution is to increase the capability of QR codes, which is a hot topic for
researchers. With higher capability, a smaller QR code can be used for coding the
same amount of data. One mature scheme is the colored QR codes. In EQRC, using
colored QR codes to implement the fragment coding of QR codes, can provide more
storage space. Thus, it will be an attractive research direction for us in the future.

3. Copies on QR codes : An illegitimate copy on e-coupons has the potential to infringe the
rights of legitimate holders. It is an open question for QR codes for a long time. Because
QR codes are usually used on smartphones, the risk of illegal copies by capturing the
screen or taking pictures is high [47], We cannot ensure that users’ phones are not
accessible from attackers. Thus, it is hard to avoid copies.
If the QR code is linked with the identity of the legal holder, the problem can be
solved by checking the signature. From this point of view, EQRC can be extended to
e-coupon services provided for particular users. Another possible solution is to check
the freshness. For example, Alipay refreshes the payment QR codes every minute.
However, both of the solutions above cannot solve the problem thoroughly.

4. Privacy issues : Although EQRC provides the identity anonymity and audit trail for
users by the TAA scheme, there are many other privacy issues in practice. For ex-
ample, 1) Once a user is determined dishonest, all the actions of the user in previous
transactions are expected to be revealed. Some latest oblivious transfer schemes can
be considered [19]. 2) User behaviors are usually studied for improving economic ef-
ficiency. However, how to protect the user’s privacy while aggregating the statistical
information is also a problem. One possible solution is the differential privacy, which
withholds the information of individuals while revealing the patterns of groups.

5. Portability : As EQRC, most of the work on e-coupon systems is self-contained. How-
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ever, a problem is whether the protocols can be successfully integrated with existing
mature applications, such as Walmart, Amazon, Paypal, Aliexpress and Alipay. The
difficulty of the work is that, interfaces of many mature shopping and payment appli-
cations are not public for researchers. In addition, to make the proposed framework
user-friendly and practical, many details should be considered more carefully, including
processing interruptions and communication interruptions. Strengthened cooperation
between academic and industrial communities may provide more development space.

”

Reviewer Point P 2.2 — At the moment Section 2 is quite heterogeneous: it contains
related work, the system model and some background on the used cryptographic tools. Please,
consider to split this section in such a way its scope is well defined. A possible approach
would be add a new section for related work just before conclusion, and move the system
model and the security goals just before Section 3.

Reply: Thanks for the good suggestion. We have rearranged the sections. The related
work has been moved to a new section, as Section 2. Because a new section, Section 7, has
been added, and we also need to introduce the schemes to be compared with beforehand,
we did not move the related work before the conclusion. The system model and the security
goals have been moved just before Section 4.

Corresponding contents: (Section 2, Section 3, Section 7)

Reviewer Point P 2.3 — there are some proposal for using cryptography with QR code,
e.g., in Riccardo Focardi, Flaminia L. Luccio, Heider A.M. Wahsheh, Usable security for
QR code, Journal of Information Security and Applications, Volume 48, 2019. Please, add
a comparing between your proposal and those proposed in the literature.

Reply: We agree that it is an important point for this paper. We appreciate the reviewer’s
professional suggestions. The suggested paper [2] did a good work on analyzing the secu-
rity of QR codes. We have quoted it as a strong argument in Section 1. Considering the
comparability, we have compared our work with other frameworks [12, 13], which focus on se-
cure e-coupon transactions. Security properties, computation overhead and communication
overhead are compared in two tables. Thus, we believe the comparison is meaningful and
reasonable. For the reviewer’s convenience, we put the two tables in the reply, Table 6 and 7,
which are the same in the manuscript. The detailed explanation is given in Section 6.4.

Corresponding contents: (Section 6.4) “In Table 6, EQRC is compared with two recent
research papers published in 2014 and 2015 [12,13]. All of the schemes focus on satisfying
the security requirements for the e-coupon system, including authentication and integrity.
The difference is as follows. The anonymity of users in EQRC is protected by the private
key of CA, isk(x, y), as described in Section 5.1, so that it is infeasible to link the true
identity with a signature for C, M and S. However, in Framework-A [12], the anonymity is

8



Table 6: Comparisons of the Secure E-coupon Frameworks

Framework Anonymity† Verification‡ Privacy§ Design ¶ Message # Rounds ††

Framework-A [12] skS skS a session key Out e-coupons & sig 3
Framework-B [13] ✗ skS ✗ Out e-coupons & MAC 2

EQRC-I isk(x, y) triple-verification triple-protection Out & In cip & sig 4
EQRC-II isk(x, y) triple-verification triple-protection Out & In cip & sig 3

† The anonymity of users, i.e., merchants and customers. ‡ The verification of e-coupons. § The privacy protection for
e-coupons. ¶ The design for security. Out and In denote outside and inside e-coupons. # The message that sent to redeem
e-coupons. sig is used to denote signatures, MAC for message authentication codes, and cip for ciphertext of e-coupons. For
more details, we refer readers to the related papers. †† The number of communication rounds for e-coupons redemption and
verification.

guaranteed by the server’s private key skS, which means that the identity is exposed to the
server. Framework-B [13] even does not hold such property. Besides, both Framework-A and
Framework-B verify e-coupons via a PKI-based solution. To be specific, the authenticity and
integrity of e-coupons are protected by the server’s private key. In EQRC, to provide stronger
security, the triple-verification is presented. More details can be found in Section 5.6.

The detailed computation overhead is compared in Table 7. The result shows that mer-
chants and customers in EQRC only have the work necessary for communication, including
signing and encrypting the message while most of the work is on the server. Although
Framework-B also has fewer cryptography operations on the user side, it does not provide
enough and strong security properties as EQRC. Overall, EQRC is secure and more friendly
to users. The advantage is guaranteed by the design of the framework, as shown in Table
6. To be specific, our scheme applies both outside and inside the e-coupons, which means
that we proposed not only how e-coupons are wrapped with cryptography techniques (such
as the anonymous signature), but also the components of e-coupons for security (i.e., the
generation of the enhanced QR codes). Thus, users have much less computation overhead
than the cloud server. However, the techniques are adopted outside of e-coupons directly for
security in Framework-A and Framework-B.

As for communication, in EQRC-I and EQRC-II, the numbers of communication rounds
for e-coupon redemption and verification are slightly larger than that in Framework-A and
Framework-B. It is reasonable because each of the customer and the merchant only holds

one of the pair (SQR1, SQR2) while both are necessary for verification. Though we likely
have longer messages due to the QR-codes we use in the scheme, it is still acceptable and
can be reduced via coding algorithms.”

Reviewer Point P 2.4 — An e-coupon is represented by a pair of QR code, you mention
it throughout the introduction and in the system model section. However, you never say it
explicitly. Please, add a sentence to make it clear.

Reply: Thanks a lot for pointing it out. We have revised the corresponding sentences to
make it clearer in the paper as suggested.

Corresponding contents: (Section 1) “The proposed enhanced QR codes can be used as
e-coupons.”
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Table 7: Comparisons on Computation Overhead

Framework Phase† Entity
Operation‡

Commit Cod Spl Sta Enc Ch Hash Commu

Framework-A [12]

Issuing
customer 0 0 0 0 0 0 0

*

merchant 0 0 0 0 2 3 2
server 0 0 0 0 4 2 0

Downloading
& using

customer 0 0 0 0 2 3 2
merchant 0 0 0 0 1 0 0
server 0 0 0 0 3 2 0

Total
customer 0 0 0 0 2 3 2
merchant 0 0 0 0 3 3 2
server 0 0 0 0 7 4 0

Framework-B [13]

Issuing
& distribution

customer 0 0 0 0 0 0 0

*

merchant 0 0 0 0 0 0 0
server 0 0 0 0 1 0 1

Using
& verification

customer 0 0 0 0 0 0 0
merchant 0 0 0 0 1 0 1
server 0 0 0 0 0 0 0

Total
customer 0 0 0 0 0 0 0
merchant 0 0 0 0 1 0 1
server 0 0 0 0 1 0 1

EQRC-I & -II

Generation
customer 0 0 0 0 0 0 0 0
merchant 0 0 0 0 0 0 0 0
server 1 1 1 2 0 0 0 0

Distribution
customer 0 0 0 0 0 0 0 0
merchant 0 0 0 0 0 0 0 0
server 0 0 0 0 0 0 0 2

Using
& verification

customer 0 0 0 0 0 0 0 1
merchant 0 0 0 0 0 0 0 1
server 1 2 0 1 0 0 1 2

Total
customer 0 0 0 0 0 0 0 1
merchant 0 0 0 0 0 0 0 1
server 2 3 1 3 0 0 1 4

† We keep the original terms used in the related papers so that readers can find and understand them easily.
Note that although the names in frameworks are not exactly the same, the processes are matched. To be
specific, we are considering the phases from preparing e-coupons to using it successfully. Registration is not
involved. ‡ The operations are commitment, QR codes encoding or decoding, splitting, stacking, encrypting,
chaotic mapping, hash, and necessary operations (i.e., encrypting and signing messages) for communication
from left to right. Note that, we consider Commu as a whole without splitting it, because it is the common
operations on the messages sent.
* Not mentioned in the references.
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(Section 4.2) “With this scheme, a standard QR code is processed to finally generate a pair

of enhanced QR codes (SQR1, SQR2), which can be seen as two fragments of an e-coupon.”

(Section 4.2.3) “To emphasize that the pair of {SQR1, SQR2} is used as e-coupons in EQRC.”

Reviewer Point P 2.5 — Section 2.4 presents the cryptographic tools used in the paper.
At the moment I believe that this presentation is very concise. Please, consider to add further
explanations.

Reply: Thanks a lot for the professional comments. We have explained the tools further
with new contents and improved the presentation to make it clearer. The contents now can be
found in Section 3.1 due to the rearrangement of the sections. Considering the complexity of
the techniques mentioned in this paper, we only added the necessary details for conciseness.
We hope the revision has improved the quality of this section.

Corresponding contents: (Section 3.1)

Reviewer Point P 2.6 — At page 5 line 21, what is Gp? Please, clarify.

Reply: Thanks for the question. In the Pedersen commitment, p and q denote large primes.
q divides p− 1. Gq is the unique subgroup of Z∗

p of order q. The corresponding explanation
has been added to page 4.

Corresponding contents: (Section 3.1) “The protocols of the Pedersen commitment are
as follows, 1) p and q denote large primes. q divides p − 1. Gq is the unique subgroup of
Z
∗
p of order q. g is a generator of Gq. open is set as r ∈ Zq. 2) The commitment to a

value m ∈ Zq can be defined as com = Comm(m, r) = gmhr where h is an element of Gq such
that only the receiver knows logg h. 3) The receiver can check if Opnv(com,m, r) = true by
re-computation when m and r are both revealed. ”

Reviewer Point P 2.7 — at page 5 line 8, the typesetting of word like ”Setup”, ”Join”, etc.
contains an unnecessary space. Please, consider to use the \mathit macro. This happens
also in other parts of the paper, thus, consider to fix it.

Reply: Thanks a lot for the useful tip. We have fixed all the problems throughout the
paper.

Corresponding contents: (Throughout the whole paper. For example, in Section 3.1.)

Reviewer Point P 2.8 — Please, consider to add further explanation to Table 2.

Reply: Thanks for the suggestion. We have explained it clearer and given examples as well
for easy understanding. Details are added on page 10.

Corresponding contents: (Section 4.2.2) “We choose k = 4 in our framework. The
construction method is shown in Table 2. For example, if one block in QR is white, the
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corresponding bit strings in QR1 and QR2 can be 1001 and 0110, respectively (or 0110
and 1001, respectively). To recover the white block, we only need to compute 1001 +
0110(mod 2) = 1111 (or 0110 + 1001(mod 2) = 1111). It is clear that there are two choices
for each block to split. ”

Reviewer Point P 2.9 — Please, in Section 4 make explicit during the security analysis
you carry out how the security goals are achieved.

Reply: Thanks a lot for the professional suggestion. Besides analyzing the security proper-
ties according to the protocol flow of EQRC, we have given details about the defense against
the attacks. We illustrate some specific situations to prove that the proposed framework can
achieve the security goals mentioned in Section 3.3. A new subsection, Section 5.7, has been
added.

Corresponding contents: (Section 5.7)“We suppose that Â is an adversary. Considering
the similarity of the attack principles and solutions in practice, we only choose some typical
situations for deep analysis. For example, we only discuss the eavesdropping on messages
sent from C to S because that from M to S is similar. The mechanism to defend against
the typical attacks are described as follows.

1. Eavesdropping and data leakage: 1) Suppose Â can intercept the message msg =

((SQR1)pkS
‖ σ) sent from C to S . Â wants to get SQR1 or the identity of C from

msg . However, without sk s, it is infeasible for Â to break the ciphertext (SQR1)pkS
,

which is guaranteed by the hardness of the Decisional Diffie-Hellman (DDH) As-
sumption, as described in Section 5.2. The true identity f and the true credential
(A,B ,C ) of C cannot be revealed with the anonymous signature σ. Thus, the data
confidentiality and identity anonymity are provided to defend against the eavesdrop-

ping attack. 2) Furthermore, suppose Â can get the e-coupon SQR1 and wants to

guess SQR2 and then recover QR. Because of the pseudorandomness property of the
QRFC approach, the probability of Â to succeed is only 0.5n where n is the number of

blocks in QR. Details can be found in Section 5.5. 3) Even if Â gets SQR1 and SQR2

in the same time, he can open the commitment in QR with a negligible probability
without the security parameter r, which is guaranteed by the Pedersen commitment as
described in Section 5.3. Thus, the confidentiality of the sensitive information data0
can be provided.

2. E-coupon forgery and modification: 1) Suppose Â gets the e-coupon SQR1 and tampers
or forges it. However, he cannot generate a valid h(QR1) stored in CQR without key ,
which is guaranteed by the soundness of the Merkle-Damg̊ad Structure. As the
first verification of EQRC, the details are introduced in Section 5.4. 2) Suppose Â

gets the e-coupon SQR2 and tampers or forges it. The server can also figure it out

by stacking SQR1 and SQR2. To be specific, anomaly in CQR appears according to

the security properties of the QRFC approach when SQR1 passes the first verification,

12



which means that SQR2 is modified or fake. Detailed analysis is shown in Section 5.6.
Overall, the authenticity and integrity of e-coupons are provided in EQRC.

3. Collusion attack : Suppose Â is registered as a legal merchant. Suppose another adver-

sary,
ˆ̂
A, is a legal customer and has collusion with Â. The advantage of them is that

they have pairs of e-coupons (SQR1, SQR2) and know the rule to recover QR. How-
ever, they can obtain data0 from QR with a negligible probability which is guaranteed
by the Perfect Hiding Property provided by the Pedersen commitment. Thus, it is
infeasible to deploy the collusion attack on EQRC.

4. Message forgery, modification and replay : 1) Suppose Â can intercept the message msg
sent from C to S and wants to modify or forge it. However, it is infeasible because
msg is protected by encryption, whose security is guaranteed by the hardness of the
Decisional Diffie-Hellman (DDH) Assumption, as described in Section 5.2. Any
modification on msg can be detected by the signature σ. In addition, σ is constructed
with the secret key skC and the credential (R, S ,T ). Thus, without skC and (A,B ,C ),
Â cannot forge a valid anonymous signature due to the hardness of the Blind Bilinear
LRSW Assumption. Details can be found in Section 5.1. With the mechanisms
above, the authenticity and integrity of messages, and the identity anonymity are
guaranteed in EQRC. 2) Suppose Â can intercept the message msg sent from C to
S and wants to resend it to S . However, it is infeasible because the signature σ

is constructed with a timestamp nt as shown in Algorithm 2. That is, the replay
attack can be detected by checking nt and the time threshold, which is guaranteed
by the hardness of the Blind Bilinear LRSW Assumption. Therefore, EQRC can
effectively resist the attack of message replay.

”

Reviewer Point P 2.10 — please, consider to make publicly available the prototype used
for the experimental evaluation.

Reply: Thanks for the suggestion. We have put all the code we used publicly on Github.
Please see https://github.com/RuiLiu-Uvic/EQRC. We hope the resources can help other
researchers in the future.

Corresponding contents: https://github.com/RuiLiu-Uvic/EQRC

Reviewer 3

We would like to express our sincere appreciation to the reviewer for the time and efforts in
reviewing our paper.

Reviewer Point P 3.1 — This paper tries to enhance QR code and its applications in
various ways including enhanced QR coding, signing, verification and recovery etc. The
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conference version was accepted already. This journal version enhanced it by making the
following improvements:

1. It proposes an offline secure e-coupon transaction framework. 2. They provide stronger
security analyses on the digital signature, encryption, commitment, HMAC, QRFC approach,
and triple verification. 3. To evaluate the performance further, they conduct a comprehensive
simulation to analyze the communication overhead on OMNeT++ 5.5.

This paper is well organized. It includes enough background knowledge to understand the
paper such as the current development of QR codes and its properties. They also show the
security incidents toward the widely used QR codes.

The security analysis is performed from six aspects: Security of the Digital Signature,
Security of the Encryption, Security of the Commitment, Security of the HMAC, Security of
the QRFC Approach and Security of the Triple Verification. Based on my understanding,
the analysis is sound and reasonable. A lot more evaluations are also added for both the old
design and also newly added offline e-coupon transaction framework.

To me, this paper includes 1/3 new materials compared with their conference version, and
also the newly added materials is highly associated with the original contents with similarity
quality.

Reply: Thanks for the time and kind review. We have added some new contents to
the manuscript. The major changes are as follows: 1) We have introduced new research
development in Section 2; 2) We have further explained the techniques in Section 3.1; 3)
The performance of defending against the typical attacks has been analyzed in Section 5.7;
4) We have compared our work with related protocols in Section 6.4; 5) We have further
discussed the generalization, remaining problems and possible solutions in Section 7. In
addition, we have revised the presentation and corrected the spelling errors. We hope the
quality of the paper has been improved further.
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EQRC: A Secure QR Code-based E-coupon

Framework Supporting Online and Offline

Transactions 1

Rui Liu a, Jun Song b,∗, Zhiming Huang a and Jianping Pan a

a Department of Computer Science, University or Victoria, Victoria, Canada
b School of Computer Science, China University of Geosciences, Wuhan, Hubei, China

Abstract. In recent years, with the rapid development and popularization of e-commerce, the applications of e-coupons have
become a market trend. As a typical bar code technique, QR codes can be well adopted in e-coupon-based payment services.
However, there are many security threats to QR codes, including the QR code tempering, forgery, privacy information leakage
and so on. To address these security problems for real situations, in this paper, we introduce a novel fragment coding-based
approach for QR codes using the idea of visual cryptography. Then, we propose a QR code scheme with high security by com-
bining the fragment coding with the commitment technique. Finally, an enhanced QR code-based secure e-coupon transaction
framework is presented, which has a triple-verification feature and supports both online and offline scenarios. The following
properties are provided: high information confidentiality, difficult to tamper with and forge, and the ability to resist against
collusion attacks. Furthermore, the performance evaluation of computing and communication overhead is given to show the
efficiency of the proposed framework.

Keywords: QR code, e-coupon, e-commerce, commitment algorithms, visual cryptography.

1. Introduction

With the rapid development of electronic payment systems and digital marketing, e-coupons (Elec-

tronic Coupons) have become increasingly popular. Because e-coupons are easy to manage, quick to

distribute, and eco-friendly, they are widely accepted as a replacement of paper coupons by many com-

panies, such as Shoppers Drug Mart, McDonald’s, Air Canada and so on. Besides, the various types of

e-coupons, including but not limited to discount coupons, cash coupons, pre-paid cards and rechargeable

cards, are appropriate for different uses in the market. The demands for e-coupon services include easy

generation, fast readability, large storage capacity, error recovery and so on. QR (Quick Response) codes

support the above properties well and thus are universally preferred.

Although QR codes have been widely used in many domains, such as mobile payment, document

verification, commodity management, inventory checking, parcel tracking and so on, security incidents

still occur frequently and the situation becomes increasingly serious. Economic losses and privacy leak

which are caused by scanning malicious QR codes are reported many times. Focardi et al. [2] surveyed

attacks on QR codes including phishing, barcode-in-barcode attacks, cross-site scripting attacks and so

1A preliminary version of this paper appeared in 2019 IEEE International Conference on Communications (ICC) [1].
*Corresponding author. E-mail: songjun@cug.edu.cn.
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on. Cadger et al. [3] analyzed 12 different software packages which can decode QR codes, and found that

none of them has the ability to detect a tampered QR code. Besides, scanning QR codes with sensitive

personal information, such as tickets, payment codes and so on, poses a dramatic threat to the privacy of

users. The risks above are mainly due to the open coding scheme of QR codes, plaintext format of the

content in QR codes, and lack of verification mechanisms. Without proper measures and solutions, QR

codes cannot be used in online transactions safely.

The studies on the security of QR codes are increasingly hot in recent years. Many works focus on

the anti-phishing of QR codes with the techniques of link detection, digital signature and so on [4–6].

There are also some works using cryptography and steganography to provide the confidentiality of QR

codes [7, 8]. However, due to the specific threats of e-coupon services, e.g., the collusion attack between

merchants and customers, tempering or forgery of e-coupons, and liability disputes among users, these

research results cannot be applied well to the QR code-based e-coupon transaction services.

To address the above concerns, in this paper, we propose an enhanced QR code and triple-verification-

based secure e-coupon transaction framework EQRC. It mainly aims at the common security risks such

as the plaintext transmission, collusion attack, forgery and tampering in e-coupon services. Using en-

cryption and scrambling, anonymous authentication, and commitment, EQRC has the ability to ensure

data confidentiality and provide anti-tampering, anti-forgery, signature verification for both online and

offline scenarios. The main work and contributions of this paper include the following four aspects:

(1) We presented a fragment coding-based approach for QR codes, which is based on the idea of visual

cryptography. Due to the pseudo-randomness of fragments, it is hard to guess the true information

of the original QR code from one of the split code pair. Thus, the safety of QR codes is enhanced

efficiently as the attacker would be more difficult to access the original QR code.

(2) We presented an enhanced QR code scheme with a higher security, which is inspired by the frag-

ment coding and commitment technique. This scheme not only has the ability to prevent the leakage

of sensitive information in QR codes, but also can effectively reduce the security risks caused by

QR code tampering or forgery. The proposed enhanced QR codes can be used as e-coupons.

(3) We presented a secure online e-coupon transaction framework EQRC, which relies on the en-

hanced QR codes with digital signature and commitment. EQRC provides three verifications, i.e.,

message digest computing, enhanced QR codes stacking and commitment opening. Due to these

three verifications, our framework can provide integrity and authenticity for e-coupons.

(4) We extended EQRC from online to offline. In both of the scenarios, users can use e-coupons with

the same security and privacy properties provided. The collusion attack between merchants and

customers can be resisted effectively. Furthermore, in the offline scenario, liability disputes can be

settled with an audit trail.

In addition, we analyzed and proved the security of EQRC based on cryptographic assumptions, math-

ematical properties, and potential attacks. The comprehensive evaluations of the computation overhead,

encoding and decoding overhead, and communication overhead are provided. We also compared our

work with other related secure e-coupon protocols. Results show that the proposed framework has a

good performance in security and efficiency.

In the rest of this paper, the related work is shown in Section 2. Section 3 briefly introduces related

cryptographic techniques, the system model, security goals and threats. Section 4 gives the detailed

description of the schemes proposed in this paper. The security and performance evaluations are

presented in Section 5 and 6, respectively. Section 7 discusses the possible generalization, remaining

problems and potential solutions of the proposed framework. Section 8 concludes the paper.
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2. Related Work

E-coupon systems have been studied for many years. To solve the problem of targeted marketing

in e-coupon services, Yan et al. [9] extracted features from user’s behavior records, and proposed a

complex model based on random forest and extreme gradient boosting. Based on an oblivious transfer

model and a blind signature scheme, Liu et al. [10] proposed a system that focuses on user privacy.

In this work, a dishonest user will lose the redemption privacy when he redeems an e-coupon several

times. He et al. [11] studied users’ behaviors to predict coupon usage probabilities. The authors explored

34 factors that impact the probability and ranked them according to the effects. These works are from

different perspectives. However, the more important thing is to ensure the security of e-coupons.

To satisfy the essential security requirements of e-coupons, several systems have been proposed.

In 2014, Chang et al. [12] presented an e-coupon authentication scheme based on chaotic maps. The

scheme satisfies anonymity, mutual authentication and privacy protection. In 2015, two schemes that

allow servers to issue different types of e-coupons were proposed [13]. Both the two schemes in [13]

target on providing authentication and integrity for e-coupon transactions and preventing the reuse of

e-coupons. In the first scheme, e-coupons are not issued to specific customers. That is different in the

second scheme which focuses on keeping loyal customers. In Section 6.4, the first scheme [13], the

chaotic map-based scheme [12] and our framework are compared.

In our work, we focus on adopting QR codes in e-coupon services while solving the typical security

problems, including the data leakage, e-coupon forgery and modification, authentication and privacy.

To protecting the content of QR codes, some novel schemes have been proposed these years. Cheng et

al. [14] proposed an innovative secret sharing scheme for QR code applications. The proposed scheme

uses the XVCS (XOR-based Visual Cryptography Scheme) theory and has more flexible access struc-

tures. Lin et al. [15] proposed a secret hiding mechanism based on QR code error correction with a high

capacity. Tkachenko et al. [16] proposed a two-layer QR code-based scheme for sharing secret mes-

sages, which replaces the black blocks in the traditional QR code with a specific pattern. Although these

strategies can effectively protect the contents of QR codes to some extent, they cannot be adopted well

in e-coupon transactions where both malicious merchants and customers should be considered.

To solve the problem of forgery and tampering, some effective techniques have been presented.

Zhang et al. [17] proposed a message authentication scheme with the help of roadside units for vehicular

communications. The scheme has a better performance than previous work in message loss ratio and de-

lay. Considering the large amount of information generated in vehicular networks at the same time, Lee

and Lai [18] presented a secure batch verification scheme based on bilinear pairing. Hasan et al. [19]

designed a secret information verification mechanism based on an authentication chain. Although this

mechanism has the characteristic of traceability and anti-counterfeiting, it is not suitable for QR code

services as keeping a chain for each QR code is space-consuming.

As for the anonymous digital signature technique which is often adopted for authentication, many

related studies have been reported. Brickell et al. [20] proposed the direct anonymous attestation (DAA)

in 2004. Based on zero-knowledge proof and the idea of group signature, users in DAA can obtain

identity-anonymous certificates without revealing privacy information. Chen et al. [21, 22] proposed a

pairing-based DAA protocol in the asymmetric setting in 2009 and proposed a threshold anonymous

authentication (TAA) scheme for vehicular ad-hoc network (VANET) in 2011, which is adopted in our

paper for e-coupon services.
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3. Preliminaries

3.1. Cryptographic Techniques

In this section, we briefly introduce the cryptographic tools adopted in our framework.

(1) Group Signature: Group signature allows a user of a group to sign a message anonymously, i.e.,

a verifier can only tell whether the signer is a group member. With a group signature scheme, a

signature σ to a message m can be generated by Sig(sk,pk)(m) where sk is the secret key of the

signer and pk is the public key of the group. σ can be verified by Verpk(σ,m). A third party named

revocation manager can be involved in some schemes. It can trace the signature and determines the

identity of the signer. Without the secret key of the revocation manager, given a message m and

its signature σ, it is not feasible to find out the identity of the individual signer. Besides, only a

member in the group can generate a valid signature. With these properties, group signature can be

well used in anonymous authentication.

In this paper, we adopt an effective group signature-based authentication scheme TAA [22]

and adapt it to e-coupon services. TAA was proposed for VANET (Vehicle Ad-hoc NETworks)

communication. It achieves the reliability, privacy and auditability with direct anonymous

attestation and one-time anonymous authentication. The main algorithms of TAA are as follows:

1) Setup. Inputting an integer t, the algorithm creates system parameters and long-term keys for

trusted authorities. 2) Join. Every legitimate user can obtain credentials (A,B,C) and membership

secrets f . 3) Sign. With the group public parameters, (A,B,C), f and a message msg, the algorithm

outputs an anonymous signatureσ. 4) Verify.σ can be verified with msg by the algorithm. There are

also other algorithms, such as ThresholdCheck, Link and Disavow, which provide more properties

in VANETs but are not adopted in our work.

(2) Commitment: Commitment is a basic cryptographic tool that is usually used in zero-knowledge

proofs, contract signing, e-voting, secret sharing, secure coin flipping, secure computation and so

on. It allows one to keep the sensitive information hidden to others while maintaining the ability to

reveal it. A commitment protocol is a two-party scheme between a sender (also called committer)

and a receiver. It usually comprises a generation phase, a commitment phase and an opening phase.

In the generation phase, given generators g, h and a security parameter k, a key generation algorithm

Gnrt outputs public parameters for the commitment scheme. Note that Gnrt is normally run by

a trusted third party. In the commitment phase, the commitment com to a value m is computed by

a committer with a parameter open as com = Comm(m, open). The opening phase is also named as

reveal phase, in which m is revealed and checked with Opnv(com,m, open).
The security properties of a commitment scheme include hiding and binding. To be specific,

1) Without open, it is infeasible for attackers to learn information about m from com with

bounded (computational hiding) or unbounded (perfect or unconditional hiding) computing

resources. 2) Finding another message with the same com to m is infeasible for a computationally

-bounded (computational binding) or computationally-unbounded (perfect or unconditional binding)

attacker.

The Pedersen commitment scheme is adopted in our work. It is based on the Discrete Logarithm

Problem (DLP). The DLP is defined as follows: given a group, a generator g and an element h of

it, to find logg h in the group where log is the discrete logarithm. The hardness of DLP depends

on the group. The protocols of the Pedersen commitment are as follows, 1) p and q denote large
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primes. q divides p− 1. Gq is the unique subgroup of Z∗
p of order q. g is a generator of Gq. open is

set as r ∈ Zq. 2) The commitment to a value m ∈ Zq can be defined as com = Comm(m, r) = gmhr

where h is an element of Gq such that only the receiver knows logg h. 3) The receiver can check

if Opnv(com,m, r) = true by re-computation when m and r are both revealed. The Pedersen

commitment scheme is a perfect-hiding scheme, binding under the discrete logarithm assumption.

(3) Visual Cryptography: Visual cryptography allows visual information such as pictures to be en-

crypted in such a way that the decryption can be performed by human vision instead of algorithms.

One well-known secret sharing scheme based on visual cryptography [23] is achieved by breaking

up an image fig into n shadow images called shares, say A = {fig0, fig1, . . . , fign−1}. Each partici-

pant in the scheme holds one share. There are two properties of the scheme: 1) The original image

can be decrypted visually by overlaying all the elements in A . 2) Any proper subset B in A , i.e.,

B ∈ A but B 6= A , cannot reveal information about fig.

One possible application is to encode the secret message into two shares {fig0, fig1}. fig0 is printed

and sent by mail as a ciphertext while fig1 is kept as a private key. The scheme works like a

private key cryptosystem but needs neither cryptography knowledge nor complex computation.

The scheme is also similar to the one-time pad as each secret message is encrypted by different

private keys, i.e., fig1.

With the idea of visual cryptography, we proposed a fragment coding-based approach for QR codes.

Each QR code can be easily split into two parts and recovered quickly, while it is hard for an

adversary to get the original code by any one of the parts. The approach is described in detail in

Section 4.2.

(4) One-way Function and Randomness: One-way function is a widely used cryptography tool, which

is easy to check but hard to invert. To be specific, for any randomized algorithm F which attempts

to compute a pseudo-inverse for a one-way function f , any positive integer c and sufficiently large

n, we have [24]:

Pr[ f (F( f (x))) = f (x)] <
1

nc
. (1)

A hash function is called one-way hash function because it satisfies the property above. It outputs

a fixed-size value for an input data with arbitrary size. The output value is called hash values

or hash codes. One particular application of one-way hash function is the keyed-hash message

authentication code (HMAC). HMAC is usually used for message authentication and integrity.

In the design of the enhanced QR codes, we adopted SHA-2 (Secure Hash Algorithm 2) as the

hash function used in the HMAC. SHA-2 is an iterated hash function, using the Merkle-Damgåd

structure. The Merkle-Damgåd structure defines a hash function h based on an external one-way

compression function f : {0, 1}m+n → {0, 1}m where n > 2. With HMAC-SHA-2, the modifica-

tion and forgery attack can be resisted. Detailed analysis can be found in Section 5.4.

Additionally, one-way function can also apply to Pseudorandom Number Generators (PRNGs)

in this work. A PRNG, also known as a deterministic random bit generator, is a deterministic

polynomial-time algorithm mapping a uniformly chosen short string called seed to a longer string,

i.e., G : {0, 1}n → {0, 1}l(n) where l is a stretching function, n is the length of the seed and l(n) is

the length of the output string. The output Gn is computationally indistinguishable from a uniform

distribution Rn on {0, 1}l(n) where n ∈ N. With a PRNG, the output of the fragment coding-based

approach we proposed is pseudo-random. The confidentiality, authenticity and integrity are ensured

with this property. The details are given in Section 5.5.
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customermerchant server

CA

Fig. 1. System model

3.2. System Model

We consider a system model comprised of four entities, which are shown in Figure 1:

(1) Root certificate authority (CA): a root certificate authority generates and distributes keys for other

entities. It issues certificates to merchants and customers. CA is trusted by other entities in the

model.

(2) Merchant: a merchant provides services or goods to customers. It can support e-coupon transactions

but may be a malicious entity.

(3) Customer: a customer uses e-coupons when buying services or goods from a merchant. It also may

be a malicious entity and may be in collusion with a merchant.

(4) Server: a trusted server manages transactions with e-coupons. The main functions include e-coupon

generation, e-coupon distribution, authentication, verification, e-coupon updating and so on. Be-

sides, it handles disputes when necessary.

The scenarios of online transactions and offline transactions are considered in this work. In both

scenarios, the server generates the e-coupons, i.e., enhanced QR code pairs, and distributes them to

the merchant and customer, respectively.

(1) Online transactions allow the customer to finish transactions remotely on computers or mobile

phones. Both the customer and the merchant need to send one enhanced QR code to the server,

respectively. Note that the merchant only sends it when receiving the request from the server,

which means there is no direct interaction between the merchant and the customer. The server will

process the verification and payment when receiving the QR codes.

(2) In offline transactions, the customer does not directly connect to the server, but sends the encrypted

and signed QR code to the merchant through near-field communications, e.g., bluetooth technolo-

gies. The merchant then sends his own QR code with the customer’s one to the server. As there is

a direct interaction between merchants and customers, disputes need to be resolved.

3.3. Security Goals and Threats

In this paper, we aim at achieving the following security goals,

(1) Authentication: merchants and customers must be authorized by a CA. In a transaction, the identi-

ties of both the merchant and the customer should be verified;

(2) Data integrity: no adversary can temper or damage e-coupons without being detected;
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(3) Data authenticity: the server with EQRC should be able to detect the e-coupons forged by adver-

saries;

(4) Data confidentiality: the sensitive information of e-coupons is only visible to the server. Any other

entities including merchants and customers cannot get the access;

(5) Identity anonymity: the true identity of a user should not be exposed during signing and verification

so that the user privacy is preserved.

Besides, the integrity and authenticity of the messages sent between entities are also required.

The potential threats in e-coupon transaction services we focus on are information leakage, message

eavesdropping, message modification, message forgery, message replay attack and collusion attack be-

tween a merchant and a customer. Liability disputes are also considered.

4. Framework Design

In this section, we first provide the details of the framework design of EQRC-I, which is used for online

scenarios. Then we briefly talk about the framework of EQRC-II for offline scenarios. The protocol flow

of EQRC-I is shown in Fig. 2. There are four main algorithms, namely Enhanced QR Coding (Alg. 1),

Signing (Alg. 2), Verification (Alg. 3) and Recovery (Alg. 4).

The notations of our framework are listed in Table 1.

Table 1

Notations

Notation Descriptions

S A server

M A merchant

C A customer

isk(x, y) The dualistic secret key of CA

(pk, sk) A key pair: (public key, secret key)

key A secret key of M, managed by S

data0 The sensitive data of an e-coupon

data The data of data0 after preprocessing

msg The message needs to be sent or received

com A commitment result

QR The standard QR code of com

(QR1,QR2) A pair of patterns generated from QR

CQR A carrier QR code

(SQR1, SQR2) A pair of enhanced QR codes

ESQR A QR code generated by (SQR1, SQR2)

4.1. Protocol Setup

There is a trusted certificate authority CA in the framework we proposed. CA distributes key pairs

(pkS , skS ), (pkM, skM) and (pkC , skC) for trusted servers S, merchants M and customers C, respectively.

Besides, CA generates a secret key key for each M, which is secret to M and hosted in S.
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Server Customer

Generation of E-coupons:

1. Preprocessing sensitive data

2. Generating commitments

3. Encoding commitment QR codes

4. Splitting QR codes with QRFC

5. Stacking QR codes on carriers

6. Distributing enhanced QR codes

Using E-coupons:

1. Encrypting QR codes

2. Signing QR codes

3. Sending signatures and 

QR codes

Merchant

Response to Request:

1. Encrypting QR codes

2. Signing QR codes

3. Sending signatures and 

QR codes

Recovering and Verifying QR codes:

1. Decrypting QR codes

2. Verifying signatures

3. Recovering QR codes

4. Decoding commitment QR codes

5. Opening and verifying the commitment

6. Updating E-coupons

E-coupon Request:

1. Decrypting QR codes

2. Verifying signatures

3. Verifying message digest

4. Requesting for another 

enhanced QR code

Fig. 2. Protocol flow of EQRC-I

In addition, for message signature, CA issues triplet certificates for users, i.e., merchants and cus-

tomers, which provides the authentication of users. The protocol setup is similar to that in [22] and [25].

Three cyclic groups G1 = 〈P1〉, G2 = 〈P2〉 and GT of sufficiently large prime order q are chosen. P1

and P2 are two random generators. A pairing ê : G1 ×G2 → GT is chosen with following properties:

(1) Bilinear: ê(aP1, bP2) = ê(P1, P2)
ab holds for any two integers a, b ∈ Zq;

(2) Non-degenerate: ê(P1, P2) 6= 1GT
where 1GT

is the identity element of GT ;

(3) Computable: there exists a polynomial time algorithm for computing ê(P,Q) for ∀P ∈ G1 and

∀Q ∈ G2.

The triple certificates (A, B,C) are constructed with users’ true identities f and the secret key of CA,

i.e., the bigram isk(x, y). To be specific, A ← r · P1, B ← y · A and C ← (x · A + f xy · A) where r is a

random integer in Zq. Then each certificate can be used to sign messages for a specific user. More details

are in [22].
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2. Commitment
3. Standard 

Encoding

4. QRFC

5. Stacking

5. Stacking

1. Preprocessing

4. QRFC

𝑑𝑎𝑡𝑎0 𝑑𝑎𝑡𝑎 𝑐𝑜𝑚 

𝑄𝑅1 

𝑄𝑅 

𝑄𝑅2 

𝐶𝑄𝑅 

𝑆𝑄𝑅1 

𝑆𝑄𝑅2 

Fig. 3. Generation of enhanced QR codes

4.2. Generation of Enhanced QR Codes

The framework we proposed is based on an enhanced QR code scheme. With this scheme, a standard

QR code is processed to finally generate a pair of enhanced QR codes (SQR1, SQR2), which can be seen

as two fragments of an e-coupon. Enhanced QR codes ensure the confidentiality of e-coupons and are

hard to tamper with or forge.

Algorithm 1 Enhanced QR Coding

1: procedure ENCODING(Sensitive Data data)

2: (com, decom)← Com(crs, data)
3: QR← Encode(com)

4: (QR1,QR2)← Split(QR)

5: SQR1 ← Stack(QR1,CQR)

6: SQR2 ← Stack(QR2,CQR)

7: return (SQR1, SQR2)
8: end procedure

The generation flow of enhanced QR codes is shown in Fig. 3. As Algorithm 1 discusses, there are

four main functions in the generation process: 1) Com(crs, data) denotes the commitment process on the

sensitive data data with the parameter crs. It returns a commitment com and a parameter decom to open

the commitment. 2) Encode(com) returns a standard QR code with the specific content com. 3) Split(QR)
returns a pair of pseudo-random patterns with a fragment coding-based approach on a standard QR code

QR. 4) Stack(QR1,CQR) is a graphic combination between an enhanced QR code QR1 and a carrier QR

code CQR. Some details are given as follows.

4.2.1. Commitment

Consider the capacity of QR codes and the size of commitments, the sensitive data data0 in an e-

coupon can be first preprocessed to data through a hash function, as the first step shown in Fig. 3. To

ensure the confidentiality of data0, as Step 2, we use the Pedersen commitment technique to generate

the commitment com = gdatahr mod p where (p, g, h, r) are security parameters. With such a perfect-

hiding commitment scheme, even though M and C conduct the collusion attack, they can get nothing of

data0 from com.
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4.2.2. QRFC Approach

With the idea of visual cryptography, we introduce QRFC, a fragment coding-based approach for QR
codes. Through QRFC, we can split QR, i.e., a standard QR code encoded with com by Step 3, to two

fragments (QR1,QR2). The details are as follows. We use k bits 0 and 1 to denote the black and white
blocks in an original QR code QR, i.e., {0, 1}k, where k ∈ {k = 2k0|k0 ∈ N∗ ∧ k0 > 0}. Thus, one block
has 2k types of code words, i.e., Str = {r0r1 · · · rk−1|ri = 0 ∨ 1, 0 6 i 6 k − 1}.

Define S0 = {r0r1 · · · rk−1|r0 = 0}, S1 = {r0r1 · · · rk−1|r0 = 1}. If a block in QR is black, the

corresponding code words, i.e., Str1 in QR1 and Str2 in QR2, should satisfy Str1 + Str2(mod 2) = S0. If
the block is white, Str1 + Str2(mod 2) = S1.

With the rule above, all blocks in QR are re-encoded randomly to two sequences. Turn each 0 in

sequences to a black pixel and 1 to a white pixel so that QR1 and QR2 are finally generated.
We choose k = 4 in our framework. The construction method is shown in Table 2. For example,

if one block in QR is white, the corresponding bit strings in QR1 and QR2 can be 1001 and 0110,
respectively (or 0110 and 1001, respectively). To recover the white block, we only need to compute
1001 + 0110(mod 2) = 1111 (or 0110 + 1001(mod 2) = 1111). It is clear that there are two choices for
each block to split. The choice from Choice for any block is pseudo-random with the help of PRNGs,
which does not affect the success of decoding.

Table 2

QRFC Approach (k = 4)

Block in QR Choice QR1 QR2

black
1 1001 1001

2 0110 0110

white
1 1001 0110

2 0110 1001

4.2.3. Carrier QR Codes

As customers need an easy way to access some public information, such as the merchant’s name,
the expiry date of the coupon and the discount amount, we introduce a standard QR code, say carrier

QR code CQR. CQR also maintains a hash of QR1, h(QR1), which can be used to verify QR1. h(QR1)
is generated through HMAC-SHA2 with the corresponding secret key key. The security provided by

h(QR1) is analyzed in detail in Section 5.5.

Based on the Reed-Solomon error correction code used in QR codes, the enhanced QR codes SQR1 and

SQR2 can be generated by Step 5, i.e., embedding QR1 and QR2 into CQR separately without damaging

the necessary data in CQR. Note that SQR1 and SQR2 use the same CQR and the same embedding
position for future processing. More explanation is given in Section 4.4.

To emphasize that the pair of {SQR1, SQR2} is used as e-coupons in EQRC. S distributes the fragment

SQR1 to C and SQR2 to M after the generation.

4.3. Signing and Verification

To protect the messages sent between entities, we introduce encryption and anonymous authentication
techniques. In this section, we mainly talk about the transaction process instead of the distribution pro-
cess of S. Before being sent, a message must be encrypted and signed. (SQR)pkS

denotes the ciphertext
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of QR1 or QR2 using ElGamal algorithm with pkS . The anonymous authentication scheme we introduce

is similar to [22] and [25].

Algorithm 2 performs the signing on message msg and generates a signature σ by an entity U. In this

algorithm, (R, S,T) can be seen as an anonymous certificate. C and S provide the correlation proof of

(R, S,T) and the true identity of the entity U. nt is a timestamp to defend against the replay attack. ê is a

map function [22] from G1 ×G2 → GT . H is a hash function {0, 1}∗ → Zq.

Algorithm 2 Signing

1: procedure SIGNING(Message msg)

2: if U = C then msg← SQR1

3: else if U = M then msg← SQR2

4: end if

5: a← Zq; z← Zq; R← a · A; S← a · B; T ← a ·C;
6: τ← ê(S, X)z; c← H(R||S||T ||τ||nt||msg)
7: if U = C then s← z + c · skC (mod q)
8: else if U = M then s← z + c · skM (mod q)
9: end if

10: σ← (R, S,T , c, s, nt)
11: return σ

12: end procedure

The verification algorithm carried out by S is shown in Algorithm 3. DecskS
(msg) is a decryption

function of msg under skS . Because S = a · B = ay · A = y · R, ê(R,Y) = ê(A, P2)
ay = ê(S, P2) can be

checked first. Then S re-computes τ from the elements it holds and checks the consistency of C.

Algorithm 3 Verification

1: procedure VERIFICATION(Message msg, Signature σ)

2: msg = (SQR)pkS

3: demsg← DecskS
(msg)

4: if ê(R,Y) 6= ê(S, P2) then

5: return Reject

6: end if

7: ρ†a ← ê(R, X); ρ†b ← ê(S , X); ρ†c ← ê(T, P2)

8: τ† ← (ρ†b)
s · (ρ†c/ρ

†
a)

−c

9: if c 6= H(R||S||T||τ†||nt||demsg) then

10: return Reject

11: end if

12: return Accept

13: end procedure

4.4. Recovery and Triple Verification

Once receiving a pair of enhanced QR codes SQR1 and SQR2, S is able to recover and verify e-

coupons. Algorithm 4 describes the details of the recovery. It contains three main processes: 1) the

decoding process of QRFC. Because the carrier QR codes of SQR1 and SQR2 are the same, by computing
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SQR1 + SQR2(mod 2), CQR turns to be all 0. Thus, ESQR can be easily extracted, which is actually

QR1+QR2(mod 2). 2) Decode(ESQR) is the standard decoding operation on ESQR, which recovers the

commitment value com′. 3) Ver(crs, com′, decom, data) = 1 denotes the opening of commitment com′,

which is one of the three verifications we proposed.

Here are some details of the triple-verification which can defend against the tampering and forgery

attacks on e-coupons. First, the message digest h(QR1) is checked under key before the recovery of e-

coupons. It can verify if QR1 is modified, damaged or forged. Then the recovery is achieved and the

graph of ESQR can be checked. In addition, through opening the commitment, com′ is verified. With

these three verifications, we cannot only ensure the authenticity and integrity of enhanced QR codes, but

also figure out the attacker, i.e., C or S, if any.

Algorithm 4 Recovery

1: procedure RECOVERY(QR Codes (SQR1, SQR2))

2: ESQR← SQR1 + SQR2(mod 2)
3: com′ ← Decode(ESQR)
4: if Ver(crs, com′, decom, data) = 1 then

5: return (Accept, com′)

6: end if

7: return Reject

8: end procedure

4.5. EQRC-II for Offline Payment

We propose EQRC-II for a scenario where customers visit stores but are not connected to the Internet

directly. In this scheme, M will transmit the enhanced QR code from C to S, which results in a new risk,

i.e., M may tamper or forge the message from C. Thus we should pay attention to the audit trail of the

messages.

The protocol flow of EQRC-II is shown in Fig. 4. The generation and distribution of QR code-based e-

coupons in EQRC-II are the same with that in EQRC-I. Other necessary details are provided as follows.

4.5.1. E-coupons Delivery

Similar to EQRC-I, EQRC-II introduces encryption and authentication schemes. SQR1 held by C

is encrypted first so that M cannot access SQR1. The message sent from C to M through near-field

communications is msg1 = ((SQR1)pkS
‖ σ1) where (SQR1)pkS

is an encryption result and σ1 is a

signature on SQR1 with Algorithm 2. Once receiving msg1, M computes m = ((SQR1)pkS
‖ σ1 ‖

(SRQ2)pkS
) which combines msg1 and the second enhanced QR code. The message sent from M to S is

msg2 = (m ‖ σ2) where σ2 is a signature on M.

4.5.2. Audit Trail

With the triple-verification scheme, S can verify whether SQR1 and SQR2 are tampered or forged.

However, if SQR1 is attacked, S cannot figure out who is the attacker. Thus, we propose an audit trail

solution.

When the verification on SQR1 failed, S submits an audit request to CA who manages the real identities

of all users. To prove itself, C needs to connect the Internet and confirm its identity to CA. CA checks if
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Server Customer

Generation of E-coupons

Using E-coupons:

1. Encrypting QR codes

2. Signing QR codes

3. Sending via near-field 

communication

Merchant

Handling E-coupons:

1. Encrypting QR codes

2. Generating messages with 

QR codes and signatures 

from users

3. Signing messages and 

Sending

Recovering and Verifying QR codes:

1. Decrypting QR codes

2. Verifying signatures

3. Recovering QR codes

4. Decoding commitment QR codes

5. Opening and verifying the commitment

6. Updating E-coupons

(Audit trail when needed)

Updating E-coupons:

Updating e-coupons when network is 

accessible

Fig. 4. Protocol flow of EQRC-II

σ1.T = x ·σ1.R + x · skC ·σ1.S. The proof is as follows. Note that some transformation is from the join
algorithm in [22] which achieves the purpose of certificates, i.e., the credentials in [22].

σ1.T = a ·C

= a · x · A + a · rxy · pkC

= a · x · A + a · rxy · skC · P1

≡ x · σ1.R + x · skC · σ1.S.

(2)

If the equation is satisfied, C is the attacker or the data storage of C is compromised. If not, which
means σ1 is not the exact one generated by C, M should be the attacker or the data storage of M needs a
strengthened protection.

5. Security Analysis

In this section, we first analyze the security of the proposed framework on six aspects, according to
the protocol flow of EQRC. Then, we describe how the proposed framework resists attacks and achieves
the corresponding security goals.
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5.1. Security of the Digital Signature

The security of the digital signature is guaranteed by the hardness of the Blind Bilinear LRSW
Assumption [25]. Suppose that a Setup(1k) algorithm generates the cyclic groups G1 = 〈P1〉, G2 =
〈P2〉 and GT with a prime order q, where k is a parameter related to the security level. Let ê : G1×G2 →
GT be a pairing. Let X,Y ∈ G2, X = x · P2,Y = y · P2. Let OX,Y(·) denote an oracle that, with a
randomly chosen r ∈ Zq and an input f ∈ Zq, outputs a triplet (A,B,C) where A = r · P1, B = y · A,
and C = (x · A + f xy · A). Then given the group setup (G1,G2, P1, P2, q, ê) and the public key(X,Y),
it is impossible for a probabilistic polynomial-time (p.p.t.) adversary A to construct the triplet (A,B,C)
without knowing the secret key(X,Y). To be specific, for all A, given the security parameter k and the
set Q that A queries with OX,Y(·), v(k) is a negligible function defined as follows:

Pr[(G1,G2, P1, P2, q, ê)← Setup(1k); x← Zq; y← Zq; X = x · P2,Y = y · P2;

( f , A, B,C)← AOX,Y (G1,G2, P1, P2, q, ê) : f /∈ Q ∧ f ∈ Zq ∧ f 6= 0 ∧ A ∈ G1 ∧ B

= y · A ∧C = x · A + f xy · A] 6 v(k).

(3)

This assumption guarantees that without the secret key(X,Y) and the random number r ∈ Zq, any
p.p.t. adversary cannot forge a valid credential (A,B,C). Furthermore, for the case of the signing algo-
rithm, a signature σ is constructed with the secret parameters a and z, the user’s secret key skU (i.e., skC

or skM), the timestamp nt and the shuffled credential (R, S,T) where R = a · A, S = a · B, and T = a ·C.
Any adversaryA cannot produce a valid anonymous signature σ for any message msg without (A, B,C)
and skU . Thus, a signed message cannot be forged or modified during the processes of transmission,
which provides the non-repudiation, authenticity and integrity of messages. In addition, because there is
no isomorphism between G1 and G2 in the asymmetric pairing setting, it is infeasible to link (R, S,T) to
the original (A, B,C) without the secret parameter a, which provides users with anonymity.

For the case of the verification algorithm, the above assumption also guarantees that only hold-
ing the bilinear group parameters (G1,G2, P1, P2, q, ê), the public key(X,Y), the message msg, and
the shuffled credential (R, S,T), users can check whether the following verification equations hold:
ê(A,Y) = ê(B, P2), ê(A, X)ê( f B, X) = ê(C, P2), ê(R, P2) = ê(A, P2)

a, ê(S, P2) = ê(A,Y)a, and
ê(T, P2) = ê(A, X)aê( f B, X)a.

5.2. Security of the Encryption

The security of the ElGamal encryption in this work is guaranteed by the hardness of the Decisional
Diffie-Hellman (DDH) Assumption [26]: Assume that G1 = 〈P1〉, G2 = 〈P2〉 and GT are cyclic groups
with a prime order q. Let ê : G1 × G2 → GT be a pairing. Let X,Y,Z ∈ G1, X = x · P1, Y = y · P1,
and Z = z · P1. Note that x, y and z are randomly and independently chosen from Zp. Then given the
group parameters (G1,G2, P1, P2, q, ê), for any probabilistic-polynomial time (p.p.t.) adversary A, the
advantage AdvDDH

A defined as follows is negligible:

AdvDDH
A = |Pr[x, y, z← Zq; X = x · P1,Y = y · P1,Z = z · P1;A(G1,G2,

P1, P2, X,Y,Z, q) = 1]− Pr[x, y← Zq; X = x · P1,Y = y · P1,Z = G1;

A(G1,G2, P1, P2, X,Y,Z, q) = 1]|.

(4)
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In other words, the distributions 〈x ·P1, y ·P1, xy ·P1〉 and 〈x ·P1, y ·P1, z ·P1〉 are computationally in-

distinguishable, which is equivalent to the semantic secure in ElGamal encryption [26]. This assumption

guarantees that, without knowing the private key, the probability of getting z = xy from Z = xy · P1 for

a p.p.t. adversary A is negligible. Thus, the confidentiality of messages in transmission is provided in

our framework. As summarized in Table 3, the typical attacks on e-coupons and messages transmitted,

including the data leakage, forgery and modification, are resisted.

5.3. Security of the Commitment

In general, there are three algorithms in a Pedersen commitment [27], i.e., the generation algorithm

Gnrt, the commitment algorithm Comm and the opening algorithm Opnv. Let k denote the security

parameter. Suppose that the Gnrt(1k) algorithm generates a set of common parameters (p, q, g, h) as

follows: p and q are two primes which are large enough and q|p − 1. g and h are generators randomly

chosen from a q-order subgroup Gq of Z∗
p. h = ga mod p where a is secret. On inputting a secret m ∈

Zq and a random value r ∈ Zq, the Comm algorithm computes a commitment com = Comm(m, r) = gmhr

mod p, where com ∈ Z∗
p. Based on the DLP, logg h is unknown to the committer. Correspondingly, given

a commitment com, a message m ∈ Zq and r ∈ Zq, the Opnv(com,m, r) algorithm will output TRUE if

and only if com is a valid commitment to M with the given r.

Based on the design described above, for any given value r, the commitment is uniformly distributed

with a randomly and uniformly chosen parameter [24], i.e., |Pr[Comm(m1, r)]− Pr[Comm(m2, r)]| = 0,

where m1,m2, r ∈ Zq and r follows the uniform distribution. In other words, given a commitment com,

every value M is equally likely to be the value committed in com. This property is well-known as the

Perfect Hiding Property.

In EQRC, the perfect hiding property provided by the Pedersen commitment guarantees that any

adversary on the channel can only obtain data from QR with a negligible probability. To be specific, for

every sensitive data data in QR, there exists a unique data′ such that com = gdatahr1 = gdata′hr2 . Thus,

com perfectly hides all information about data, i.e., the adversary cannot get any advantage from com

to guess data, even with unlimited computational power. Note that the commitment provides additional

protection with the QRFC approach. Even both the two fragments SQR1 and SQR2 are intercepted and

QR is recovered, data is still safe. Thus, the commitment technology adopted in EQRC resists against

not only the data leakage, forgery and modification attacks on e-coupons, but also the collusion attack

between M and C, as in Table 3.

In addition, we introduce the Non-ambiguity Property to prove that it is infeasible for a p.p.t. adver-

sary A to forge a different commitment in other ways [24]. To be specific, the advantage AdvNAmb
A of A

defined as follows is negligible:

AdvNAmb
A = Pr[(g, h, q, p, p∗)← Gnrt

∗(1k); r, r∗,m← Zq;

(com, r, r∗)← Comm
∗(Gq, g, h, p

∗,m);

Opnv(p, com, r) 6=⊥,Opnv(p, com, r∗) 6=⊥,

Opnv(p, com, r) 6= Opnv(p, com, r∗)],

(5)

where Gnrt∗ and Comm∗ are the generation and the commitment algorithms launched by A.
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5.4. Security of the HMAC

For one thing, the security of HMAC is provided by the common construction defined as follows:

HMAC(K,m) = H((K′ ⊕ opad)||H((K′ ⊕ ipad)||m)), where M is a message, K is a secret key, K′ is a

block-sized key derived from K, opad and ipad are the block-sized outer and inner padding, respectively,

and H is a hash function. In such a construction, the application of the outer function H masks the

intermediate result of the internal H((K′ ⊕ ipad)||m) [28, 29]. Additionally, the cryptographic strength

of HMAC depends on the properties of the underlying hash function. In our framework, we adopt SHA-

2, which uses the Merkle-Damgåd Structure. The soundness of the Merkle-Damgåd structure has been

proved [30], that is, if the compression function f : {0, 1}m+n → {0, 1}m is collision resistant, then the

constructed hash function h is collision resistant. In SHA-2, the compression function hDM is designed

from a block cipher { fk} using Davies-Meyer Construction hDM(k, x) = fk(x) ⊕ x, where k and x are

inputs of the model. Collision resistance of Davies-Meyer construction can be proved in the ideal-cipher

model [31].

Based on the discussion above and the existing research [32], the security of SHA-2 has been widely

analyzed and proved. Theoretically, taking SHA-256 as an example, the upper bound of finding a colli-

sion using the birthday attack is 2128 evaluations and that of a preimage attack using a brute force search

is 2256. Though there are some research efforts aiming at attacks [33–35], it is still widely accepted that

SHA-2 family is a secure hash algorithm.

Overall, in QRFC, as only Server S knows the HMAC key key, both the origin authentication and data

integrity for QR1 are provided based on the security of HMAC-SHA-2.

5.5. Security of the QRFC Approach

Because of the pseudorandomness property of the PRNG algorithm, the output sequences are com-

putationally indistinguishable for any p.p.t. algorithm A, i.e., for all sufficiently large n and positive

polynomial p(·), we have

∣

∣Pr[A(G(Un)) = 1]− Pr[A(Ul(n)) = 1]
∣

∣ <
1

p(n)
. (6)

G is a PRNG with an output length l(n), Un is the uniform distribution on {0, 1}n and Ul(n) on {0, 1}l(n).

The pseudorandomness property guarantees that when QR is re-encoded to QR1 and QR2 by the QRFC

approach, the choice for any block is pseudorandom. Anyone with a single enhanced QR code can only

guess QR with a 0.5n probability of success, where n is the number of blocks in QR. In our framework,

each user, i.e., M or C can only hold one of the pair (SQR1, SQR2). Thus, the confidentiality and integrity

of QR are provided as it is hard for M or C to recover QR by itself. In other words, the data leakage,

forgery and modification attacks on e-coupons can be resisted, which is summarized in Table 3.

5.6. Security of the Triple Verification

The security of the first verification is guaranteed by the HMAC-SHA-2, as we analyze in Section 5.4.

The secure hash h(QR1) stored in CQR is produced with key. Thus no one without key can recompute

the hash while tampering or forging SQR1. Then, the security of the second verification is based on the
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Table 3

Defense Against the Typical Attacks

Defense Signing Encryption Commitment QRFC TriVerf Timestamp Security Properties

Data Leakage X X X data confidentiality

E-coupon Forgery
and Modification

X X X X data integrityand authenticity

Collusion Attack X X data confidentiality,integrityand authenticity

Eavesdropping X message confidentiality,identity anonymity

Message Forgery
and Modification

X X message integrityand authenticity,identity anonymity

Message Replay X usability

design of the enhanced QR code. Tampering on one of the enhanced QR codes may lead to anomaly in

the process of recovery. See section 4.4, for example, the carrier QR code may not change to all black.

The third verification is commitment opening, with which S can check com to guarantee the integrity and

authenticity of the sensitive data in e-coupons. The detailed analysis is given in Section 5.3. The triple

verification works together to ensure the security of our framework. Note that if an attack is detected by

the first verification, it shows that the attack source is C, i.e., C is an attacker itself, or there are risks of

the data storage or transmission in C. Otherwise, the attack source is M.

5.7. Defense Against the Typical Attacks

In this section, we illustrate some specific situations to prove that the proposed framework can resist

the threats and achieve the security goals mentioned in Section 3.3. The security properties to defend

against the typical attacks are summarized in Table 3. Note that TriVerf denotes the triple-verification.

Security Properties are the corresponding security properties threatened by the attacks. We suppose that

Â is an adversary. Considering the similarity of the attack principles and solutions in practice, we only

choose some typical situations for deep analysis. For example, we only discuss the eavesdropping on

messages sent from C to S because that from M to S is similar. The mechanism to defend against the

typical attacks are described as follows.

(1) Eavesdropping and data leakage: 1) Suppose Â can intercept the message msg = ((SQR1)pkS
‖ σ)

sent from C to S. Â wants to get SQR1 or the identity of C from msg. However, without sks, it is

infeasible for Â to break the ciphertext (SQR1)pkS
, which is guaranteed by the hardness of the

Decisional Diffie-Hellman (DDH) Assumption, as described in Section 5.2. The true identity f

and the true credential (A,B,C) of C cannot be revealed with the anonymous signature σ. Thus,

the data confidentiality and identity anonymity are provided to defend against the eavesdropping

attack. 2) Furthermore, suppose Â can get the e-coupon SQR1 and wants to guess SQR2 and then

recover QR. Because of the pseudorandomness property of the QRFC approach, the probability

of Â to succeed is only 0.5n where n is the number of blocks in QR. Details can be found in

Section 5.5. 3) Even if Â gets SQR1 and SQR2 in the same time, he can open the commitment in QR

with a negligible probability without the security parameter r, which is guaranteed by the Pedersen

commitment as described in Section 5.3. Thus, the confidentiality of the sensitive information data0

can be provided.

(2) E-coupon forgery and modification: 1) Suppose Â gets the e-coupon SQR1 and tampers or forges

it. However, he cannot generate a valid h(QR1) stored in CQR without key, which is guaranteed

by the soundness of the Merkle-Damgåd Structure. As the first verification of EQRC, the details
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are introduced in Section 5.4. 2) Suppose Â gets the e-coupon SQR2 and tampers or forges it. The

server can also figure it out by stacking SQR1 and SQR2. To be specific, anomaly in CQR appears

according to the security properties of the QRFC approach when SQR1 passes the first verification,

which means that SQR2 is modified or fake. Detailed analysis is shown in Section 5.6. Overall, the
authenticity and integrity of e-coupons are provided in EQRC.

(3) Collusion attack: Suppose Â is registered as a legal merchant. Suppose another adversary,
ˆ̂
A, is

a legal customer and has collusion with Â. The advantage of them is that they have pairs of

e-coupons (SQR1, SQR2) and know the rule to recover QR. However, they can obtain data0 from
QR with a negligible probability which is guaranteed by the Perfect Hiding Property provided by
the Pedersen commitment. Thus, it is infeasible to deploy the collusion attack on EQRC.

(4) Message forgery, modification and replay: 1) Suppose Â can intercept the message msg sent from
C to S and wants to modify or forge it. However, it is infeasible because msg is protected by
encryption, whose security is guaranteed by the hardness of the Decisional Diffie-Hellman (DDH)
Assumption, as described in Section 5.2. Any modification on msg can be detected by the
signature σ. In addition, σ is constructed with the secret key skC and the credential (R, S,T). Thus,

without skC and (A,B,C), Â cannot forge a valid anonymous signature due to the hardness of the
Blind Bilinear LRSW Assumption. Details can be found in Section 5.1. With the mechanisms
above, the authenticity and integrity of messages, and the identity anonymity are guaranteed in
EQRC. 2) Suppose Â can intercept the message msg sent from C to S and wants to resend it to
S. However, it is infeasible because the signature σ is constructed with a timestamp nt as shown
in Algorithm 2. That is, the replay attack can be detected by checking nt and the time threshold,
which is guaranteed by the hardness of the Blind Bilinear LRSW Assumption. Therefore, EQRC
can effectively resist the attack of message replay.

6. Performance Evaluation

In this section, we analyze the efficiency of the signature scheme, the overhead of enhanced QR
codes, and the communication overhead. All experiments are conducted on Windows 8, with 2.8 GHz
Intel CPU, 12 GB memory and 500 GB disk.

6.1. Computation Overhead of the Signature Scheme

We consider the scalar multiplications in G1, the exponentiations in Gt and pairing operations, which
are time costly operations. The hash operations in Zq can be neglected with little overhead. The ex-
ponentiations in Gt can be converted into the scalar multiplications in G1 to reduce the computation
complexity [21]. Thus the computation overhead for signature is determined by 4 · G1 + 1 · P and that
for verification is 3 ·G1 + 5 · P, where n ·G1 represents the n scalar multiplications on G1, and m · P is
m pairing operations on Gt.

The experiment in [36] shows that we need to set |q| = 160 bits and |G1| = 161 bits to meet the
80-bit security level. Then one scalar multiplication in G1 costs 0.6 ms and one exponentiation in Gt

costs 4.5 ms [22]. In our work, the computation overhead for signing and verification is 6.9 ms and 24.3
ms, respectively. Compared with the experiment in [36], the signing in our work is better than that in
TAA V1 [22], TAA V2 [22] and GSIS [37]. Because we do not consider the pre-computing of pairing
operations, the verification efficiency is lower than that in GSIS, i.e., 13.8 ms.
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Table 4

The Setting of QR Code Samples

a1 a2 a3 b1 b2 b3 c1 c2 c3

Block Version 1: 21× 21 Version 3: 25× 25 Version 7: 33× 33

Graph Length (Pixel) 105 210 294 100 200 300 99 198 297

Size (KB) 1.70 5.80 11.5 1.62 5.52 11.7 1.60 5.47 11.6

21*21 25*25 33*33
Blocks
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Fig. 5. Running-time overhead for encoding in (a) the preprocessing stage and in (b) the computing stage

6.2. Encoding/Decoding Overhead for the Enhanced QR Codes

In our framework, the generation, recovery and verifications of the enhanced QR codes are realized

by S with cloud computing, which significantly reduces the computation burden of users.

We evaluate the time consumption for QRFC approach, which is developed based on C#. Three dif-

ferent versions of QR codes are tested, which are Version 1 (Block 21× 21), Version 3 (Block 25× 25)

and Version 7 (Block 33 × 33). The samples of QR codes are shown in Table 4, where the QR codes

with similar pixel resolutions (e.g., for mobile phones or posters) are given the same labels.

The running-time overhead for the encoding process in QRFC is calculated from two stages: the

preprocessing stage and the computing stage. The overhead for the preprocessing stage is shown in

Fig. 5(a) and that for the computing stage is shown in Fig. 5(b). The preprocessing stage includes the

processes such as reading the QR codes and building Bitmap objects with C#. Thus, we can see that

the version of QR codes has little effect on the preprocessing time but the size of QR codes affects a

lot. In contrast, the computing is on blocks instead of pixels, as described in Section 4.2.2. Thus, as

shown in Fig. 5(b), the version of QR codes has effect on the computing time but the size does not.

Compared with the preprocessing stage (around 40 to 380 ms in the experiments), the overhead for the

computing stage (less than 6 ms in the experiments) is trivial. The reason can be described intuitively: the

handling of pictures is slower than computation on given arrays or integers in the experiments. Overall,

the encoding time is mainly determined by the preprocessing stage, which is the same for all schemes

regardless security.

On the other hand, the decoding process for QRFC also contains two parts: the preprocessing stage and

the computing stage. The overhead of the preprocessing stage is shown in Fig. 6(a). The overhead of the

computing stage which includes the processes of decoding computation and original QR codes recovery

is shown in Fig. 6(b). It is clear that the computing stage (less than 0.25 ms in the experiments) costs
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Fig. 6. Running-time overhead for decoding in (a) the preprocessing stage and in (b) the computing stage
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Fig. 7. Network design in Omnet++

less time than the preprocessing stage (about 13 to 35 ms in the experiments). Comparing the decoding

process with the encoding process, we can find that the decoding process is more efficient, costing less

time than the encoding process. The result is reasonable. As described in Section 4.2.2, pseudo-random

numbers are generated for each block to split a QR code in the encoding process. However, only a

modulo-2 addition operation is necessary for each block in the decoding process due to the attribute of

QRFC. The quicker decoding is a beneficial property for e-coupon transactions, because users concern

more about the successful transaction time than the generation time of e-coupons.

6.3. Communication Overhead

To evaluate the communication overhead, we implemented a simulation on the end-to-end delay from

users to a server. Because the transactions in both EQRC-I and EQRC-II are composed of several

communication rounds and every rounds are similar, the experiment focuses on one round is reasonable

and representative. The experiment is conducted by a well-known simulation tool, OMNeT++ 5.5 [38].

An open-source OMNeT++ model suite, INET [39], is adopted.

The network is designed as shown in Fig. 7. The host denotes users in our system, which can be

clients or merchants. The hosts are connected to an access point, AP, via a wireless network and thus

can send messages to the server through a wired core network. Considering the networking technologies

nowadays, we choose IEEE802.11ac with a bit rate of 346.7 Mbps as the wireless network to ensure that

most of the new mobile devices can support [40, 41]. The bit rate of the wired network is set as 1000
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Table 5

Typical Message Length

Version† ECC‡ (QR) ECC (CQR) Size§ Length¶ (EQRC-I) Length¶ (EQRC-II)

2 Q H 1.04 2.08 4.16

3 H H 1.4 2.8 5.6

3 H Q 1.68 3.36 6.72

2 Q L 4.46 8.92 17.84

3 H L 6 12 24

† The versions chosen for QR. Each version has a different module configuration or

number of modules [43]. ‡ Four levels are available for different QR code error correction

capabilities: Level L (7%), Level M (15%), Level Q (25%) and Level H (30%) [44]. § The

size for one enhanced QR code (KB). ¶ Approximate length of each message (KB).

Mbps with a packet drop rate of 1%. The maximum propagation delay is calculated as the ratio between

the half of the longest distance from east to west Canada (2757 km) [42] and the light speed for optical

cables (180 000 km/s), which is 15.3167 ms. Note that the server is deployed on the cloud and thus can

handle the requests via cloud computing, which is not the main consideration of this simulation.

In this simulation, we mainly focus on the messages sent from users to servers which are the signatures

and the ciphertext of SQR1 or SQR2. The size of a signature is |σ| = 3|G1|+3|q|. A 160-bit long prime

number q and a 161-bit long group G1 are selected in order to meet the security level of the standard

1024-bit RSA. Therefore the size of a signature is close to 1 kb. The ciphertext in the ElGamal scheme

doubles the size of the plaintext, i.e., SQR1 or SQR2.

The size of enhanced QR codes varies in different settings. For example, as the size of com and data

is no larger than 160 bits, a version-3 QR code is able to encode them with an H-level ECC (Error

Correction Capability). Thus, there are 29 × 29 blocks in QR. To reduce the QR codes size, we use

one pixel in each block. Then the 841 bits need 841 × 4 = 3364 bits to represent with the QRFC

approach, i.e., each of the QR1 and QR2 is 3364 bits. If we embed the split QR codes into a carrier

QR code with an L-level ECC, which can tolerate only 7% errors, the size of each enhanced QR codes

generated is 3364/0.07 = 48058 bits. Note that the split QR codes embedded are treated as errors by a
regular decoder as described in Section 4.2.3. Thus, if the carrier QR codes are smaller than the bound,

it cannot be read by a regular decoder with error correction. Overall, a single communication with the

settings above should have about 12 KB in EQRC-I, and 24 KB in EQRC-II where a merchant sends

two enhanced QR codes. Some typical message lengths are listed in Table 5.

To measure the effect of the message length on the end-to-end delay, we set the message length as 2,
4, 8 and 32 KB for EQRC-I and doubled the size for EQRC-II. In the experiment, 100 messages are sent

following a Poisson process in 100 s, which simulates a common scenario with request intensity of 1

(per second). Note that, too large QR codes are seldom used in real life, but we also measure the delay

with a rare message length of 32 KB in EQRC-I and 64 KB in EQRC-II, when the latest QR code version

(40) is adopted as CQR. The results are shown in Fig. 8. We can see that, the average end-to-end delay

is mainly bounded by 0.1 s. Even with the rare size of enhanced QR codes, the delay is also acceptable.

To measure the effect of the scale of users on the end-to-end delay, we set the number of hosts in the

simulation as 100, 500, 1000 and 1500. Each host is expected to send only one 4-KB message with an

inter-arrival time following the exponential distribution [45]. The service time is set as 100 s to represent

normal scenarios such as using coupons in a shopping mall. In other words, the request intensity is

set as 1, 5, 10 and 15 per second. Note that we only consider the end-to-end process from users, i.e.,
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Fig. 8. End-to-end delay in (a) EQRC-I and in (b) EQRC-II
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Fig. 9. End-to-end delay in normal scenarios (yellow) and in a burst (blue)

merchants or customers, to a server. The only difference for EQRC-I and EQRC-II is the possible length

of messages. That is why we choose 4-KB messages in this experiment, which is probable for both

EQRC-I and EQRC-II as shown in Table 5.

The intensity set is expected to have little influence on the end-to-end delay, otherwise, the system

capacity is reached easily even in a normal scenario. Besides, another experiment is conducted where

all messages are sent at the same time to test the performance further. The variable, number of requests,

is set as 100 and 500. In such a burst, the delay is expected to be larger but in an acceptable range. The

results in Fig. 9 are the same with the reasonable expectation. It indicates that the delay is not affected

much by the scale of requests in normal scenarios while is larger in a burst.

Fig. 10 shows the transmission time of each message and the corresponding delay in bursts. It is clear

that when there are 100 hosts trying to send QR codes at the same time, most of the requests are sent out

directly and some succeed in around 1 second because of the collisions at the AP. Only a few wait for 3

seconds. When there are 500 hosts, the upper bound of waiting time is around 9 seconds. Overall, with

the network configuration described in this section, the EQRC performance is good and acceptable even

with a burst.
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Fig. 10. End-to-end delay and the transmission time in a burst

Table 6

Comparisons of the Secure E-coupon Frameworks

Framework Anonymity† Verification‡ Privacy§ Design ¶ Message # Rounds ††

Framework-A [12] skS skS a session key Out e-coupons & sig 3

Framework-B [13] ✗ skS ✗ Out e-coupons & MAC 2

EQRC-I isk(x, y) triple-verification triple-protection Out & In cip & sig 4

EQRC-II isk(x, y) triple-verification triple-protection Out & In cip & sig 3

† The anonymity of users, i.e., merchants and customers. ‡ The verification of e-coupons. § The privacy protection

for e-coupons. ¶ The design for security. Out and In denote outside and inside e-coupons. # The message that

sent to redeem e-coupons. sig is used to denote signatures, MAC for message authentication codes, and cip for

ciphertext of e-coupons. For more details, we refer readers to the related papers. †† The number of communication

rounds for e-coupons redemption and verification.

6.4. Comparison with Related Protocols

In Table 6, EQRC is compared with two recent research papers published in 2014 and 2015 [12, 13].

All of the schemes focus on satisfying the security requirements for the e-coupon system, including

authentication and integrity. The difference is as follows. The anonymity of users in EQRC is protected

by the private key of CA, isk(x, y), as described in Section 5.1, so that it is infeasible to link the true

identity with a signature for C, M and S . However, in Framework-A [12], the anonymity is guaranteed

by the server’s private key skS , which means that the identity is exposed to the server. Framework-B [13]

even does not hold such property. Besides, both Framework-A and Framework-B verify e-coupons via

a PKI-based solution. To be specific, the authenticity and integrity of e-coupons are protected by the

server’s private key. In EQRC, to provide stronger security, the triple-verification is presented. More

details can be found in Section 5.6.

The detailed computation overhead is compared in Table 7. The result shows that merchants and

customers in EQRC only have the work necessary for communication, including signing and encrypting

the message while most of the work is on the server. Although Framework-B also has fewer cryptography

operations on the user side, it does not provide enough and strong security properties as EQRC. Overall,

EQRC is secure and more friendly to users. The advantage is guaranteed by the design of the framework,

as shown in Table 6. To be specific, our scheme applies both outside and inside the e-coupons, which

rui


rui
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Table 7

Comparisons on Computation Overhead

Framework Phase† Entity
Operation‡

Commit Cod Spl Sta Enc Ch Hash Commu

Framework-A [12]

Issuing

customer 0 0 0 0 0 0 0

*

merchant 0 0 0 0 2 3 2

server 0 0 0 0 4 2 0

Downloading

& using

customer 0 0 0 0 2 3 2

merchant 0 0 0 0 1 0 0

server 0 0 0 0 3 2 0

Total

customer 0 0 0 0 2 3 2

merchant 0 0 0 0 3 3 2

server 0 0 0 0 7 4 0

Framework-B [13]

Issuing

& distribution

customer 0 0 0 0 0 0 0

*

merchant 0 0 0 0 0 0 0

server 0 0 0 0 1 0 1

Using

& verification

customer 0 0 0 0 0 0 0

merchant 0 0 0 0 1 0 1

server 0 0 0 0 0 0 0

Total

customer 0 0 0 0 0 0 0

merchant 0 0 0 0 1 0 1

server 0 0 0 0 1 0 1

EQRC-I & -II

Generation

customer 0 0 0 0 0 0 0 0

merchant 0 0 0 0 0 0 0 0

server 1 1 1 2 0 0 0 0

Distribution

customer 0 0 0 0 0 0 0 0

merchant 0 0 0 0 0 0 0 0

server 0 0 0 0 0 0 0 2

Using

& verification

customer 0 0 0 0 0 0 0 1

merchant 0 0 0 0 0 0 0 1

server 1 2 0 1 0 0 1 2

Total

customer 0 0 0 0 0 0 0 1

merchant 0 0 0 0 0 0 0 1

server 2 3 1 3 0 0 1 4

†We keep the original terms used in the related papers so that readers can find and understand them easily. Note

that although the names in frameworks are not exactly the same, the processes are matched. To be specific, we

are considering the phases from preparing e-coupons to using it successfully. Registration is not involved. ‡ The

operations are commitment, QR codes encoding or decoding, splitting, stacking, encrypting, chaotic mapping,

hash, and necessary operations (i.e., encrypting and signing messages) for communication from left to right. Note

that, we consider Commu as a whole without splitting it, because it is the common operations on the messages

sent.

* Not mentioned in the references.

means that we proposed not only how e-coupons are wrapped with cryptography techniques (such as

the anonymous signature), but also the components of e-coupons for security (i.e., the generation of the

enhanced QR codes). Thus, users have much less computation overhead than the cloud server. However,

the techniques are adopted outside of e-coupons directly for security in Framework-A and Framework-B.

rui
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As for communication, in EQRC-I and EQRC-II, the numbers of communication rounds for e-coupon

redemption and verification are slightly larger than that in Framework-A and Framework-B. It is

reasonable because each of the customer and the merchant only holds one of the pair (SQR1, SQR2)
while both are necessary for verification. Though we likely have longer messages due to the QR-codes

we use in the scheme, it is still acceptable and can be reduced via coding algorithms.

7. Further Discussion

EQRC has the ability to satisfy the essential security requirements, including data confidentiality,

authentication, integrity and anonymity. Although it is proposed for e-coupon transactions, EQRC can

be generalized for other scenarios easily. Some possible applications are described as follows.

(1) Generalized e-coupons: The proposed enhanced QR codes can be used as the generalized

e-coupons, i.e., not only the common coupons with discounts, but also the cash coupons, gift cards,

pre-paid membership cards, and rechargeable cards. The only task is to update the QR codes after

redemption. For example, the server can update the amount of money in a rechargeable card after

consumption or recharging by issuing a new pair of (SQR1, SQR2).
(2) Payment cards for relatives: Considering users are family members, we can apply the proposed

framework to payment tasks. For example, the parents and their child hold one of the enhanced QR

code pair (SQR1, SQR2), respectively, as fingerprints for transactions. To complete the payment,

i.e., to recover QR, the server needs to collect both of the QR codes. Thus, the child must get

permission from the parents when paying. The fingerprints can defend against attacks such as

forgery and modification by the triple-verification. As an additional payment method, it protects

relatives, especially children and elders, from fraud and economic losses.

(3) Certificates: The enhanced QR codes can also be used as an aided verification of certificates,

or even certificates directly. Compared with classic certificates, enhanced QR codes have more

advantages. For example, a paper certificate only with a stamp is easy to forge. However, the

necessary information such as the name of the awardee and the awards can be stored in the

enhanced QR codes, which satisfy the requirements of integrity and authenticity. In addition, the

holders of certificates may not trust the issuing institutions. With the enhanced QR codes, each

of the holder and the institution only keep one of (SQR1, SQR2), respectively. Any tampering or

forgery can be figured out and traced by the server.

(4) Health barcodes: As a special case of certificates, health barcodes can be well used when citizens

are exposed to infectious disease seriously, such as COVID-19. People with different health codes

have different access to community activities. The design of enhanced QR codes and the triple

verification guarantee that it is infeasible to tamper or forge the health barcodes. It provides a

social safety guarantee in difficult time.

Although EQRC satisfies the security goals with good performance, there are still some remaining

problems. Some of the problems are open questions in related research. The detailed discussions are as

follows.

(1) The embedding position: Based on the Reed-Solomon error correction code, QR1 and QR2 can be

embedded into CQR. However, the process should be considered more carefully because there are

functional elements in a QR code. These functional elements ensure that a scanning device can
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correctly identify and decode QR codes. For example, the three position patterns placed at corners

are used to define the location of the QR code. Thus, the embedding must avoid destroying the

functional elements.

Because the elements have fixed shapes, colors and positions in standard QR codes, the detection

is not a problem. In fact, the elements are first detected after scanning, easily, quickly and

accurately [46]. In addition, a recently developed QR code called Frame QR has a region where

the arbitrary altering of figures and contents will not affect other regions. Combining Frame QR

into the design of our EQRC can make the generation and merging of enhanced QR codes more

standardized and concise.

(2) The size of enhanced QR codes: Comparing with some classic e-coupon systems, which only use

a bit string as e-coupons, EQRC has larger e-coupons in size. This is also a problem for other QR

code-based innovative applications [14, 16].

Considering the network performance nowadays, it is not a significant limitation. A possible

solution is to increase the capability of QR codes, which is a hot topic for researchers. With higher

capability, a smaller QR code can be used for coding the same amount of data. One mature scheme

is the colored QR codes. In EQRC, using colored QR codes to implement the fragment coding of

QR codes, can provide more storage space. Thus, it will be an attractive research direction for us

in the future.

(3) Copies on QR codes: An illegitimate copy on e-coupons has the potential to infringe the rights of

legitimate holders. It is an open question for QR codes for a long time. Because QR codes are

usually used on smartphones, the risk of illegal copies by capturing the screen or taking pictures is

high [47]. We cannot ensure that users’ phones are not accessible from attackers. Thus, it is hard

to avoid copies.

If the QR code is linked with the identity of the legal holder, the problem can be solved by checking

the signature. From this point of view, EQRC can be extended to e-coupon services provided

for particular users. Another possible solution is to check the freshness. For example, Alipay

refreshes the payment QR codes every minute. However, both of the solutions above cannot solve

the problem thoroughly.

(4) Privacy issues: Although EQRC provides the identity anonymity and audit trail for users by the

TAA scheme, there are many other privacy issues in practice. For example, 1) Once a user is

determined dishonest, all the actions of the user in previous transactions are expected to be revealed.

Some latest oblivious transfer schemes can be considered [10]. 2) User behaviors are usually

studied for improving economic efficiency. However, how to protect the user’s privacy while

aggregating the statistical information is also a problem. One possible solution is the differential

privacy, which withholds the information of individuals while revealing the patterns of groups.

(5) Portability: As EQRC, most of the work on e-coupon systems is self-contained. However, a

problem is whether the protocols can be successfully integrated with existing mature applications,

such as Walmart, Amazon, Paypal, Aliexpress and Alipay. The difficulty of the work is that,

interfaces of many mature shopping and payment applications are not public for researchers. In

addition, to make the proposed framework user-friendly and practical, many details should be

considered more carefully, including processing interruptions and communication interruptions.

Strengthened cooperation between academic and industrial communities may provide more

development space.



L. Rui et al. / EQRC: A Secure QR Code-based E-coupon Framework Supporting Online and Offline Transactions 27

1 1

2 2

3 3

4 4

5 5

6 6

7 7

8 8

9 9

10 10

11 11

12 12

13 13

14 14

15 15

16 16

17 17

18 18

19 19

20 20

21 21

22 22

23 23

24 24

25 25

26 26

27 27

28 28

29 29

30 30

31 31

32 32

33 33

34 34

35 35

36 36

37 37

38 38

39 39

40 40

41 41

42 42

43 43

44 44

45 45

46 46

8. Conclusion

In this paper, we first proposed a fragment-based approach to enhance the confidentiality of QR codes.
Second, we designed an enhanced QR code scheme with the combination of the QRFC approach and the
commitment technique. The enhanced QR code scheme can prevent the leakage of the sensitive informa-
tion in QR codes and forgery or tampering of QR codes. Third, we gave a secure e-coupon transaction
framework called EQRC based on the techniques above. EQRC provides a triple-verification mecha-
nism, reducing the security threats during the e-coupon delivery and transaction. Both online and offline
scenarios are supported by EQRC, which provides a comprehensive protection for the real situation.
The strong analyses and evaluation have shown that the proposed framework has a high security and low
computing and communication overhead.
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