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Abstract. In recent years, with the rapid development and popularization of e-commerce, the applications of e-coupons have
become a market trend. As a typical bar code technique, QR codes can be well adopted in e-coupon-based payment services.
However, there are many security threats to QR codes, including the QR code tempering, forgery, privacy information leakage
and so on. To address these security problems for real situations, in this paper, we introduce a novel fragment coding-based
approach for QR codes using the idea of visual cryptography. Then, we propose a QR code scheme with high security by com-
bining the fragment coding with the commitment technique. Finally, an enhanced QR code-based secure e-coupon transaction
framework is presented, which has a triple-verification feature and supports both online and offline scenarios. The following
properties are provided: high information confidentiality, difficult to tamper with and forge, and the ability to resist against
collusion attacks. Furthermore, the performance evaluation of computing and communication overhead is given to show the
efficiency of the proposed framework.

Keywords: QR code, e-coupon, e-commerce, commitment algorithms, visual cryptography

1. Introduction

With the rapid development of electronic payment systems and digital marketing, e-coupons (Elec-
tronic Coupons) have become increasingly popular. Because e-coupons are easy to manage, quick to
distribute, and eco-friendly, they are widely accepted as a replacement of paper coupons by many com-
panies, such as Shoppers Drug Mart, McDonald’s, Air Canada and so on. Besides, the various type of
e-coupons, including but not limited to discount coupons, cash coupons, pre-paid cards and rechargeable
cards, are appropriate for different uses in the market. The demands for e-coupon services include easy
generation, fast readability, large storage capacity, error recovery and so on. QR (Quick Response) codes
support the above properties well and thus are universally preferred.

Although QR codes have been widely used in many domains, such as mobile payment, document
verification, commodity management, inventory checking, parcel tracking and so on, security incidents
still occur frequently and the situation becomes increasingly serious. Economic losses and privacy leak
which are caused by scanning malicious QR codes are reported many times. Cadger et al. [2] analyzed
12 different software packages which can decode QR codes, and found that none of them has the ability

%A preliminary version of this paper appeared in 2019 IEEE International Conference on Communications (ICC) [1]
“Corresponding author. E-mail: songjun@cug.edu.cn.
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to detect a tampered QR code. Besides, scanning QR codes with sensitive personal information, such as
tickets, payment codes and so on, poses a dramatic threat to the privacy of users. The risks above are
mainly due to the open coding scheme of QR codes, plaintext format of the content in QR codes, and
lack of verification mechanisms. Without proper measures and solutions, QR codes cannot be used in
online transactions safely.

The studies on the security of QR codes are increasingly hot in recent years. Many research focuses
on the anti-phishing of QR codes with the techniques of link detection, digital signature and so on [3-5].
There is also some work using cryptography and steganography to provide the confidentiality of QR
codes [6, 7]. However, due to the specific threats of e-coupon services, e.g., the collusion attack between
merchants and customers, tempering or forgery of e-coupons, and liability disputes among users, these
research cannot be applied well to the QR code-based e-coupon transaction services.

To address the above concerns, in this paper, we propose an enhanced QR code and triple-verification-
based secure e-coupon transaction framework EQRC. It mainly aims at the common security risks such
as the plaintext transmission, collusion attack, forgery and tampering in e-coupon services. Using en-
cryption and scrambling, anonymous authentication, and commitment, EQRC has the ability to ensure
data confidentiality and provide anti-tampering, anti-forgery, signature verification for both online and
offline scenarios. The main work and contributions of this paper include the following four aspects:

(1) We proposed a fragment coding-based approach for QR codes, which is based on the idea of visual
cryptography. Due to the pseudo-randomness of fragments, it is hard to guess the true information
of the original QR code from one of the split code pair. Thus, the safety of QR codes is enhanced
efficiently as the attacker would be more difficult to access the original QR code.

(2) We proposed an enhanced QR code scheme with a higher security, which is inspired by the frag-
ment coding and commitment technique. This scheme not only has the ability to prevent the leakage
of sensitive information in QR codes, but also can effectively reduce the security risks caused by
QR code tampering or forgery.

(3) We proposed a secure online e-coupon transaction framework EQRC, which relies on the enhanced
QR codes with digital signature and commitment. EQRC provides three verifications, i.e., message
digest computing, enhanced QR codes stacking and commitment opening. Due to these three veri-
fications, our framework can provide integrity and authenticity for e-coupons.

(4) We extended EQRC from online to offline. In both of the scenarios, users can use e-coupons with
the same security and privacy properties provided. The collusion attack between merchants and
customers can be resisted effectively. Furthermore, in the offline scenario, liability disputes can be
settled with an audit trail.

In addition, we analyzed and proved the security of EQRC based on cryptographic assumptions, math-
ematical properties, and potential attacks. The comprehensive evaluations of the computation overhead,
encoding and decoding overhead, and communication overhead are provided. Results show that the pro-
posed framework has a good performance in security and efficiency.

In the rest of this paper, Section 2 shows the related work, and briefly introduces the system model,
security goals and threats. Related cryptographic techniques are also presented. Section 3 gives the
detailed description of the schemes proposed in this paper. The security and performance evaluation are
presented in Section 4 and 5 respectively. Section 6 concludes the paper and discusses the future work.
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Fig. 1. System model

2. Preliminaries
2.1. Related Work

QR codes are commonly used for holding data. Protecting the content of QR codes is a hot topic in
these years. Cheng et al. [8] proposed an innovative secret sharing scheme for QR code applications.
The proposed scheme uses the XVCS (XOR-based Visual Cryptography Scheme) theory and has more
flexible access structures. Lin et al. [9] proposed a secret hiding mechanism based on QR code error
correction with a high capacity. Tkachenko ef al. [10] proposed a two-layer QR code-based scheme
for sharing secret messages, which replaces the black blocks in the traditional QR code with a specific
pattern. Although these strategies can effectively protect the contents of QR codes to some extent, they
cannot be adopted well in e-coupon transactions where both malicious merchants and customers should
be considered.

To solve the problem of forgery and tampering, some effective techniques are presented. Zhang et
al. [11] proposed a message authentication scheme with the help of roadside units for vehicular com-
munications. The scheme has a better performance than previous work in message loss ratio and delay.
Considering the large amount of information generated in vehicular networks at the same time, Lee
and Lai [12] presented a secure batch verification scheme based on bilinear pairing. Hasan et al. [13]
designed a secret information verification mechanism based on an authentication chain. Although this
mechanism has the characteristic of traceability and anti-counterfeiting, it is not suitable for QR code
services as keeping a chain for each QR code is space-consuming.

As for the anonymous digital signature technique which is often adopted for authentication, many
related studies have been reported. Brickell et al. [14] proposed the direct anonymous attestation (DAA)
in 2004. Based on zero-knowledge proof and the idea of group signature, users in DAA can obtain
identity-anonymous certificates without revealing privacy information. Chen et al. [15, 16] proposed a
pairing-based DAA protocol in the asymmetric setting in 2009 and proposed a threshold anonymous
authentication (TAA) scheme for vehicular ad-hoc network (VANET) in 2011, which is adopted in our
paper for e-coupon services.

2.2. System Model

We consider a system model comprised of four entities, which are shown in Figure 1:

(1) Root certificate authority (CA): a root certificate authority generates and distributes keys for other
entities. It issues certificates to merchants and customers. CA is trusted by other entities in the
model.
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(2) Merchant: a merchant provides services or goods to customers. It can support e-coupon transactions
but may be a malicious entity.

(3) Customer: a customer uses e-coupons when buying services or goods from a merchant. It also may
be a malicious entity and may be in collusion with a merchant.

(4) Server: a trusted server manages transactions with e-coupons. The main functions include e-coupon
generation, e-coupon distribution, authentication, verification, e-coupon updating and so on. Be-
sides, it handles disputes when necessary.

The scenarios of online transactions and offline transactions are considered in this work. In both
scenarios, the server generates the e-coupons, i.e., enhanced QR code pairs, and distributes them to
the merchant and customer, respectively.

(1) Online transactions allow the customer to finish transactions remotely on computers or mobile
phones. Both the customer and the merchant need to send one enhanced QR code to the server,
respectively. Note that the merchant only sends it when receiving the request from the server,
which means there is no direct interaction between the merchant and the customer. The server will
process the verification and payment when receiving the QR codes.

(2) In offline transactions, the customer does not directly connect to the server, but send the encrypted
and signed QR code to the merchant through near-field communications, e.g., bluetooth technolo-
gies. The merchant then sends his own QR code with the customer’s one to the server. As there is
a direct interaction between merchants and customers, disputes need to be resolved.

2.3. Security Goals and Threats

In this paper, we aim at achieving the following security goals,

(1) Authentication: merchants and customers must be authorized by a CA. In a transaction, the identi-
ties of both the merchant and the customer should be verified;

(2) Data integrity: no adversary can temper or damage e-coupons without being detected;

(3) Data authenticity: the server with EQRC should be able to detect the e-coupons forged by adver-
saries;

(4) Data confidentiality: the sensitive data of e-coupons is only visible to the server. Any other entities
including merchants and customers cannot get the access;

(5) Identity anonymity: the true identity of a user should not be exposed during signing and verification
so that the user privacy is preserved.

Besides, the integrity and authentication of the messages sent between entities should also be guaran-
teed.

The threats in e-coupon transaction services we focus on are information leakage, message eaves-
dropping, message modification, message forgery, message replay attack and collusion attack between
a merchant and a customer. Liability disputes are also considered.

2.4. Cryptographic Techniques

In this section, we briefly introduce the cryptographic tools adopted in our framework.

(1) Group Signature: Group signature allows a user of a group to sign a message anonymously. With
a group signature scheme, a signature o to a message m can be generated by Sigy ) (m) where
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sk is the secret key of the signer and pk is the public key of the group. o can be verified by
Ver (o, m). Given a message m and its signature o, it is not feasible to find out the identity of
the individual signer without the secret key of the revocation manager. Besides, only a member in
the group can generate a valid signature. With these properties, group signature can be well used
in anonymous authentication.

In this paper, we adopt an effective group signature-based authentication scheme TAA [16] and
adapt it to e-coupon services. It allows every legitimate user to obtain credentials by algorithms
Setup and Join, and provides anonymous signatures and message verification by algorithms S ign
and Verify.

Commitment: Commitment is a basic cryptographic tool which allows one to keep the sensitive
information hidden to others while maintaining the ability to reveal it. It usually comprises a gen-
eration phase, a commitment phase and an opening phase. In the generation phase, given gen-
erators g, h and a security parameter k, a key generation algorithm Gnrt outputs public param-
eters for the commitment scheme. Note that Gnrt is normally run by a trusted third party. In
the commitment phase, the commitment com to a value m is computed with a parameter open as
com = Comm(m, open). The opening phase is also named as reveal phase, in which m is revealed
and checked with Opnv(com, m,open). The entities in a commitment scheme are a sender and a
receiver.

The Pedersen commitment scheme [17] is adopted in our work. It is based on the Discrete Log-
arithm Problem (DLP). In Pedersen commitment, open is set as r € Z,. The commitment to a
value m € 7Z, can be defined as com = Comm(m, r) = g"h"” where g and h are elements of G, such
that only the receiver knows log, h. Then the receiver can check if Opnv(com,m,r) = true by re-
computation when m and r are both revealed. The Pedersen commitment scheme is a perfect-hiding
scheme, binding under the discrete logarithm assumption.

Visual Cryptography: Visual cryptography allows visual information such as pictures to be en-
crypted in such a way that the decryption can be performed by human vision instead of algo-
rithms [18]. One well-known secret sharing scheme based on visual cryptography [19] is achieved
by breaking up an image £ig into n shares, say &/ = {figg, £igy,..., £1g,_1}. The original
image can be decrypted by overlaying all the elements in /. Any proper subset % in 7, i.e.,
B € of but BB + of, cannot reveal information about £ig.

With the idea of visual cryptography, we proposed a fragment coding-based approach for QR codes.
Each QR code can be easily split into two parts and recovered quickly, while it is hard for an adver-
sary to get the original code by any one of the parts. The approach is described in detail in Section
3.2.

One-way Function and Randomness: One-way function is a wide-used cryptography tool, which is
easy to check but hard to invert. To be specific, for any randomized algorithm JF which attempts to
compute a pseudo-inverse for a one-way function f, any positive integer ¢ and sufficiently large n,
we have [20]:

Pf(F(() = ()] < - m
One particular application of one-way function is the keyed-hash message authentication code
(HMAC). HMAC is usually used for message authentication and integrity.
In the design of the enhanced QR codes, we adopted SHA-2 (Secure Hash Algorithm 2) as the
hash function used in the HMAC. SHA-2 is an iterated hash function, using the Merkle-Damgad
structure. The Merkle-Damgéd structure defines a hash function % based on an external one-way
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1 Merchant ) ( Customer )

Generation of E-coupons:
1. Preprocessing sensitive data
2. Generating commitments
3. Encoding commitment QR codes
4. Splitting QR codes with QRFC
5. Stacking QR codes on carriers
6. Distributing enhanced QR codes

A
\

Using E-coupons :
1. Encrypting QR codes
-t 2. Signing QR codes
3. Sending signatures and
QR codes

E-coupon Request :
1. Decoding QR codes
2. Verifying signatures
3. Verifying message digest
4. Requesting for another
enhanced QR code

A

Response to Request :
1. Encrypting QR codes
2. Signing QR codes
3. Sending signatures and
QR codes

[
-

Recovering and Verifying QR codes :
1. Decoding QR codes
2. Verifying signatures
3. Recovering QR codes
4. Decoding commitment QR codes

5. Opening and verifying the commitment

6. Updating E-coupons
T

A

Fig. 2. Protocol flow of EQRC-I

compression function f : {0,1}"*" — {0,1}"™ where n > 2. With HMAC-SHA-2, the modifica-
tion and forgery attack can be resisted.

Additionally, one-way function can also apply to Pseudorandom Number Generators (PRNGs) in
this work. A PRNG is a deterministic polynomial-time algorithm G : {0, 1}" — {0, 1}/(") mapping
a uniformly chosen short string called seed to a longer string where [ is a stretching function. The
output G, is computational indistinguishable from a uniform distribution R, on {0, 1}1(”) where
n € N [21]. With a PRNG, the output of the fragment coding-based approach we proposed is
pseudo-random. The confidentiality, authenticity and integrity are ensured with this property. The
details are given in Section 4.5.

3. Framework Design

In this section, we first provide the details of the framework design of EQRC-I, which is used for online
scenarios. Then we briefly talk about the framework of EQRC-II for offline scenarios. The protocol flow
of EQRC-I is shown in Fig. 2. There are five main algorithms, namely Enhanced QR Coding (Alg. 1),
Signing (Alg. 2), Verification (Alg. 3) and Recovery (Alg. 4).
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The notations of our framework are listed in Table 1.

Table 1
Notations
Notation Descriptions
S A server
M A merchant
C A customer
isk(x,y) The dualistic secret key of CA
(pk, sk) A key pair: (public key, secret key)
key A secret key of M, managed by S
datag The sensitive data of an e-coupon
data The data of datag after preprocessing
msg The message needs to be sent or received
com A commitment result
OR The standard QR code of com
(OR', OR?) A pair of patterns generated from OR
COR A carrier QR code
(SOR*, SOR?) A pair of enhanced QR codes
ESOR A QR code generated by (SOR', SOR?)

3.1. Protocol Setup

There is a trusted certificate authority CA in the framework we proposed. CA distributes key pairs
(pks, sks), (pku, sky) and (pkc, skc) for trusted servers S, merchants M and customers C, respectively.
Besides, CA generates a secret key key for each M, which is secret to M and hosted in S'.

In addition, for message signature, CA issues triplet certificates for users, i.e., merchants and cus-
tomers, which provides the authentication of users. The protocol setup is similar to that in [16] and [22].
Three cyclic groups G; = (P1), Go = (P2) and Gy of sufficiently large prime order g are chosen. P;
and Pj are two random generators. A pairing é : G; X Gy — Gy is chosen with following properties:

(1) Bilinear: é(aP1,bPs) = &(P1, P2)® holds for any two integers a, b € Ly;

(2) Non-degenerate: ¢(Py, P2) # 1g, where 1g, is the identity element of Gr;

(3) Computable: there exists a polynomial time algorithm for computing é(P, Q) for VP € G; and
VO € Go.

The triple certificates (A, B, C) are constructed with users’ true identities f and the secret key of CA,
i.e., the bigram isk(x,y). To be specific, A <— r- P;, B+ y-Aand C < (x-A + fxy-A) where r
is a random integer in Z,. Then each certificate can be used to sign messages for a specific user. More
details are in [16].

3.2. Generation of Enhanced QR Codes

The framework we proposed is based on an enhanced QR code scheme. With this scheme, a standard
QR code is processed to finally generate a pair of enhanced QR codes (SQR', SOR?), which can be seen
as two fragments of an e-coupon. Enhanced QR codes ensure the confidentiality of e-coupons and are
hard to tamper with or forge.
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Algorithm 1 Enhanced QR Coding

: procedure ENCODING(Sensitive Data data)
: (com,decom) < Com(crs, data)
OR < Encode(com)

1

2

3

4 (QR',0R?) « Split(OR)
5. SOR' < Stack(QR!, COR)
6

7

8

. SOR? « Stack(QR?, COR)
. return (SOR', SOR?)
: end procedure

4. QRFC
3. Standard
1. Preprocessing 2. Commitment Encodmg
datag data
4. QRFC

QR?

Fig. 3. Generation of enhanced QR codes

The generation flow of enhanced QR codes is shown in Fig. 3. As Algorithm 1 discusses, there are
four main functions in the generation process: 1) Com(crs, data) denotes the commitment process on the
sensitive data data with the parameter crs. It returns a commitment com and a parameter decom to open
the commitment. 2) Encode(com) returns a standard QR code with the specific content com. 3) Split(QOR)
returns a pair of pseudo-random patterns with a fragment coding-based approach on a standard QR code

OR. 4) Stack(QR1 CQR) is a graphic combination between an enhanced QR code QR1 and a carrier QR
code COR. Some details are given as follows.

3.2.1. Commitment

Consider the capacity of QR codes and the size of commitments, the sensitive data datag in an e-
coupon can be first preprocessed to data through a hash function, as the first step shown in Fig. 3. To
ensure the confidentiality of datag, as Step. 2, we use the Pedersen commitment technique to generate
the commitment com = g“h" mod p where (p, g, h,r) are security paratmeters [17]. With such a
perfect-hiding commitment scheme, even though M and C conduct the collusion attack, they can get
nothing of dataq from com.

3.2.2. QRFC Approach

With the idea of visual cryptography, we introduce QRFC, a fragment coding-based approach for QR
codes. Through QRFC, we can split OR, i.e., a standard QR code encoded with com by Step 3, to two
fragments (QR1 QR2) The details are as follows. We use k bits 0 and 1 to denote the black and white
blocks in an original QR code QR, i.e., {0, 1}, where k € {k = 2ko|kg € N* Ak > 0}. Thus, one block
has 2* types of code words, i.e., Str = {ror; -+ -ri_1|r; =0V 1,0 <i < k— 1}.
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Define S° = {rori---ri_1|ro = 0}, S* = {rory---r_1|ro = 1}. If a block in OR is black, the
corresponding code words, i.e., Str' in QR' and Str? in OR2, should satisfy Str! + St7?(mod 2) = S°. If
the block is white, Str + Str?(mod 2) = S*.

With the rule above, all blocks in QR are re-encoded randomly to two sequences. Turn each 0 in

sequences to a black pixel and 1 to a white pixel so that QR and QR? are finally generated.

We choose £ = 4 in our framework. The construction method is shown in Table 2. The choice from
Choice for any block is pseudo-random with the help of PRNGs, which does not affect the success of
decoding.

Table 2
QRFC Approach (k = 4)
Block in OR H Choice ‘ OR! ‘ OR?
1 1001 | 1001

black
2 0110 | 0110
. 1 1001 | 0110
white
2 0110 | 1001

3.2.3. Carrier QR Codes
As customers need an easy way to access some public information, such as the merchant’s name,
the expiry date of the coupon and the discount amount, we introduce a standard QR code, say carrier

QR code COR. CQOR also maintains a hash of QR', #(QR'), which can be used to verify QOR'. h(QR")
is generated through HMAC-SHA?2 with the corresponding secret key key. The security provided by

h(QR") is analyzed in detail in Section 4.5.

Based on the Reed-Solomon error correction code used in QR codes, the enhanced QR codes @ and
SOR? can be generated by Step 5, i.e., embedding @ and W into COR separately without damaging
the necessary data in COR. Note that SOR' and SOR? use the same COR and the same embedding
position for future processing. More explanation is given in Section 3.4.

Note that S distributes SOR' to C and SQR? to M after the generation.

3.3. Signing and Verification

To protect the messages sent between entities, we introduce encryption and anonymous authentication
techniques. In this section, we mainly talk about the transaction process instead of the distribution pro-
cess of S. Before being sent, a message must be encrypted and signed. (SOR) i, denotes the ciphertext

of QR' or OR? using ElGamal algorithm with pkg. The anonymous authentication scheme we introduce
is similar to [16] and [22].

Algorithm 2 performs the signing on message msg and generates a signature o~ by an entity U. In this
algorithm, (R, S,T) can be seen as an anonymous certificate. ¢ and s provide the correlation proof of
(R, S, T) and the true identity of the entity U. n, is a timestamp to defend against the replay attack. é is a
map function [16] from G x G2 — G7. H is a hash function {0,1}* — Z,.

The verification algorithm carried out by S is shown in Algorithm 3. Decgy (msg) is a decryption
function of msg under sks. Because S =a-B=ay-A=y-R,e(R,Y) = é(A, P2)® = (S, P2) can be
checked first. Then S re-computes 7 from the elements it holds and checks the consistency of c.
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Algorithm 2 Signing

1: procedure SIGNING(Message msg)
2. if U = C then msg < SOR'

3 else if U = M then msg < SOR*
4: end if

5: a4 Zg; 24 LgiRa-A; S« a-B; T < a-C;
6.

7

8

9

T < (S, X)% ¢ <= H(R||S]|T]|7|n|Imsg)
if U= Cthen s < z+ ¢ skc (mod q)
elseif U = M then s <— z+ ¢ - skyy (mod q)
: end if
10: o+ (RS, T,c,s,n)
11: return o
12: end procedure

Algorithm 3 Verification

1: procedure VERIFICATION(Message msg, Signature o)
2 msg = (SOR)p

3 demsg < Dec g, (msg)

4 if e(R,Y) # &(S, Py) then

5 return Reject
6

7

8

9

end if
p}  e(R.X);p} + &(S.X);p
e (o])*- (ol /p])
: if ¢ # H(R||S||T||7"||n;||demsg) then

10: return Reject

11: end if

12: return Accept

13: end procedure

f«e(T, Py)

c

3.4. Recovery and Triple Verification

Once receiving a pair of enhanced QR codes SOR! and SQR?, S is able to recover and verify e-
coupons. Algorithm 4 describes the details of the recovery. It contains three main processes: 1) the

decoding process of QRFC. Because the carrier QR codes of SOR' and SOR? are the same, with com-
puting SOR' + SQRQ(mod 2), COR turns to be all 0. Thus, ESQR can be easily extracted, which is
actually OR' 4+ QR?(mod 2). 2) Decode(ESQR) is the standard decoding operation on ESQR, which
recovers the commitment value com’. 3) Ver(crs,com’,decom, data) = 1 denotes the opening of com-
mitment com’, which is one of the three verifications we proposed.

Here are some details of the triple-verification which can defend against the tampering and forgery

attacks on e-coupons. First, the message digest #(QR") is checked under key before the recovery of
e-coupons. It can verify if QR! is modified, damaged or forged. Then the recovery is achieved and the
graph of ESQOR can be checked. In addition, through opening the commitment, com’ is verified. With
these three verifications, we cannot only ensure the authenticity and integrity of enhanced QR codes, but
also figure out the attacker, i.e., C or S, if any.
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Algorithm 4 Recovery

1: procedure RECOVERY(QR Codes (SQR', SOR?))
2 ESOR + SOR* + SQR?*(mod 2)

3 com’ <— Decode(ESQR)

4: if Ver(crs,com’,decom,data) =1 then

5: return (Accept, com’)
6
7
8

end if
: return Reject
: end procedure

( Merchant ) ( Customer )

. Generation of E-coupons -

Using E-coupons :
1. Encrypting QR codes

¢ ™ 2. Signing QR codes
Handling E-coupons : 3. Sending via ne'ar-ﬁeld
1. Encrypting QR codes communication
2. Generating messages with
QR codes and signatures L
from users
3. Signing messages and
Sending
Recovering and Verifying QR codes :
1. Decoding QR codes
2. Verifying signatures
- 3. Recovering QR codes
4. Decoding commitment QR codes
5. Opening and verifying the commitment
6. Updating E-coupons
(Audit trail when needed)
l
Updating E-coupons:
Updating e-coupons when network is >
accessible
I

Fig. 4. Protocol flow of EQRC-II

3.5. EQRC-II for Offline Payment

We propose EQRC-II for a scenario where customers visit stores but are not connected to the Internet
directly. In this scheme, M will transmit the enhanced QR code from C to S, which results in a new risk,
i.e., M may tamper or forge the message from C. Thus we should pay attention to the audit trail of the
messages.

The protocol flow of EQRC-II is shown in Fig. 4. The generation and distribution of QR code-based e-
coupons in EQRC-II are the same with that in EQRC-I. Other necessary details are provided as follows.
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3.5.1. E-coupons Delivery
Similar to EQRC-I, EQRC-II introduces encryption and authentication schemes. SOR' held by C
is encrypted first so that M cannot access SOR'. The message sent from C to M through near-field

communications is msg; = ((SOR'), || 1) where (SOR'), is an encryption result and o is a

signature on SQR' with Algorithm 2. Once receiving msgi, M computes m = ((SORY) ;s || o1 |

(SRQ?) s ) which combines msg; and the second enhanced QR code. The message sent from M to S is
msga = (m || o2) where o9 is a signature on m.

3.5.2. Audit Trail
With the triple-verification scheme, S can verify whether SOR! and SQR? are tampered or forged.

However, if SQR! is attacked, S cannot figure out who is the attacker. Thus, we propose an audit trail
solution.

When the verification on SQR! failed, S submits an audit request to CA who manages the real identities
of all users. To prove itself, C needs to connect the Internet and confirm its identity to CA. CA checks if
01.T =x-01.R+ x- skc - 01.S. The proof is as follows. Note that some transformation is from the join
algorithm in [16] which achieves the purpose of certificates, i.e., the credentials in [16].

o1.T =a-C

=a-x-A+a-rxy- pkc

2)
=a-x-A+a-rxy-skc- Py

=x-01.R+ x- skc-01.5.

If the equation is satisfied, C is the attacker or the data storage of C is compromised. If not, which
means o1 is not the exact one generated by C, M should be the attacker or the data storage of M needs
a strengthened protection.

4. Security Analysis

In this section, we analyze the security of the proposed framework. According to the protocol flow of
EQRC, the analyses mainly focuses on the following six aspects.

4.1. Security of the Digital Signature

The security of the digital signature is guaranteed by the hardness of the blind bilinear LRSW
Assumption [22, 23]. Suppose that a Setup(1*) algorithm generates the cyclic groups G; = (P),
Gg = (P3) and Gr with a prime order g, where k is a parameter related to the security level. Let
¢ : Gy x Gg — Gr be a pairing. Let X,Y € Go,X = x- P9,Y = y- Py. Let Oxy(-) denote an oracle
that, with a randomly chosen r € Z, and an input f € Z,, outputs a triplet (A, B,C) where A = r - Py,
B=y-A,and C = (x-A+ fxy-A). Then given the group setup (G1, Go, P1, P2, g, ¢) and the public key
(X, Y), it is impossible for a probabilistic polynomial-time (p.p..) adversary A to construct the triplet
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(A, B, C) without knowing the secret key (x,y). To be specific, for all A, given the security parameter k
and the set Q that A query with Oxy(-), v(k) is a negligible function defined as follows:

Pr((G1,Ga, Py, Pa,q, &) < Setup(1*); x <+ Zy;y + Z;;X = x- Py, Y =y - Py;
(f.A,B,C) + A% (Gy,Ga,P1,P2.q.8) : fEQNFELNf#O0NAEGLAB (3)
=y-ANC=x-A+ fxy-A] <v(k).

This assumption guarantees that without the secret key (x, y) and the random number r € Z,, any p.p.t.
adversary cannot forge a valid credential (A, B, C). Furthermore, for the case of the signing algorithm, a
signature o is constructed with the secret parameters a and z, the user’s secret key sky (i.e., skc or sky),
the timestamp 7, and the shuffled credential (R,S,7T) where R =a-A,S =a-B,and T = a - C. Any
adversary A cannot produce a valid anonymous signature o~ for any message msg without (A, B, C) and
sky. Thus, a signed message cannot be forged or modified during the processes of transmission, which
provides the non-repudiation, authenticity and integrity of messages. In addition, because there is no
isomorphism between G and G in the asymmetric pairing setting [24], it is infeasible to link (R, S, T)
to the original (A, B, C) without the secret parameter a, which provides users with anonymity.

For the case of the verification algorithm, the above assumption also guarantees that only hold-
ing the bilinear group parameters (G1, Ga, P1, P2, q,¢€), the public key (X, Y), the message msg, and
the shuffled credential (R,S,T), users can check whether the following verification equations hold:
e(A,Y) = e(B,P2), e(A,X)e(fB,X) = é(C,P3), e(R,Py) = e(A,P2)%, é(S,P2) = ¢(A,Y)%, and
é(T, Py) = é(A, X)“e(fB, X)“.

4.2. Security of the Encryption

The security of the ElGamal encryption in this work is guaranteed by the hardness of the Decisional
Diffie-Hellman (DDH) Assumption [15]: Assume that Gy = (P1), Gy = (P2) and G are cyclic groups
with a prime order g. Let ¢ : G; X Gy — Gr be a pairing. Let X,Y,Z € G1, X =x- P, Y =y - Py,
and Z = z - P;. Note that x, y and z are randomly and independently chosen from Z,. Then given the
group parameters (G1, Go, Py, P2, g, ¢), for any probabilistic-polynomial time (p.p.t.) adversary A, the
advantage AdVﬁD " defined as follows is negligible:

AV = |Prix,y, 2+ Z; X =x-P1,Y =y - P, Z =z P1; A(G1, G,
P1,P2,X,Y,Z,q) = 1] = Prix,y < Zs; X = x- P1,Y =y - P1,Z = Gy; “4)
A(G1,Go, P1,P2, X, Y, Z,q) = 1]|.

In other words, the distributions (x- P1,y- Py, xy- P1) and (x- P1,y- P1,z- P1) are computationally in-
distinguishable, which is equivalent to the semantic secure in ElGamal encryption [24]. This assumption
guarantees that, without knowing the private key, the probability of getting z = xy from Z = xy - P; for
a p.p.t. adversary A is negligible. Thus, the confidentiality of messages in transmission is provided in
our framework. As summarized in Table 3, the typical attacks on e-coupons and messages transmitted,
including the data leakage, forgery and modification, are resisted.
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4.3. Security of the Commitment

In general, there are three algorithms in a Pedersen commitment [17, 25], i.e., the generation algo-
rithm Gnrt, the commitment algorithm Comm and the opening algorithm Opnv. Let k denote the secu-
rity parameter. Suppose that the Gnrt (1*) algorithm generates a set of common parameters (p, ¢, g, k) as
follows: p and g are two primes which are large enough and ¢|p—1. g and & are generators randomly cho-
sen from a g-order subgroup G, of Z;. h = g* mod p where a is secret. On inputting a secret m € Z,
and a random value r € Z,, the Comm algorithm computes a commitment com = Comm(m,r) = g"h"
mod p, where com € Zj,. Based on the DLP, log, / is unknown to the committer. Correspondingly, given
a commitment com, a message m € Z, and r € Z,, the Opnv(com, m, r) algorithm will output TRUE if
and only if com is a valid commitment to m with the given r.

Based on the design described above, for any given value r, the commitment is uniformly distributed
with a randomly and uniformly chosen parameter [17], i.e., |Pr[Com(my,r)] — Pr[Com(mg,r)]| = 0,
where my,ma,r € Z, and r follows the uniform distribution. In other words, given a commitment com,
every value m is equally likely to be the value committed in com. This property is well-known as the
Perfect Hiding Property.

In EQRC, the perfect hiding property provided by Pedersen commitment guarantees that any adversary
on the channel can only obtain data from QR with a negligible probability. To be specific, for every
sensitive data data in QR, there exists a unique data’ such that com = g%"p" = gd“’“/h’Q. Thus, com
perfectly hides all information about data, i.e., the adversary cannot get any advantage from com to
guess data, even with unlimited computational power. Note that the commitment provides additional

protection with the QRFC approach. Even both the two fragments SQR' and SQR? are intercepted and
OR is recovered, data is still safe. Thus, the commitment technology adopted in EQRC resists against
not only the data leakage, forgery and modification attacks on e-coupons, but also the collusion attack
between M and C, as in Table 3.

In addition, we introduce the Non-ambiguity Property to prove that it is infeasible for a p.p.z. adver-
sary A to forge a different commitment in other ways [26]. To be specific, the advantage AdvﬁA’”b of A
defined as follows is negligible:

AV = Pr((g,h, q, p, p*) + Gnrt*(15);r,r*m « Z;
(com,r,r*) <= Comm™(Gy, g, h, p*, m); s
Opnv(p,com,r) #L,0pnv(p,com,r*) #1,

opnv(p,com,r) # Opnv(p,com,r*)],
where Gnrt* and Comm* are the generation and the commitment algorithms launched by .A.
4.4. Security of the HMAC

For one thing, the security of HMAC is provided by the common construction defined as follows:
HMAC(K,m) = H((K' @ opad)||H((K' & ipad)||m)), where m is a message, K is a secret key, K’ is a
block-sized key derived from K, opad and ipad are the block-sized outer and inner padding respectively,
and H is a hash function. In such a construction, the application of the outer function H masks the
intermediate result of the internal H((K’ @ ipad)||m) [27-29]. Additionally, the cryptographic strength
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of HMAC depends on the properties of the underlying hash function. In our framework, we adopt SHA-
2, which uses the Merkle-Damgad Structure. The soundness of the Merkle-Damgad structure has
been proved [30], that is, if the compress function f : {0,1}"" — {0,1}™ is collision resistant, then
the constructed hash function £ is collision resistant. In SHA-2, the compress function /py, is designed
from a block cipher { f;} using Davies-Meyer Construction /py (k, x) = fi(x) @ x, where k and x are
inputs of the model. Collision resistance of Davies-Meyer construction can be proved in the ideal-cipher
model [31].

Based on the discussion above and the existing research [32], the security of SHA-2 has been widely
analyzed and proved. Theoretically, taking SHA-256 as an example, the upper bound of finding a colli-
sion using the birthday attack is 2'%® evaluations and that of a preimage attack using a brute force search
is 2256 Though there are some research efforts aiming at attacks [33—35], it is still widely accepted that
SHA-2 family is a secure hash algorithm.

Overall, in QRFC, as only the Server S knows the HMAC key key, both the origin authentication and
data integrity for QR! are provided based on the security of HMAC-SHA-2.

4.5. Security of the QRFC Approach

Because of the pseudorandomness property of the PRNG algorithm, the output sequences are com-
putationally indistinguishable for any p.p.z. algorithm A, i.e., for all sufficiently large n and positive
polynomial p(-), we have

[PrIA(G(U) = 1] = PriA(Uy) =1]| < o5 N

G is a PRNG with an output length [(n), U,, is the uniform distribution on {0, 1}" and U;(,) on {0, 140,
The pseudorandomness property guarantees that when OR is re-encoded to QR! and QR? by the QRFC
approach, the choice for any block is pseudorandom. Anyone with a single enhanced QR code can only
guess OR with a 0.5" probability of success, where n is the number of blocks in QR. In our framework,
each user, i.e., M or C can only hold one of the pair (SOR', SOR?). Thus, the confidentiality and integrity
of QR are provided as it is hard for M or C to recover QR by itself. In other words, the data leakage,
forgery and modification attacks on e-coupons can be resisted, which is summarized in Table 3.

4.6. Security of the Triple Verification

The security of the first verification is guaranteed by the HMAC-SHA-2, as we analyze in Section 4.4.
The secure hash #(QR!) stored in COR is produced with key. Thus no one without key can recompute

the hash while tampering or forging SOR'. Then, the security of the second verification is based on the
design of the enhanced QR code. Tampering on one of the enhanced QR codes may lead to anomaly in
the process of recovery. See section 3.4, for example, the carrier QR code may not change to all black.
The third verification is commitment opening, with which S can check com to guarantee the integrity and
authenticity of the sensitive data in e-coupons. The detailed analysis is given in Section 4.3. The triple
verification works together to ensure the security of our framework. Note that if an attack is detected by
the first verification, it shows that the attack source is C, i.e., C is an attacker itself, or there are risks of
the data storage or transmission in C. Otherwise, the attack source is M.
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Table 3
Defense Against the Attacks
Defense H Signing | Encryption | Commitment ‘ QRFC ‘ Verify ‘ Timestamp
Data Leakage v v v

E-coupon Forgery

and Modification v v v v

Collusion Attack v v

Eavesdropping v

Message Forgery v v

and Modification

Message Replay v

The defense mechanisms against the attacks are summarized in Table 3. Note that Verify denotes the
triple-verification.

5. Performance Evaluation

In this section, we analyze the efficiency of the signature scheme, the overhead of enhanced QR
codes, and the communication overhead. All experiments are conducted on Windows 8, with 2.8 GHz
Intel CPU, 12 GB memory and 500 GB disk.

5.1. Computation Overhead of the Signature Scheme

We consider the scalar multiplications in G, the exponentiations in G, and pairing operations, which
are time costly operations. The hash operations in Z, can be neglected with little overhead. The ex-
ponentiations in G, can be converted into the scalar multiplications in G to reduce the computation
complexity [15]. Thus the computation overhead for signature is determined by 4 - G; + 1 - P and that
for verification is 3 - G; + 5 - P, where n - G represents the n scalar multiplications on 1, and m - P is
m pairing operations on G;.

The experiment in [36] shows that we need to set |¢g| = 160 bits and |G| = 161 bits to meet the
80-bit security level. Then one scalar multiplication in G; costs 0.6 ms and one exponentiation in G,
costs 4.5 ms [16]. In our work, the computation overhead for signing and verification is 6.9 ms and 24.3
ms, respectively. Compared with the experiment in [36], the signing in our work is better than that in
TAA V1 [16], TAA V2 [16] and GSIS [37]. Because we do not consider the pre-computing of pairing
operations, the verification efficiency is lower than that in GSIS, i.e., 13.8 ms.

5.2. Encoding/Decoding Overhead for the Enhanced QR Codes

In our framework, the generation, recovery and verifications of the enhanced QR codes are realized
by S with cloud computing, which significantly reduces the computation burden of users.

We evaluate the time consumption for QRFC approach, which is developed based on C#. Three dif-
ferent versions of QR codes are tested, which are Version 1 (Block 21 x 21), Version 3 (Block 25 x 25)
and Version 7 (Block 33 x 33). The samples of QR codes are shown in Table 4, where the QR codes
with similar pixel resolutions (e.g., for mobile phones or posters) are given the same labels.

The running-time overhead for the encoding process in QRFC is calculated from two stages: the
preprocessing stage and the computing stage. The preprocessing stage includes the processes such as
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Table 4
The Setting of QR Code Samples

| at | a2 [ a3 [ bl [ b2 [ b3 | cl [ c2 [ c3

Block Version 1: 21 x 21 Version 3: 25 x 25 Version 7: 33 x 33
Graph Length (Pixel) 105 | 210 | 294 100 | 200 | 300 99 198 | 297
Size (KB) 1.70 | 580 | 11.5 | 1.62 | 552 | 11.7 | 1.60 | 547 | 11.6
450.0 6.0
I Sizel O Size2 M Size3 I Sizel O Size2 M Size3
400.0
5.0
350.0 e
300.0 4.0
g 250.0 E
@ < 3.0
£ 200.0 £
= &=
150.0 2.0 4
100.0 -
1.0 1
50.0 -
0.0 - 0.0 - L
21%21 25425 33%33 21421 25425 33%33
Blocks Blocks

(a) (b)
Fig. 5. Running-time overhead for encoding in (a) the preprocessing stage and in (b) the computing stage

reading the QR codes and building Bitmap objects with C#. The overhead for the preprocessing stage
is shown in Fig. 5(a) and that for the computing stage is shown in Fig. 5(b). We can see that the version
of QR codes has little effect on the preprocessing time but the size of QR codes affects a lot. Compared
with the preprocessing stage, the overhead for the computing stage is trivial. Therefore the encoding time
is mainly determined by the preprocessing stage, which is the same for all schemes regardless security.

On the other hand, the decoding process for QRFC also contains two parts: the preprocessing stage and
the computing stage. The overhead of the preprocessing stage is shown in Fig. 6(a). The overhead of the
computing stage which includes the processes of decoding computation and original QR codes recovery
is shown in Fig. 6(b). It is clear that the computing stage costs less time. Comparing the decoding process
with the encoding process, we can find that the decoding process is more efficient, costing less time than
the encoding process, which is better for e-coupon transactions.

5.3. Communication Overhead

To evaluate the communication overhead, we implemented a simulation on the end-to-end delay from
users to a server. The experiment is conducted by a well-known simulation tool, OMNeT++ 5.5 [38].
An open-source OMNeT++ model suite, INET [39], is adopted.

The network is designed as shown in Fig. 7. The host denotes users in our system, which can be
clients or merchants. The hosts are connected to an access point, AP, via a wireless network and thus
can send messages to the server through a wired core network. Considering the networking technologies
nowadays, we choose IEEE802.11ac with a bit rate of 346.7 Mbps as the wireless network to ensure that
most of the new mobile devices can support [40, 41]. The bit rate of the wired network is set as 1000
Mbps with a packet drop rate of 1%. The maximum propagation delay is calculated as the ratio between
the half of the longest distance from east to west Canada (2757 km) [42] and the light speed for optical

O 0 J o U w N

L e N S O R O R O e S R O O N O L O L O L B S S S S S T T e T T e T e T T )
A U w NP O VW 0 o U W NP O VW oo URWw D RO VW Oy W NP O



O 0 J o U w N

B b s s s W W W W Ww W W wwWwNDNDNDDNDNDNNDNDNDNDNDY RREEEEEEE
o U W DR O VW 0oy U W NN O VW oYy UWw D RO VW Oy U W NP o

18 L. Ruietal. /EQRC: A Secure QR Code-based E-coupon Framework Supporting Online and Offline Transactions

45.0 0.4
[ Size1 O Size2 M Size3 [ Size1 O Size2 M Size3
40.0 - 0.35 -
—E
35.0 03
30.0
—_ ~ 0.25
2 2
£ 2501 g
@ o 024
£ 20.0 E
= & 0.15 1
15.0
10.0 0-11
5.0 0.05 -
0.0 - — 0.0 -
21%21 25%25 33%33 25%25
Blocks Blocks
() (b)

Fig. 6. Running-time overhead for decoding in (a) the preprocessing stage and in (b) the computing stage
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Fig. 7. Network design in Omnet++

cables (180 000 km/s), which is 15.3167 ms. Note that the server is deployed on the cloud and thus can
handle the requests via cloud computing, which is not the main consideration of this simulation.

In this simulation, we mainly focus on the messages sent from users to servers which are the signatures
and the ciphertext of SOR' or SOR?. The size of a signature is |o"| = 3|G1| + 3|g|. A 160-bit long prime
number ¢ and a 161-bit long group G; are selected in order to meet the security level of the standard
1024-bit RSA. Therefore the size of a signature is close to 1 kb. The ciphertext in the ElGamal scheme
doubles the size of the plaintext, i.e., SQR1 or SQRQ.

The size of enhanced QR codes is variable in different settings. For example, as the size of com and
data is no larger than 160 bits, a version-3 QR code is able to encode them with an H-level ECC (Error
Correction Capability). Thus, there are 29 x 29 blocks in QR. To reduce the QR codes size, we use
one pixel in each block. Then the 841 bits need 841 x 4 = 3364 bits to represent with the QRFC
approach, i.e., each of the QR' and QR? is 3364 bits. If we embed the split QR codes into a carrier
QR code with an L-level ECC, which can tolerate only 7% errors, the size of each enhanced QR codes
generated is 3364/0.07 = 48058 bits. Note that the split QR codes embedded are treated as errors by a
regular decoder as described in Section 3.2.3. Thus, if the carrier QR codes are smaller than the bound,
it cannot be read by a regular decoder with error correction. Overall, a single communication with the
settings above should have about 12 KB in EQRC-I, and 24 KB in EQRC-II where a merchant sends
two enhanced QR codes. Some typical message lengths are listed in Table 5.
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Table 5
Typical Message Length
Version' || ECC* (QR) | ECC (CQR) | Size® | Length¥ (EQRC-D) | Length™ (EQRC-II)
2 Q H 1.04 2.08 4.16
3 H H 14 2.8 5.6
3 H Q 1.68 3.36 6.72
2 Q L 4.46 8.92 17.84
3 H L 6 12 24

1 The versions chosen for QR. Each version has a different module configuration or
number of modules [43]. { Four levels are available for different QR code error correction
capabilities: Level L (7%), Level M (15%), Level Q (25%) and Level H (30%) [44]. § The
size for one enhanced QR code (KB). § Approximate length of each message (KB).

0.14 0.14
0.12 4 0.12
0.1 0.1
2 2
> 0.08 >, 0.08 -
E =
S S
= 0.06 2 0.06 4
0.04 0.04
0.02 0.02
0.0 T 0.0 T
2KB 4KB 8 KB 32KB 4KB 8 KB 16 KB 64 KB

Length of Messages Length of Messages
(a) (b)

Fig. 8. End-to-end delay in (a) EQRC-I and in (b) EQRC-II

To measure the effect of the message length on the end-to-end delay, we set the message length as 2,
4, 8 and 32 KB for EQRC-I and doubled the size for EQRC-II. In the experiment, 100 messages are sent
following a Poisson process in 100 s, which simulates a common scenario with request intensity of 1
(per second). Note that, too large QR codes are seldom used in real life, but we also measure the delay
with a rare message length of 32 KB in EQRC-I and 64 KB in EQRC-II, when the latest QR code version
(40) is adopted as COR. The results are shown in Fig. 8. We can see that, the average end-to-end delay
is mainly bounded by 0.1 s. Even with the rare size of enhanced QR codes, the delay is also acceptable.

To measure the effect of the scale of users on the end-to-end delay, we set the number of hosts in the
simulation as 100, 500, 1000 and 1500. Each host is expected to send only one 4-KB message with an
inter-arrival time following the exponential distribution [45]. The service time is set as 100 s to represent
normal scenarios such as using coupons in a shopping mall. In other words, the request intensity is set as
1,5, 10 and 15 per second. The intensity set is expected to have little influence on the end-to-end delay,
otherwise, the system capacity is reached easily even in a normal scenario. Besides, another experiment
is conducted where all messages are sent at the same time to test the performance further. The variable,
number of requests, is set as 100 and 500. In such a burst, the delay is expected to be larger but in an
acceptable range. The results in Fig. 9 are the same with the reasonable expectation. It indicates that the
delay is not affected much by the scale of requests in normal scenarios while is larger in a burst.
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Fig. 9. End-to-end delay in normal scenarios (yellow) and in a burst (blue)
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Fig. 10. End-to-end delay and the transmission time in a burst

Fig. 10 shows the transmission time of each message and the corresponding delay in bursts. It is clear
that when there are 100 hosts trying to send QR codes at the same time, most of the requests are sent out
directly and some succeed in around 1 second because of the collisions at the AP. Only a few wait for 3
seconds. When there are 500 hosts, the upper bound of waiting time is around 9 seconds. Overall, with
the network configuration described in this section, the EQRC performance is good and acceptable even
with a burst.

6. Conclusion

In this paper, we first proposed a fragment-based approach to enhance the confidentiality of QR codes.
Second, we designed an enhanced QR code scheme with the combination of the QRFC approach and the
commitment technique. The enhanced QR code scheme can prevent the leakage of the sensitive informa-
tion in QR codes and forgery or tampering of QR codes. Third, we gave a secure e-coupon transaction
framework called EQRC based on the techniques above. EQRC provides a triple-verification mecha-
nism, reducing the security threats during the e-coupon delivery and transaction. Both online and offline
scenarios are supported by EQRC, which provides a comprehensive protection for the real situation.
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The strong analyses and evaluation have shown that the proposed framework has a high security and low
computing and communication overhead.
In the future, we will research in the following aspects:

(1) The colored QR codes have more storage space. Thus, using colored QR codes to implement the

fragment coding of QR codes, will be an attractive research direction in the future.

(2) A recently developed QR code called Frame QR has a region where the arbitrary altering of figures

and contents will not affect other regions. Combining Frame QR into the design of our EQRC can
make the generation and merging of enhanced QR codes more standardized and concise.

(3) An illegitimate copy on e-coupons has the potential to infringe the rights of legitimate holders.

The current method in EQRC is to check the freshness. It is feasible to consider both the copy
prevention and detection solutions acting on QR codes directly.
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