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Abstract. Implementation of authentication methods and encryption of data packets in the communication process on the current internet is not too bothered the security aspects in depth, because security is still done by third parties and service providers usually only runs on application layer. As one of TCP/ IP Protocol Suite, IP Security as part of the transmission of security-based internetwork datagram. Encapsulating Security Payload (ESP) is one of key protocol in the IPsec (Internet Security) architecture, which is designed to provide confidentiality, connectionless integrity, authentication, and anti-replay by encrypting data to be protected. Tunneling is a process of communication in computer networks that protect the contents of the packages a protocol encapsulation method by performing the new packages with other protocols. Encapsulation of that package runs on a tunnel (tunnel) on public networks that have not been assured of its security. The virtual network path runs between the two last location point communicate with each other (end communication) which at any point in the communication process of encapsulation and de encapsulation packets. The (transmitted) ESP trailer consists of the Padding, Pad Length, and Next Header fields.  Additional, implicit ESP trailer data (which is not transmitted) is included in the integrity computation. In tunnel mode, the "inner" IP header carries the ultimate (IP) source and destination addresses, while an "outer" IP header contains the addresses of the IPsec "peers" addresses of security gateways.  Mixed inner and outer IP versions are allowed, IPv6 over IPv4 and IPv4 over IPv6.  
1. INTRODUCTION
The rate of development of science and technology information at this time is very fast and wide, starting from the growing number of latest information technology inventions, developments of earlier technologies, until finally on how far the skills and abilities that are owned by a person, to adapt to the use of, as well as an understanding of the scientific fields, where it is feared if someone is less sensitive to changes that occur quickly, then it is certain he will be left far behindand in the end will just be passive or resources that are not even able to compete at all. 
One of the growth of the information technologies that are clearly visible in the field of technology development is computerized, one example is the utilization of the internet as a media network of traffic exchange of data and information. Currently almost for some people, the use of internet technology has become one of the fundamental requirements in a variety of activities on a daily basis, with the ease and sophistication of such technologies, wherever and whenever we are in, we can undertake communication activities at long distances, an exchange of data & information in real time, and much more. 

By following the carefully regarding the development of the use of the IP protocol in the present and the future, the authors also feel the need to pay attention to some aspects pertaining to like about the issues as well as security vulnerabilities that may occur, in particular by the system within an organization that uses the internet Protocol IP standards and rules. The importance of the security of information systems in an organization or a company is dependent on the complexity of the use and development of these systems later, supported also by the ability to build infrastructure (financial conditions of the company), and the policies to be enforced on the system. In the context of network security and information technology problems, then the author trying to do research on one of Indonesia's largest media Group Jawa Pos which is its subsidiary named Sumatra Ekspres Group, where as the electronic and print media companies that have scattered network and the largest in the province of South Sumatra, is highly dependent on the utilization of the internet as a network technology media shipping traffic data and information.
Family Group is Sumatra media companies that concentrate to collect, process, distribute and publish information which ultimately occurred in various regions of South Sumatera, Sumatera Ekpres Group has a big responsibility in maintaining the independence of each of the information obtained, so that such information, must be based on facts, not flawed and is confidential, can also distributed in good and reliable (reliable) on each of the subsidiaries incorporated in the group. During this process the exchange of data and information on the internet within a company network, family Group Sumatra yet so too pay attention to safety aspects, such as authentication and encryption, data is only transmitted through the internet using E-mail application, and most other applications using FTP (File Transfer Protocol), all the data delivery process, does not yet have the security aspects in depth, because security is still carried out by third parties and service providers typically only runs on the application layer.
Therefore, by looking at the needs and problems that occur in the Family Group is currently Sumatra, already should have required a shipping lanes of traffic data that is special (safe and reliable) one of which with Tunneling methods (private network). To this end on the occasion of this thesis research and writing the author chose the method of Tunneling using the IP Protocol, IPSec/Sec IP Security is used so that on each shipping traffic activity data can be through an encryption and authentication process, coupled with the cryptographic methods can be guaranteed its security and integrity authenticity (originality) of such data. Ekpres Sumatra Group has a big responsibility in maintaining the independence of each of the information obtained, so that such information, must be based on facts, not flawed and is confidential, can also terdistribusikan in good and reliable (reliable) on each of the subsidiaries incorporated in the group. by looking at the needs and problems that occur in the Family Group is currently Sumatra, already should have required a shipping lanes of traffic data that is special (safe and reliable) one of which with Tunneling method. To this end on the occasion of the research the author chose the method of Tunneling using the IP Protocol, IPSec/Sec IP Security is used so that on each shipping traffic activity data can be through an encryption and authentication process, coupled with the cryptographic methods can be guaranteed its security and integrity authenticity (originality) of such data.
2. A REVIEW OF LITERATURE
Tunneling is a process of communication in computer networks that protect the contents of the packages a protocol encapsulation method by performing the new packages with other protocols. Encapsulation of that package runs on a tunnel (tunnel) on public networks that have not been assured of its security. The virtual network path runs between the two last location point communicate with each other (end communication) which at any point in the communication process of encapsulation and de encapsulation packets (Stewart, et. al, 2005: 123). Another definition of the concept of tunneling is a technique for performing encapsulation of a protocol-based IP connections to connect to another IP Protocol, with the reason for adding the enkrispi method or to gain access to a special system through the internet network. (2006: Lehey, 424).
One example of the workings of the tunneling system is just like when we would send a personal letter to a destination (package contains a private Protocol), where such personal letters in advance we put into an envelope (tunneling protocol), and then the envelope sent through the service delivery common services (untrusted network/untrusted any intermediary network) to a certain destination that will accept it (the intended recipient). 
Tunneling can be used in numerous situations, such as when we will break through (purpose) a policy setting firewalls, gateways, proxies, or some other network traffic controller. The process of tunneling traffic control device prevents the network termination of communication such as blocking/dropping, because those devices actually do not know the contents rather than tunneling packets. The adjustment to a number of protocols that will do a method of encapsulation, tunneling can provide security as the guarantee of certainty than the integrity of a package (integrity) and kerahasiannya (confidentiality). 
There are several different methods of approach to conducting a session via the public network tunneling (internet), for example when security needs to become a thing that take precedence, the Protocol tunneling with the method of cryptography is more appropriate, but when performance (performance) is a priority, then the package with a simpler Protocol is a better option to reduce the size of the package (overheads).
In General, IPSec has considerable complexity. IPSec has too many options and too much flexibility. There are quite a lot of ways to do the same thing in IPSec, as a result of the IPSec developers who tried to support the wide variety of situations with different options. Due to the complexity of the emerging potential weaknesses and complicate the analysis of the security of IPSec. Weaknesses of IPSec that is related to the complexity of the problem, which it is feared will lead to ambiguities, contradictions, inefficiencies, and a source of weakness.

A. The Basic Concept Of The Protocol IPSec (IP Security)
Internet Protocol Security (IPSec), as specified in the document Request For Comment (RFC 2401), contains about the provision of a guarantee for an authentication process (authenticity), integrity the integrity of the data (integrity), and secrecy (confidentiality) of a data network layer (network layer) in a layer of the OSI (Open Systems Interconnection).
B. IPSec Protocol Architecture
The architecture of IPSec uses two protocols to provide traffic safety on a process of data transmission, namely AH (Autentication Header) and ESP (Encapsulating Security Payload). As for the IPSec protocol service (Kent et al. 2005):
1. Authentication Header (AH) allows the verification of the identity of the sender. AH also allows examination of the integrity of the message/information or provide data integrity services and origin authentication (the authenticity of the data).
2. Encapsulating Security Payload (ESP) encryption enables information so other terms remain confidential, is providing data confidentiality services. An original IP packet is wrapped (encapsulated chunk of code).
C.  Virtual Private Network (VPN) Tunneling technology and its relation to
Understanding VPN (Virtual Private Network) is an activity to secure and transmit data in private (privately) that are running on the network infrastructure sharing (shared network infrastructure) and the security has not been established. VPN secure mutual data sent on the public network. (Carmouche, 2007)
In the context of the development of VPN, encapsulation is often referred to as a method that supports tunneling, which is where this process into an effective method to send data from one network to a transparent network infrastructure (transparently shared network infrastructure) are split from each other.
Here are a few descriptions of what is a Virtual Private Network (VPN) (Feilner, 2006: 7):
a. Virtual, because the absence of a real network of directly connected between two (or more) communication, but only a virtual connection that is provided by the software (software), which is in fact running a VPN over public connections such as the internet.
b. Private, because only members of a company (member) are connected by VPN software that allow for reading the data that has been submitted.
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Figure 1.1 Authentication on the VPN
D. Characteristics of an effective VPN
Present to be a VPN solution that is effective, safe, and capable of protecting data that is personal (privately). In this usage, there are four objectives where implementation of a VPN which is confidential (confidential) is required, i.e. (Carmouche, 2007):
1. Data Confidentiality:
Protect the confidentiality of the contents of a message from a source that is not authorized to take, and then later in the analysis (interpreted) in particular goals.
2. Data integrity:
Ensures that the contents of a message cannot later tampered with the data change from sender to receiver.
3. Non-repudiation-Sender:
A sense of where to prevent the sender from the false message is never delivered to a recipient.
4. Message authentication:
Ensure that messages sent from a source that is authentic and that the messages are being sent to the destination that is also authentic.
E. Technology and the development of a VPN
Although based on VPN IPSec protocol currently has become one of the most secure protocols and has developed extensively, but this Protocol is just one of the many VPN protocol technology that developed at this time. The IPSec protocol has been designed to protect your data from almost in its entirety at each layer (layer) of the OSI model-based system (Open Sistems Interconnection). As for the developers, for example, a system with specific business requirements will develop a variety of technologies, such as VPN encryption on SSL protocol, where this VPN security protocol technologies integrate directly on the first layer on layer of the OSI model Application Layer i.e., where it is directly exposed to users (user) via certain applications.
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Figure 1.2 VPN Technology on OSI Layer
Encapsulating Security Payload (ESP) Format Protocols
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Figure 1.3 Encapsulating Security Payload (ESP) Header Format

The ESP Protocol Header Format Fields 

Many of the fields that are in the Format of ESP header have the same functions as in AH. As for the function of these fields are as follows:
a. Payload Data: this Field contains user data packets. This Field also contains the Initialization vector (IV) and layers of Traffic Flow Confidentiality (TFC). A particular encryption algorithm uses the Initialization vector (IV) to encrypt the first block on the package user data (user data packet) and layer TFC used to hide a character happens to traffic data such as size (size) of a package.
b. Padding: this Field is used to verify user data packets are multiples of a certain number of bytes (this is required by the encryption algorithms we use) and sure than the length of the Pad (Pad Length) and to the next header field entry in order precisely on the 4 bytes that have been restricted from keselruhan package.
c. ICV: this Field is an optional field, which functions the same as the ICV is at AH. ICV Field will be used on ESP when authentication on ESP is configured.
ESP can be run in two modes:
1. Mode of Transport
2. Tunnel Mode
The addition of the Protocol ESP (Encapsulating Security Payload) in Tunnel mode:

                 ----------------------------

                         | IP header   |     |      |

                         |             | TCP | Data |

                         ----------------------------
Figure 1.4 Before wrapped ESP protocol

----------------------------------------------------------------
| IP hdr      |      ESP | IP hdr      |    |      | ESP       |

|             |      Hdr |             |TCP | Data | Trailer   |

----------------------------------------------------------------



    |<----------- encrypted  ---------->|
<-------------------------- authenticated  ------------------->|
Figure 1.5 After wrapped ESP protocol
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1.6 Capture Output of ESP in the Ethereal Tool
The Analogy Of Tunnel Mode
Tunneling by using the IPSec protocol is actually a logical relationship or non physical point to point with authentication methods and ekripsi. Tunneling can be easy we understand by analogy such as vehicle line that passes through two different places (the building) through special lanes like a tunnel (a path that is not public) such as the diagram below.
PALTV Site        B                   C                 Sumeks Site       
 ----              ----               ----                  ----

|    |            |    |             |    |                |    | 
|    |            |    |             |    |                |    |
|     |~~~~~~~~~~|      |~~~~~~~~~~~|      |~~~~~~~~~~~~~~|      | 
||   ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~  ||    ||                                                         ||                                                              ||

||                                                              ||

    |;---------------------------------------------------------;|

 A  |                       - TUNNEL -                          | D

    '-----------------------------------------------------------'

                   Public Media A - B - C - D

                       Tunnel   A --------- D  

1.7 The Analogy Of Tunnel Mode
Key Management
Other than protocols AH (Authentication Header) and ESP (Encapsulation Security Payloads), security technology on the IPSec tunneling protocol also provides additional facilities in exchange for a digital key that is named Internet Key Exchange (IKE).
  


 +-------+

                        | IPsec |

                        +---+---+

                            |

                 +----------+----------+

                 |          |          |

                 v          v          v

               +-+---+    +----+    +-----+

               | IKE |    | AH |    | ESP |

               +-----+    +----+    +-----+

                  |

                  +---------------+

                                  |

                        +---------+--------+

                        |                  |

                  +---------+         +---------+

                  | Phase 1 |         | Phase 2 |

                  +---------+         +---------+

                       |                  |      

                  +----+-------+          |    

                  |            |          |

               +------+  +------------+ +-------+

               | Main |  | Aggressive | | Quick |

               | Mode |  |   Mode     | | Mode  |
               +------+  +------------+ +-------+
1.8 The Addition Of The Internet Key Exchange Protocol (IKE).

2. DESIGN AND CONFIGURTION
Design of tunnelling is proposed: 
Table 1. Configuring The LAN IP Address Of PT. Sumeks Television Palembang

	DESCRIPTION
	R1_PALTV
	LOCAL NETWORK

	IP ADDRESS
	202.10.10.1/24 (PUBLIC)

192.168.0.1/24 (PRIVATE)

10.10.10.1/24 (GIF0)
	192.168.0.0/24


Table 2. Configuring The LAN IP Address Of PT. Sumatera Ekspress
	DESCRIPTION
	R2_SUMEKS
	LOCAL NETWORK

	IP ADDRESS
	202.10.10.2/24 (PUBLIC)

172.168.0.1/24 (PRIVATE)

10.10.10.2/24 (GIF0)
	172.168.0.0/24


Network Topology and Architecture
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/sys/1386/compi le/ IPSEC_R1SUMERS" make
> 3dfx (cleandepend)

rm -f @ machine
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> 3dfx_linux (cleandepend)

-f @ machine

-f .depend GPATH GRTAGS GSYMS GTAGS
> aac (cleandepend)

rm -f @ machine

rm —f .depend GPATH GRTAGS GSYMS GTAGS
> aacsaac_linux (cleandepend)

rm -f @ machine

rm -f .depend GPATH GRTAGS GSYMS GTAGS
> accf_data (cleandepend)

-f @ machine

-f .depend GPATH GRTAGS GSYMS GTAGS
> accf_http (cleandepend)

rm -f @ machine

rm -f .depend GPATH GRTAGS GSYMS GTAGS
> acpi (cleandepend)

> acpizacpi (cleandepend)

rm -f @ machine
rm —f .depend GPATH GRTAGS GSYMS GTAGS
> acpi‘acpi_aiboost (cleandepend)

cleandepend





Figure 1.9 Computer network topology that will be applied 
The Selection Of The Parameters Of The Tunneling IP Security Policy:
Table 3. The Policy Parameters
	Authentication method
	Pre-shared secret  key   “abcdefg”

	Encryption Algorithm
	3des

	Authetication Algorithm
	HMAC_SHA1

	Encryption Mode
	Tunnel

	DH Group
	2

	PFS
	Yes

	Phase 1 lifetime
	30 Sec

	Phase 2 lifetime
	15 Sec

	Compression Algorithm
	Deflate


Addition of the option in the Kernel
1. Add support options, such as support for the IP Security protocols and firewall support, where the addition of the firewall options are needed as a default rule to allow all traffic on ports and protocols that will run on a tunneling Protocol and IPSec configuration later, his additions are as follows:
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Figure 1.10 Recompile the kernel process
Completely new Setkey configuration for IPSec. conf at R1_PALTV
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Figure 1.11 Setkey R1_PALTV
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Completely new Setkey configuration for IPSec. conf at R2_SUMEKS

Figure 1.12 Setkey R2_SUMEKS
The results of the output capture evidentiary packet tunneling with the IPSec protocol

Figure 1.13 Output Capture


Figure 1.14 The results of the output database authentication with the IPSec protocol tunneling


Figure 1.15 The results of the output database authentication with the IPSec protocol tunneling
4. CONCLUSION
Based on the design and implementation of the results of research that uses the IPSec protocol tunneling technology has done as well as the analysis and discussion of which has been described in PT.Sumeks the television hanging Palembang and PT.Sumatra, then authors can draw conclusions, that has produced a line of communication traffic data exchange process that is reliable and secure (secure and reliable) between the two companies. Type IPSec tunneling model which includes the entirety of site to site in both these companies, then this can prevent the possibility of thoroughly up to the level of a Local Area Network (LAN) between the two companies
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flush;


spdflush;


spdadd 10.10.10.1 10.10.10.2 any –P out ipsec esp/tunnel/202.10.10.1-202.10.10.2/require;


spdadd 10.10.10.2 10.10.10.1 any –P in ipsec esp/tunnel/202.10.10.2-202.10.10.1/require;


spdadd 10.10.10.1 172.168.0.0/24 any –P out ipsec esp/tunnel/202.10.10.1-202.10.10.2/require;


spdadd 172.168.0.0/24 10.10.10.1 any –P in ipsec esp/tunnel/202.10.10.2-202.10.10.1/require;


spdadd 192.168.0.0 10.10.10.2 any –P out ipsec esp/tunnel/202.10.10.1-202.10.10.2/require;


spdadd 10.10.10.2 192.168.0.0/24 any –P in ipsec esp/tunnel/202.10.10.2-202.10.10.1/require;














flush;


spdflush;


spdadd 10.10.10.1 10.10.10.2 any –P in ipsec esp/tunnel/202.10.10.1-202.10.10.2/require;


spdadd 10.10.10.2 10.10.10.1 any –P out ipsec esp/tunnel/202.10.10.2-202.10.10.1/require;


spdadd 10.10.10.1 172.168.0.0/24 any –P in ipsec esp/tunnel/202.10.10.1-202.10.10.2/require;


spdadd 172.168.0.0/24 10.10.10.1 any –P out ipsec esp/tunnel/202.10.10.2-202.10.10.1/require;


spdadd 192.168.0.0 10.10.10.2 any –P in ipsec esp/tunnel/202.10.10.1-202.10.10.2/require;


spdadd 10.10.10.2 192.168.0.0/24 any –P out ipsec esp/tunnel/202.10.10.2-202.10.10.1/require;














R1_PALTV#ping 172.168.0.1











R2_SUMEKS#setkey -DP











R2_SUMEKS#setkey -D














